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HiPath 3000 Manager E Service Tasks

1 HiPath 3000 Manager E Service Tasks

This chapter contains a detailed description of selected service tasks required for configuring
a HiPath 3000/5000 system using HiPath 3000 Manager E.
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HiPath 3000 Manager E Service Tasks
Transferring CDBs (HiPath 5000 RSM/AllServe Server)

1.1 Transferring CDBs (HiPath 5000 RSM/AlIServe Server)

Select HiPath 5000 RSM/AlIServe Server | Transfer... | HiPath 5000 RSM/AlIServe Server
from the menu to transfer a CDB.

Reading/writing CDB data

You must have the necessary password to transfer data between the communication system
and your PC.

First, as explained under Server below, determine the application server with which you want
to exchange data (if this has not been done yet).

Prerequisite: When accessing from an external PC, the DCOM setting must permit this access.

1. Enter the name of the server in the combo box.
or
Select a name from the combo box if you have already used this function before.
or
Press the Find button.
All servers that are available in the network are listed in the Find computer window. Mark
the server that you want and select the OK button. The name is added to the combo box.

2. Click the Server > Manager button if you want to transfer a CDB from the application serv-
er to your PC.

3. Select the Delta mode check box only if you have transferred a current CDB to the com-
munication system before administering the customer data. This option ensures that only
the actual changes are transferred, and by doing so, shortens transmission time.
or
Click the Manager > Server button if you want to transfer a CDB from your PC to the ap-
plication server.

4. The Data transmission server window is displayed. The transfer starts now and can take
several minutes, depending on the amount of data to be transferred.

5. Once the transfer is complete, confirm the procedure by selecting Close.

The data has been successfully transferred.
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HiPath 3000 Manager E Service Tasks
Transferring CDBs (HiPath 5000 RSM/AllServe Server)

Changing the password
The password can only be changed when the PC is connected to the application server.
To change the password, proceed as follows:

1. Click the Change password button.
The Change password in system window opens.

2. Enter the old password (e.g., the default password "633423") in the Old password field.

3. Then enter the new password in the New password field and repeat it in the Confirm new
password field.

4. Confirm the entries with the OK button.
The password has been changed.

A password may contain all common characters. Upper and lower case are evaluated (case-
sensitive). If you use a character that is not allowed, you will receive an error message that
shows the character that is not allowed.

Updating the server from the communication system

In order to access the application server’s current CDB, the CDB must first be transferred from
the communication system to the application server.

1. Click the System > Server button to transfer the CDB from the communication system to
the application server.
Merging the speed dialing destinations

Select Settings | System parameters... | Speed dialing system to merge speed dialing des-
tinations.
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HiPath 3000 Manager E Service Tasks
Transferring CDBs (Single Communication System)

1.2

Transferring CDBs (Single Communication System)

Select File | Transfer... | Communication from the menu to transfer the data.

Transferring a customer database (CDB)

You must have the necessary password to transfer data between the communication system
and your PC.

1.

5.

1-4

First define how the data is to be transferred between the communication system and your

PC.

Select the IP option button to exchange data between your PC and the communication
system in an IP-based network.

Select the Direct option if your PC is directly connected to your communication system
via a serial connection cable.

Select the Modem option if you have access to your communication system via a mo-
dem. Before you can transfer a CDB, you must first set up a connection.

Select the ISDN option to exchange data between your PC and the communication
system via an ISDN connection. Before you can transfer a CDB, you must first set up
a connection.

Enter the parameters for the selected communication method.

If you select IP, enter the IP address of the communications system in the IP address
field.

If you select Modem or ISDN, enter a call number to be used for setting up the con-

nection in the Tel. No. field.

Then enter the code needed to enable the connection (the default is "000000") in the
PIN code field. After you have enabled the connection, you have 30 minutes to set up
the connection to the communication system.

Select the Read/write database option.

If you select the Call charges option, the call charge data at the transfer destination is
overwritten with the call charge data of the CDB to be transferred.

The following selection determines the direction of the data transfer:

If you are starting to edit the CDB:

Click System > PC to transfer a CDB from the communication system to your PC.
Enable IVM Download to load the IVM data simultaneously.

If you have finished editing the CDB:

Select the Delta mode option only if you have transferred a current CDB from the com-
munication system before administering the customer data. This option ensures that
only the actual changes are transferred, and by doing so, shortens transmission time.
Click the PC > System button if you want to transfer a CDB from your PC to the com-
munication system. After the data has been successfully transferred, the new CDB is
automatically activated in the communication system.

Confirm logon with the OK button.
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6. The Transfer window is displayed.
The transfer starts now and can take several minutes, depending on the amount of data to
be transferred.

7. Once the transfer is complete, confirm the procedure by selecting Close.

The data has been successfully transferred.

Change password

Please change the password after the initial startup to prevent unauthorized access to the con-
figuration of your communication system.

The password can only be changed when the PC is connected to the communication system.
To change the password, proceed as follows:
1. Select the option Security.

2. Click the Change password button.
The Change password in system window opens.

3. Enter the old password (e.g., the default password "633423") in the Old password field.

4. Then enter the new password in the New password field and repeat it in the Confirm new
password field.

5. Confirm the entries with the OK button.
The password has been changed.

A password may contain all common characters. Upper and lower case are evaluated (case-
sensitive). However, if you use a character that is not allowed, you will receive an error mes-
sage that displays the invalid character.
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1.3 Configuring Stations

To configure a station, go to Stationview and select Settings | Set up station... | Station from
the menu.

Changing call numbers of stations

1. Inthe Stationview, go to Station selection and select the station with the call number you
want to change.

2. Click the arrow icon after the Call number field to switch to the Set up station... | Station
dialog.

3. Overwrite the existing call number with the call number that you want to use. The call num-
ber can have a maximum of 6 digits. Every call number in the communication system must
be unique and can only be used once. Overlaps in the call number range cannot be imple-
mented either, i.e., if the internal call number 20 is already being used, for example, then
the call number 200 cannot be created, and vice versa "Eliminating conflicts that showed
up during the check").

4. Click the Check button.
— If no conflicts arise, you will see the message "No collisions found" in the status line
(bottom left).
— The Conflicts window opens if conflicts were recorded during the check. First eliminate
the conflicts.

5. Confirm your changes by selecting Apply.

Changing an MSN for a multi-device connection (standard ISDN port) - Not for the USA

The following procedure applies only if you have a multi-device connection (standard ISDN
port).

Your provider has assigned you MSNs. In this case, the MSNs are the CO numbers that are
entered in the direct inward dialing (DID) column to define call allocation. The MSN is entered
without the "prefix".

MSN is to be signaled at multiple internal stations, a group or hunt group call number

An MSN (DID column) can only be assigned to a single internal call number. If an
must be entered. The stations are then assigned to the Groups/Hunt groups.

1. Inthe Stationview, go to Station selection and select the station on which you want edit
direct inward dialing.

2. Click the arrow icon after the Direct inward field to switch to the Set up station... | Station
dialog.
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3. Overwrite any existing MSN (CO numbers) with the MSN that you want to use. Make sure
that you only use an MSN (CO numbers) that was assigned to you by your telecommuni-
cations provider. You will find your MSN (CO numbers) in the registration form of the tele-
communications provider.

If you want to unassign the MSN, you can also delete it from the DID column. Please note,
however, that a call to an unassigned MSN (CO numbers) will not be signaled!

4. Confirm your changes by selecting Apply.

Changing the DID phone number at a PCPBX system connection

The entry in the DID column depends on which connection type you have ordered from your
telecommunications provider and on which connection type was selected (see also "Changing
an MSN for a multi-device connection (standard ISDN port) - Not for the USA" above).

The following procedure applies only if you have a PCPBX system connection (with direct in-
ward dialing to the internal station).

Your telecommunications provider will have assigned you a call number range that you can al-
locate to your stations. In this case, it would be best to use the same call numbers in the Call
no. (call number) and DID (direct inward dialing) columns. This would allow the station to be
reached under the same call number both internally and externally.

1. In the Stationview, go to Station selection and select the station on which you want edit
direct inward dialing.

2. Click the arrow icon after the Direct inward field to switch to the Set up station... | Station
dialog.

3. Overwrite any existing direct inward dialing phone number with the one that you want to
use. Make sure that you only use DID phone numbers that were assigned to you by your
telecommunications provider. You will find the appropriate call number range in the regis-
tration form of the telecommunications provider.

4. Click the Check button.
— If no conflicts arise, you will see the message “"No collisions found" in the status line
(bottom left).
— The Conflicts window opens if conflicts were recorded during the check. First eliminate
the conflicts.

5. Confirm your changes by selecting Apply.
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Eliminating conflicts that showed up during the check

The "Conflicts" window opens when you use the Check button to check for collisions and a col-
lision is detected. You must eliminate all conflicts before transferring the CDB to the communi-
cation system.

Each conflict is displayed in a separate line. This is followed by the station that you edited or
that created the conflict (indented).

1. If you double-click a line in the Conflicts window, the corresponding conflict (e.g., Call no.
or DID) is automatically selected in the Station tab.

2. Edit the conflict.
For example, you may not use a station with the call number 10 if other stations already
exist with the call numbers 100, 101, 102, etc.

3. Click the Check button.
Repeat these steps until you receive the message No collisions found in the status line
(bottom left).

4. Confirm your changes by selecting Apply.

Changing names

Station names are used to improve station identification during further processing in this pro-
gram; the text is also displayed on the display of the connected system telephones.

1. In the Stationview, go to Station selection and select the station with name you want to
change.

2. Enterthe station name in the Name field (on the right). Use a maximum of 16 alphanumeric
characters, including special characters.

3. Confirm your changes by selecting Apply.

Changing parameters/flags

In the Stationview, you can use the tabs (Flag status, Activated features, etc.) to display and
modify additional parameters. In the Flag status tab, you can apply tabs that you defined for
one station to other stations.
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1.4 Programming and Labeling Keys

To program keys, go to Stationview and select Settings | Set up station... | Key program-
ming.

Perform the following two steps to label and program keys:

1. In the Stationview, go to Station selection and select the station with the key program-
ming you want to modify.

2. Switch to Systemview and select Set up station... | Key programming. The user’s tele-
phone is displayed. Stations that have not yet logged on at the time of the transfer are iden-
tified with an asterisk "*".

Key programming

1. Select the option Key programming.

2. Click one of the telephone’s label fields to the left of the keys (in the pictorial display of the
telephone) to select a key.
The current key code is displayed in the Current assignment field.

3. Select the new function from the Key code drop-down list. The additional information
needed for the chosen function is queried in the other fields.

4. Click the button with the red check mark !'to enter the new function and to move on to
the next key.

5. Confirm your changes by selecting Apply.

program each additional key by selecting the Level 2 option. To do this, repeat the

If you have programmed a key with the Level switchover function, you can double-
steps for key programming.

Changing key labeling
1. Select the Label option.

2. Click one of the telephone’s label fields to the left of the keys (in the pictorial display of the
telephone or key module) to select a key. The current key text is displayed in the Current
assignment field.

3. Enter the new text for the label in Key text.

4. Click the button with the red check mark !lto enter the new key text and to move on to
the next key.

5. Confirm your changes by selecting Apply.
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Printing a label sheet
1. Select the Label option.

2. You also have the option of using a customized font:

Click the Font... button.

The font window is opened.

— The Font lists contains all the fonts that are installed on your operating system. Select
one of them.

— You can also define the Font style, Size and Script. A sample text is displayed in the
Sample field.

—  Your settings are accepted after you press the OK button.

3. Click the Print... button. This opens a dialog in which you can select the ports (stations) to
be printed.

4. In the Print column, select the ports for which the key label should be printed.

5. Inthe BLF/EKL column, select the ports for which an additional key label should be print-
ed for the key modules you have added.

6. Select the All stations option if you want the key label to be printed for all ports.

7. Select the option Print on printed form? if you want a key label to be printed on standard
paper without frames.

8. Start the printing process by selecting OK.

mentation for your telephone.

You will find additional information on ordering and using label sheets in the docu-

Adding a key extension unit
You can add key extension units (for example, key extension units with 16 keys).
1. Add a key extension unit with the symbol button .

2. The following query appears: Do you want to add a key extension unit?
If you want to add a key extension unit, confirm this question by selecting Yes.

You can now use the button to switch between the added key extension units and the sys-
tem telephone.

To program and label the keys on your key extension unit, proceed as described for
your system telephone.

A31003-H3590-M102-7-76A9, 06/2012
1-10 HiPath 3000/5000 V9 Configuration Examples, Administrator Documentation



HiPath 3000 Manager E Service Tasks
Programming and Labeling Keys

Deleting a key extension unit
The key extension unit added last is always deleted first.
1. Delete the last key extension added with the icon button .
2. The following query appears: Do you want to remove a key extension unit?
If you want to delete the key extension unit, confirm this question by selecting Yes.
Adding a busy lamp field
You can add busy lamp fields.
1. Add a key extension unit with the symbol button .

2. The following query appears: Do you want to add a key extension unit?
Answer this question by selecting No.

3. The following query appears: Do you want to add a busy lamp field?
If you want to add a busy lamp field, confirm this question by selecting Yes.

You can now use this icon button to switch between the additional busy lamp fields and the
system telephone.

Deleting a busy lamp field

The busy lamp field added last is always deleted first.

1. Use the icon button to delete the most recently added busy lamp field.

2. The following query appears: Do you want to remove a busy lamp field?
If you want to delete the busy lamp field, confirm this question by selecting Yes.
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1.5

Configuring IP Clients

This section provides information on the configuration of IP-based terminals. Every IP client is
assigned a corresponding station number (while also indicating the HG 1500 card at which the
client should be logged on). Before configuring the IP clients, ensure that the client licenses are
correctly enabled.

To configure IP clients, go to Stationview and select Settings | Set up station... followed by
the Gatekeeper tab.

1.
2.

In the Stationview, go to Station selection and select the station (IP client).

Click the arrow icon after the Call number field to switch to the Set up station... | Station
dialog.

Enter the call number (Call no.), the direct inward dialing phone number (DID) and the
name, and apply the settings.

Select Settings | Set up station... from the menu followed by the Gatekeeper tab.
Select the IP station from the Stations list.

Under Selected station..., select whether a System Client (optiPoint, optiClient) or an SIP
Client should be configured, and click the setup button. Apply the settings.

Switch to Stationview.

Switch to the WorkPoint Client tab and specify the parameters. SIP stations do not need
a unique IP address. Apply the settings. The Analog adapter connected parameter en-
sures that H.323 calls are routed via a DSP (digital signal processor) and that features are
activated in the system.

H.323 clients are not supported in HiPath 3000 from V9.
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1.6 Configuring Call Pickup

The members of a call pickup group can easily answer calls for other members. Calls to one
telephone in the call pickup group are signaled optically and, after a timeout, acoustically at all
other telephones in the group. Any telephone can then pick up the call. The call pickup can be
executed via a programmed key or a code at the telephone.

Select Settingsl Incoming calls... | Call pickup to configure call pickup.

Allocating stations to a call pickup group
1. Select a group from the Call pickup group.
2. Inthe Selection list, click the station that you want to allocate.

3. Click the > button to transfer the station to the Members list and simultaneously allocate it
to the call pickup group.

4. Confirm your changes by selecting Apply.

Cancelling allocation to a call pickup group

1. Inthe Call pickup group list, select the group whose allocation to a station you want to
cancel.

2. Inthe Members list, click the station with the allocation you want to cancel.
3. Click the <~ button to remove the station from the Members list and the call pickup group.

4. Confirm your changes by selecting Apply.
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1.7

Configuring Call Forwarding

Call forwarding (CFW) can be used if the station does not respond to a call within a given time
(this time can be set). The call is then automatically forwarded to the call forwarding destination
that has been entered. Calls can be forwarded to stations, hunt groups or via a system search.

Select Settings | Incoming calls... | Call forwarding to configure call forwarding.

Configuring / modifying a call destination list

Call forwarding allows you to set up different call destination lists. Call destination lists de-
termine how incoming calls are processed.

1.

6.

The current configuration of call destination lists is displayed in the Call dest. list - Defini-
tion table. You can use the drop-down lists in each column to change the current definition.
Click the arrow icon to open a drop-down list.

The Target 1 column is always the currently selected station. A star * is therefore displayed
in this column. Target 1 cannot be changed in Manager C.

In the Target 2 list, select the first station to which calls are forwarded. Enter only stations
that actually exist. # stands for a system search through all stations.

Where necessary, you can also select additional stations in the Target 3 and Target 4 col-
umns, in the same way as described for the Target 2 column.

The Cycles column defines the time of the call forwarding. (Default setting 3 x 5 seconds
=15 seconds.)

Confirm your changes by selecting Apply.

External call forwarding destinations

Proceed as follows to forward calls to a satellite PABX system or the public network:

1.

In the Target 2, Target 3 or Target 4 columns, select the "External destination" entry. An
External destinations window is opened. Here, you can enter an external number in the
Call no. field.

Confirm the changes in the External destinations window by selecting OK.

Confirm your changes by selecting Apply.
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Searching for unassigned call destination lists

Proceed as follows to search for an unassigned call destination list:

1.

Select the option "Show members of call dest. list <n>". The members and stations allo-
cated to the list you selected are displayed in the Call dest. list - Station assignment ta-
ble.

In the Call dest. list - Definition table, consecutively select the call destination lists.

If no members or stations are displayed in the Call dest. list - Station assignment table,
the call destination list is not assigned.

Assigning a call destination list to a station

Every station can be assigned a call destination list. Different entries can be made for internal
(day or night) and external calls. Day, night and external service is set via a programmable key
at the telephone or via a code.

1.

Select the Show all stations option. Current call destination assignments are displayed in
the Call dest. list - Station assignment table (default setting for all stations is: call desti-
nation list 14 for Day, 15 for Night, 16 for Internal).

You can use the drop-down lists Day, Night and Internal to assign different call destination
lists to the stations.

Open the drop-down list by clicking the arrow symbol.

Select the number for the call destination list. More than one station can use the same call
destination list.

Confirm your changes by selecting Apply.
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1.8 Configuring Groups/Hunt Groups

A group/hunt group is a set of several stations that can be reached at one call number. This call
number can be a code or the call number of the first station in the hunt group (master hunt
group). A group hunt group is typically used when a call is to be signaled simultaneously at mul-
tiple stations. The stations can activate or deactivate the hunt group via a program key or a
code for the hunt group.

Select Settings | Incoming calls... | Groups/Hunt groups to configure hunt groups.

Allocating a station to a hunt group

1. Inthe Group table, select the group you want assign the station to.

In the Call no. column, enter the group call number to be used for contacting the group.
In the Selection list, click the station you want to allocate to the group you selected.

Click the > button to add this station to the Members list.

o &~ 0D

Confirm your changes by selecting Apply.

The station is now entered as a member in the hunt group.

Cancelling allocation to a hunt group
1. Inthe Group table, select the group whose allocation to a station you want to cancel.
In the Members list, click the station with the allocation you want to cancel.

Click the <- button. The allocation for this station is canceled.

A 0D

Confirm your changes by selecting Apply.

Setting up external destinations
1. Select the External dest... button.

2. Use the Previous group or Next group button to select the group/hunt group that you
want.

3. Select the external route in the Route drop-down list. If available, you can also select a
route in a satellite PABX system.

4. Enter the required call number in the Call no. entry field. Use a maximum of 6 digits for
seizure and 25 digits of dialing information.

5. Confirm your changes with the Setup button.
6. The call number is added to the Members list.

7. The window closes when you press the Close button.
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1.9 Loading IVM Data

Select File | Transfer... | Communication from the menu to transfer the data.

Loading IVM data

IVM data can be loaded from the communication system to the PC (System > PC) or from the
PC to the communication system (PC > system).

e To load IVM data from the communication system to the PC:

1. Select the Read/write database option.

2. Enable the IVM Download option and click the System > PC button.
e Toload IVM data from the PC to the communication system:

1. Select the Read/write database option.

2. Enable the IVM Upload option and click the PC > system button.
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1.10 Configuring IVM - Music On Hold (MOH)

The configuration steps must be performed in sequence.

1.

Ensure that the ports you want to use for music on hold are not entered in the IVM hunt
group (Incoming calls... | Groups/Hunt groups).

Recommendation: Use the first or last six IVM ports for music on hold. The first six IVM
ports are used in this example.

Select Settings | Auxiliary Equipment... | Ext. connection | External MOH. Enter the
IVM ports that you want to configure as music on hold (one to six ports) in the respective
field for ITR groups 1 - 6 (drag and drop).

The IVM port you entered is now responsible for a specific ITR group (for instance, port
140 for ITR 1, port 141 for ITR 2, etc.).

The MOH assigned to the first ITR group is enabled for calls that cannot be assigned to an
ITR group (UCD, for instance).

Check that the IVM ports are also identified as music-on-hold ports (Stationview | Activat-
ed features | Extension Type).

If the ports are identified correctly (in this example 140 - 145), select Auxiliary Equip-
ment... | IVM and set them up as mailboxes with COS (class of service) 17.

Transfer the customer database to the communication system (File | Transfer...). The data
is transferred to the IVM. During this process, the green LED goes out, the orange LED
flashes for approximately five seconds and green LED goes back on again. The data trans-
fer is now complete.

Note: All connections currently established with IVM ports are cleared down during data
transfer.

If a call is made to a station in ITR group 1, for instance, and the station puts the calling party
on hold, the calling party hears the music-on-hold announcement assigned to ITR group 1. If a
call is made to a station in ITR group 2, for instance, and the station puts the calling party on
hold, the calling party hears the music-on-hold announcement assigned to ITR group 2 , and
SO on.

Note: "Lets get together" is set as the default announcement in the IVM.
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1.10.1 Changing Music-on-hold Announcements

There are two ways of changing music-on-hold announcements assigned to a port.

— Viathe TUI
— Via HiPath 3000 Manager

Changing via TUL:

1.
2.
3.

4.

Call the IVM hunt group from an extension that does not have a mailbox.
Enter the code (default code: 1234).

Enter the mailbox number for the music-on-hold port (music-on-hold port 140, ITR 1, for
instance).

Use the menu to change music-on-hold announcements 1 to 4.

Changing via HiPath 3000 Manager:

1.

Select File | Transfer... | Maintenance | IVM. Since the volume of data to be transferred
is very large, select access via IP - IVM (access in the IVM must be released for this).

Select the Execute file operations button.
Select the Greetings option.

Once the drop-down list with the mailboxes is released, select the music-on-hold port with
the announcement you want to change.

Note: Once you have selected the port, data transfer may take a long time, although the
status display may not change.

Select the greetings files. The files must be available in a valid WAV format (refer to the
IVM manual, where necessary).

Select the PC > IMV Delta button to transfer the files you have selected to the IVM.
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1.10.2 Playback Sequence of Entries 1-4 on a Music-on-hold Port

"Lets get together" is played as the default setting for the IVM. Changing the announcements
(greetings) on an music-on-hold port, modifies the playback sequence for the announcements.
Note: An announcement is immediately activated once you change it.

1. No announcement is changed
a) ‘"Lets gettogether" is played
2. Announcement 1 is changed
b) Announcement 1 is played continuously
3. Announcements 1 and 2 are changed
c) Alternation between announcement 1 and 2
4. Announcements 1, 2 and 3 are changed

d) Alternation between announcements 1, 2 and 3

Sequence when announcement 4 is changed or activated

The fourth announcement on an IVM music-on-hold port is a special announcement. Once the
fourth announcement is changed (and therefore activated), announcement 4 is always prior to
announcements 1, 2 and 3 when the system switches between these three announcements.

Announcement 4 can be used, for instance, to advertise a customer’s weekly offers between
the individual announcements. This ensures that the calling party hears the offers between the
music.

1.  Announcements 1 and 4 are changed

a) Alternation between announcement 1 and 4
2. Announcements 1, 2 and 4 are changed

b) Alternation between announcements 1, 4, 2 and 4
3. Announcements 1, 2, 3 and 4 are changed

c) Alternation between announcements 1, 4, 2,4, 3and 4
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1.11 Configuring IVM Announcements

The configuration steps must be performed in sequence.

1. Ensure that the ports you want to use for music on hold are not entered in the IVM hunt
group (Incoming calls... | Groups/Hunt groups).
Recommendation: Use the first or last six [VM ports for music on hold. The first two IVM
ports are used in this example.

2. Select Auxiliary Equipment... | Announcement | Announcement equipment to allo-
cate the IVM ports you want to configure as announcements to the announcement device.
The type of announcement can be defined as an individual announcement (Announce-
ment) or a continuous announcement (Music On Hold).

The IVM port you entered is now responsible for a specific announcement device (port 140
for announcement device 1 and port 141 for announcement device 2, for instance).

3. Once the IVM ports (in this example 140 and 141) are assigned to the announcement de-
vices, select Auxiliary Equipment... | IVM and set up the configured ports as mailboxes
with COS 17.

4. Transfer the customer database to the communication system (File | Transfer...). The data
is transferred to the IVM. During this process, the green LED goes out, the orange LED
flashes for approximately five seconds and green LED goes back on again. The data trans-
fer is now complete.

Note: All connections currently established with IVM ports are cleared down during data
transfer.

5. Change the announcements as described in Section 1.10.1, "Changing Music-on-hold An-
nouncements", on page 1-19.

6. Configure, for example, Announcement prior to answer for the lines (Auxiliary
Equipment... | Announcement | Announcement prior to answer).

Alternatively, assign an announcement device to the UCD groups, for example (Incoming
calls... | UCD groups | Group parameters).

nouncement (index 1). This setting can result in problems in scenarios involving IP

The internal MoH (MoH = Music on Hold) cannot be configured as the first UCD an-
network connections.
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1.12 Configuring Classes of Service

The class of service feature comprises three steps:
e Stations is used to assign stations for day and for night to the service groups 1 to 15.

e Assign class of service for Day and class of service for Night to the individual class of ser-
vice groups, each with a class of service range from 1 to 14. The class of service codes
cover the entire range from heavily restricted to absolutely unrestricted access. Each
group is assigned an individual class of service for day and night service.

e Generate lists with the allowed and denied call numbers (Allowed/Denied numbers).
These lists are referred to by Class of service groups 1 through 15.

prefer to compile your lists or define your groups before you assign your stations to
groups. These functions are highly interactive. You should draw up an appropriate
plan before doing the programming.

The steps mentioned above do not have to be executed in the order listed. You may

Select Settings | Classes of service... to configure classes of service.

Assigning/changing class of service groups

Class of service groups are assigned to stations on the COS: Station tab. The assignment is
achieved by selecting a COS group (1 to 15) in the table.

A COS group can be assigned to a single, multiple, or even all stations (Call No.).

The selection that you make in the Day column will refer to the Day tab, where the COS Group
is linked to the actual Class of service. The selection that you make in the Night column will
refer to the Night tab, where the COS Group is linked to the actual Class of service.

The call number of the station is displayed in the Call Number column.

The name of the station is displayed in the Name column.

1. In the Day column, select the cell for the relevant Call no.

2. A drop-down list is now displayed in the Class of service cell. Click the arrow symbol.

3. The Class of service drop-down list is opened. Use the left mouse button to select a class
of service group.
You can choose among COS group 1 to COS group 15. At the same time, even more
groups can be set up because each of the class of service groups 1 to 15 can also be de-
fined differently for day and night operation.

4. Confirm your changes by selecting Apply.

5. Repeat this process in the Night column.
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Changing the COS group for day/night

1.

o &~ 0N

Switch to the Day or Night tab.

In the Selection list, select a class of service group (COS group 1 to COS group 15).
The current settings of the selected class of service group are now displayed.

In the table, click the row "“Trk Grp 1" in the "Class of service" column.

A drop-down list is now displayed in the Class of service cell. Click the arrow symbol.
You may need to change the column width or use the horizontal scroll bar to make the ar-
row symbol visible.

The drop-down list is opened. Use the left mouse button to select a class of service.

Confirm your changes by selecting Apply.

Class of service group 1 to Class of service group 15 can each have different

classes of service for the Route in the Day and Night tab.

Editing the allowed list

1.

Switch to the Allowed/Denied numbers tab. On the left-hand side, you can create tables
with call numbers that may be dialed by the station.

Select a list from the List no. drop-down list.
You can create a maximum of six such lists. Your first list can have up to one hundred en-
tries, and the remaining five lists can have a maximum of ten numbers.

Select the Input entry field and enter the digit sequence that the station should be allowed
to call.

The separate numbers can be entered with digits (0 to 9) and the * and # characters. The
complete telephone number does not need to be listed. To permit users to dial 0800 num-
bers, for example, just enter 0800. See "Notes and examples for the allowed list" below.

The allowed call number is added to the list when you select the New button.

Confirm your changes by selecting Apply.
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Notes and examples for the allowed list

Stations with this class of service are generally never allowed to dial external call numbers. A
station with this class of service may only call the numbers and other digit sequences contained
in the Allowed list. The allowed call numbers are entered without the trunk seizure code (0).
Examples for the Allowed list:

e To create a class of service for a local area where only the emergency services may be
dialed, the list must contain the following digits:
110/ 112 (and possibly other call numbers for the medical service, etc.)

e Tocreate a class of service for a local area where only the all call numbers in the local area
may be dialed, the list must contain the following digits:
1/2/3/4/5/6/7/8/9

e To create a class of service for the regional area, the list must contain all local area codes
from the regional area:
089/08141 /08151 / etc.

e To create a class of service that only permits national dialing, you will need to create a list
with all possible national prefixes:
02/03/04/05/06/07/08/09

e To create a class of service that allows dialing to a specific country, enter the country code
for that country:
0039

The options indicated above can, of course, also be combined in a list. Furthermore, it would
not make sense to authorize a station for national dialing without allowing that station to make
calls in the local area.

Digit sequences that specify a call number in detailed format also do not need to be entered. If
the entry 08 exists in the list, for example, further area codes such as 089, 08141, etc., do not
need to be entered.

Depending on the effort involved, it may be more practical to assign a Denied list to the stations
instead, especially if the dialing of only a few call numbers is to be prohibited.
Editing the denied list

1. Switch to the Allowed/Denied numbers tab. A maximum of six tables with call numbers
that the station cannot dial can be created in the right half of the screen.

2. Select a list from the List no. drop-down list.
You can create a maximum of six such lists. Your first list can have up to fifty entries, while
the remaining five lists can have a maximum of ten each.
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3. Select the Input entry field and enter the digit sequence that is denied to the station.
A # sign at the start of the denied list ensures that the terminal toll restriction is not applied
where an analog CO line is to be seized using DTMF signaling, or switched to DTMF during
dialing.
Numbers can contain up to seven digits, which can include the numbers 0 through 9 and
the symbols * and #. The complete telephone number does not need to be listed. For ex-
ample, to prohibit stations from dialing charge-per-minute 0190 numbers, you would enter
0190 here.
See "Notes and examples for the denied list" below.

4. The denied call number is added to the list when you select the New button.

5. Confirm your changes by selecting Apply.

Notes and examples for the denied list

Stations with this class of service can basically dial all external numbers except for the call num-
bers and other digit sequences specified in the list. The prohibited call numbers are entered
without the trunk seizure code (0). Examples for the Denied list:

e If you want to create a Denied list with a certain call number, the call number should be
entered as in the example below if the station is located in the own local area:
72233427 / 08972233427 / 00498972233427
The digit sequences above all refer to the same call number. If the entry is created with all
(possible) prefixes and area codes, it will not be possible to bypass the toll restriction for
system telephones by adding an additional prefix.

e The following entries are needed to create a Denied list for 0190 numbers:
0190/ 0049190

e If the station is to be restricted to calling only within the local area, only the following digits
need to be entered in the list:
0
Stations with this class of service are rejected immediately as soon as they try to dial a pre-
fix starting with O after the trunk seizure. A further entry with 00 is therefore redundant. En-
tering O in the Denied list will also prevent access to the mobile radio network (even if the
station or mobile phone happens to be in the local area).

e If the station is to be restricted to the local area, but should also be allowed access to the
mobile radio network with the prefixes 0171, 0172, 0173 and 0174, you can use the follow-
ing entries:
02/03/04/05/06/07/08/09/011/012/013/014/015/016/018/019/0175/
0176/0177/0178/0179/0170
00492 /00493 /00494 /00495 /00496 / 00497 / 00498 / 00499 /004911 /004912 /004913
/004914 /004915 /004916 / 004918 / 004919 /0049175 / 0049176 / 0049177 / 0049178
/0049179 / 0049170
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Digit sequences that specify a call number in detailed format also do not need to be entered. If
the entry 01 exists in the list, for example, further prefixes such as 0172, 0174, 0190, etc., do
not need to be entered.

Depending on the effort involved, it may be more practical to assign an Allowed list to the sta-
tions instead, especially if the dialing of only a few call numbers is to be allowed.

Deleting table entries in Allowed/Denied lists

1. Click the number in the list. The selected number is then displayed in the Input entry field.
Then click the Delete button.

As a result, the number is deleted from the list.

0D

Confirm your changes by selecting Apply.

Changing table entries in Allowed/Denied lists

1. Click the number in the list. The selected number is then displayed in the Input entry field.
2. Inthe Input entry field, overwrite the old number with the new number.

3. Click the Change button.

4. Confirm your changes by selecting Apply.
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1.13 Configuring Call Detail Recording

Select System status | Call charges... from the menu to configure call detail recording.

Deleting call charges
The call charges per station and per line can be recorded. To delete the call charges:
1. Switch to the Output format tab.

2. Inthe CDR at station or CDR per line list, select the Call no. of the station or the line code
(Code) for which the call charges are to be deleted. You can select multiple codes by mark-
ing several rows or also select all stations/codes by clicking the table header.

3. Click the Delete button.

Exporting call charges

The call charges can also be exported for further processing. The tables differ in the way the
call charges are totaled.

1. Switch to the Output format tab.
2. Click the Export button.

3. Select a folder in the dialog window and enter a designation in the File name input field.
The File type (*.CSV) is assigned automatically.

4. Press the Save button.
The CSV file is saved in the selected folder.

The data is now available as a list with separators (CSV) and can be further processed, e.g.
with Microsoft® Excel.

Example of a CSV file:

11;Sabine;0.00

12;Birgit;2.04

13;Wilhelm;0.00

14;Stefan;0.00

Defining call charge factors per route

Here you can define and change factors that display call charges as monetary amounts for
analysis purposes (in the Output format tab) and on system telephones with displays. The ac-
crued counting pulses are multiplied by the factors (price per counting pulse).

1. Switch to the Factors tab.

2. Select a cell in the Multiplier column. An entry field is then displayed for this cell.
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3. Inthe Multiplier column, enter the factor to be multiplied with the accrued counting pulses.
4. Confirm your changes by selecting Apply.

Depending on the configuration, it may be necessary to adjust the ISDN unit in the communi-
cation system to the ISDN unit of the ISDN trunk of the network.

Do this by entering a factor that should be multiplied with the accrued counting pulses of the
IDN trunk in the Multi-ISDN column for every route Trk Grp. 1

The ISDN unit supplied by the network depends on the network provider.

To define the currency, enter a currency text with up three characters (EUR, for instance) in the
Currency field.

To define the computing accuracy, select the accuracy to be used when calculating the dis-
played call charges in the Computing accuracy field.

Defining account codes

On the telephone, you can assign the call charges to particular processes or projects. This is
done by entering an account code before or even during a chargeable call.

1. Switch to the Account codes tab.

Using the account code that appears when printing out the CDB, you can then appropriately
assign the chargeable calls.

2. Defining the checking procedure

— Select the No check option if you want the user to be able to enter account codes even
if they are not defined in the Account code lists. If an account code that is not present
in the list is entered, it is added to the list. This is not possible for mandatory input.

— Select the List check option. In this case, the entered account code is compared with
the entries in the Account code lists. If the entered account code is not present, the
connection cannot be set up.

— Select the Check number of characters option if you want an entered account code
to match the specification only with respect to the number of characters.

To do this, select a number of characters between 1 and a maximum of 11 characters
from the Characters to be checked drop-down list.
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3. Defining entry procedure

— Inthe "Entry procedure" table, click the Procedure cell for Trk Grp 1.
A drop-down list appears in the cell. Click the arrow symbol to open the drop-down list.

— Select an entry procedure:
Optional (default)
Telephone users can enter an account code at any telephone before the call starts (in
other words before a trunk is seized). During a call, an account code may only be en-
tered at system telephones.
Mandatory
Telephone users must enter an account code before the call starts (before a route is
seized). The account code is then checked in accordance with the checking procedure
you programmed.
The entry of an account code is optional for incoming calls.

4. Defining account code lists/account codes
You can define up to 1000 different account codes. In addition, an Account code can be
assigned to each List (0 to 999).
Click a cell from the Account code column in the Account code lists table.
You can now enter an account code (max. 11 characters) in the cell.

5. Confirm your changes by selecting Apply.

The "Check" button can be used to check if the entries have been accepted by the communi-
cation system.
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1.14 Configuring System Parameters

Select Settings | System parameters... from the menu to configure system parameters.

Defining the key click volume

You can enable the "Key click" function if you want every keystroke on the dialing keypad to be
acoustically signaled on your system telephones.

1. Switch to the System settings tab.

2. Select one of the four volumes (1=quiet, 4=loud) in the Volume drop-down list. The key-
stroke is not signaled if you select Off.

3. Confirm your changes by selecting Apply.

Defining port assignment for the call detail recording

Go to Call charges... and "Output format" to assign ports for call detail recording.

You have the option of supplementing a system telephone with a UPN adapter (data or control
adapter with RS 232 interface). This adapter makes it possible to output call detail data, for ex-
ample, to a printer or PC with call charge evaluation.

1. Open the Output format drop-down list.
Select UPN.

2. Open the UPN port drop-down list.
Select the station that has a system telephone with a UPN adapter.

3. Open the CDR at station drop-down list.
Select the station for which the call detail output for call detail recording per station (CDR
at station) should be done.
Select none if no output should be made.

4. Open the CDR per line drop-down list.
Select the station for which the call detail output for call detail recording per line (CDR per
line) should be done.
Select none if no output should be made.

5. Confirm your changes by selecting Apply.

Only experienced users should carry out the port assignment for call detail record-
ing. If you have any questions, please contact your authorized service personnel.
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Defining speed dialing system destinations

accepted.
Speed dialing destinations (call numbers and names) that are entered without
speed dialing numbers are ignored.

The entry of speed dialing numbers that are already in the table is detected and not

1. Switch to the Speed dialing system tab.
2. Click a free cell in the Speed dialing column.

3. Enter any three-digit speed dialing number from the available range in the input field. You
can determine how many speed dialing numbers are available from the numbering of the
rows in the table. Since the first speed dialing number begins with 000, the last speed di-
aling number that can be entered would be 299 is the rows are numbered till 300.

4. Change to the Call no. column in this same line.

5. Enter the required destination’s call number in the entry field. Use a maximum of 6 digits
for seizure and 25 digits of dialing information. For external destinations, enter the external
code (trunk group code) in front of the call number for the assignment. This external code
was defined by the authorized service personnel.

— The external code may be "0", for example, or a line code:
81 for route 1
82 for route 2, etc.
— Entering # causes the following digits to be transmitted as DTMF tones (tone dialing).
— Entering P produces a dial pause when transmitting the call number. This may be re-
quired after the external code, for example. If the length of the pause is too short, the
pause can also be entered more than once (PP). The default setting is P=2 seconds.

6. Change to the Name column in this same line.

7. Assign any name in the Name column. This name is then displayed in the system tele-
phone’s display depending on the situation, for example, when dialing via the speed-dialing
number. Use a maximum of 16 alphanumeric characters, including special characters.

8. Confirm your changes by selecting Apply.

the speed-dialing memory, the name assigned to the number is displayed when a

If the call number is transferred by a caller and this is identical to the call number in
call is made to the system telephone.
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Changing info and answer texts
1. Switch to the Texts tab.
2. Select an entry field for the info or answer texts.

3. Overwrite or add to the existing text. A maximum of 24 characters are allowed in each entry
field.
For answer texts:
If the user on a system telephone wants to add to the predefined text, enter a colon fol-
lowed by an empty space. The user can then add text, e.g. a room number.

4. Confirm your changes by selecting Apply.

Resetting to standard texts

All text that you have customized is overwritten and reset to the default values.

1. Switch to the Texts tab.
2. Select the language that you want, e.g., English, in the Reset drop-down list.

3. Confirm your changes by selecting Apply.
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Setting the start and end of daylight saving time

You can use the Daylight saving time tab to define the day and month that daylight saving
time begins and ends. The time is valid throughout the system and is shown on system tele-
phone displays, for example.

The switchover is made twice a year, at either 2:00 am or 3:00 am on the defined date. You can
save each of the switchover times for a period of 10 years. The total possible time period begins
in 1990 and ends in 2088.

1.
2.

Switch to the Daylight saving time tab.

If the year to be edited is not listed in the table, then first enter the first year in a ten year
range in the Starting Year input field; this range must include the year to be edited (from
1990 to 2079).

Enter the four-digit year.

Click the Apply button.
The year you wanted is now listed in the table.

In the Begins column, click the cell that you want to change.

An entry field opens in the cell. Enter a new day and month (in the format DD.MM.) when
the switchover should occur (e.g. 03.03.).

In the End column, click the cell that you want to change.

An entry field opens in the cell. Enter a new day and month when the switchover should
occur (e.g. 03.03.).

Confirm your changes by selecting Apply.
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1.15 APS Transfer

To perform the transfer, proceed as follows:

1.

© N o O A~ D

Select File | Open customer database

Select the file extension *.fst from the File type field.
Select the folder that contains fst file.

Selecting and opening the FST file

Select File | Transfer

Select Modem or ISDN

Enter the station number

Select APS transfer An additional window appears at the top right of the screen. Use this
window to specify the time to activate the new APS.

If the APS transfer field has a gray background, the fst file was not opened correctly.

9.

10.

11.

APS transfer can now begin.

The transfer time may vary depending on the communication system. Generally speaking,
it will take from 30 to 40 minutes using a B-channel modem. When an analog modem is
used, the transfer times are over an hour. With an V.24 connection at 9600 baud for exam-
ple, transmission takes about 2.5 hours. With an ISDN modem via IMOD, transfer takes
about an hour.

Once APS transfer is complete, the message APS transfer successfully completed is
displayed. A system reset is now performed, and the communication system reboots with
the new APS either immediately or after the time entered. The communication system de-
letes the old APS after rebooting. The delete operation takes approximately seven min-
utes. You can check whether the new APS is activated via HiPath 3000 Manager.

During an upgrade from V6 ( (V6.0 -> V7, V7 -> V8) ) with HiPath 3000/5000, the APS can
be transferred with the attached, converted CDB.

: When the APS is transferred to a system in a different time zone, the APS is

switched at the time specified in the remote communication system.
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1.16 Swapping/Replacing Languages

The default languages loaded can be replaced by other languages (overwritten). The languag-
es can be combined as appropriate.

To change the language, proceed as follows:

1.

o o A © N

10.
11.

Select File | Open customer database.

Select the file extension *.Ing from the File type field

Select the Lng folder (below the HiPath 3000 Manager installation folder).
Select and open the relevant language file ("<version>_<smr>.Ing").
Select File | Transfer and switch to the Loadable texts tab.

In the variable selection list boxes, select the four languages that you want (four (or two)
variable languages must always be selected).

Apply the settings.

Switch to the Communication tab.

Select the desired transfer path (Access).

Activate the Transfer texts option and start the transfer with the Transfer texts button.

The communication system is automatically reset after the completion of the transfer, after
which the new languages are available.
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1.17 Incoming Calls that Display Company Names

Overview of Call Management
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Prerequisites

e An unassigned station must be available if you want to assign a station name (where pos-
sible, choose a station that is not available as hardware).

e This station must be configured as an "Answer Machine" extension type.

e To be able to forward the station name, the station must be assigned a free index with "*"
as its first entry in Call Management. The second entry contains the call number of the sta-
tion to be called for the station name specified (this entry may also be a group).

Example

e Direct inward dialing phone number 250 is assigned, for example, to the company "Sie-
mens".

e However, optically and acoustically, the station with call number 200 is called.

Programming via HiPath 3000 Manager

Step Action

1. Configure the extension type:
Stationview > Activated features

2. Enter name:
Stationview - Station parameters

3. Enter call destination:
Settings > Incoming calls... > Call dest. list
Settings > Incoming calls... > Allocation int./ext. calls
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1.18 Announcement Prior to Answer (on an Analog Port)

The announcement prior to answer function is often configured to relieve an intercept position.
An answer machine that can accept incoming calls and forward them to a specific station is
connected for this purpose.

This function is configured via Call Management.

The station ports to which an answer machine is connected must be configured as
@ answer machines.

Example

e An answer machine must be connected to a hunt group with the call number 450 (stations
224 and 225).

e Allincoming external calls should first be answered by the answer machine.

Programming via HiPath 3000 Manager

Step Action
1. Settings > Incoming calls... > Groups/Hunt group
2. Settings > System parameters... > Intercept / Attendant
3. Stationview > Activated features
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1.19 Configuring an Internal Sy Bus with Multiple Stations

Introduction

Every Sg bus can support up to eight terminals or devices. To do this, one or more system ports
must be configured for a Euro bus.

Example

Port 4 is configured for a Euro bus.

Programming via HiPath 3000 Manager

Step Action
1. Settings > Lines / networking... > Trunks
2. Dial port 4 by double-clicking the corresponding table row in the
"Param" table column.
3. Click the "ISDN flags" tab.
4. Select and apply "S0:Euro bus" from the drop-down list.
Note

Observe the following when initiating an internal Sy bus:

e Up to 64 MSNs can be logged on to every bus. The MSNs must be entered in the CDB’s
internal call number plan and must not be assigned to other terminals. 63 MSNs can be
entered at any point in the CDB. When enabling 64 MSNs, one of these must correspond
to the default MSN of this S port.

Sy port Default MSN
1 Internal call number of the last port equipment number
2 Internal call number of the last-but-one port equipment number

e Configure an additional Sy bus if more than 64 MSNs are required. This bus should be set
up in the same way as the first Sy bus.

e MSN numbers must be assigned for each device or terminal on the Euro bus.
If no MSNs are assigned for the devices, the port default is used as the MSN for all devices.
In other words, if you dial this default MSN, the call is signaled on all devices connected to
the bus.

e MSN configuration on the device is dependent on the device.
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1.20 Remote Service via ISDN

Introduction

Remote service via ISDN can be used to read out CDB content, make any necessary modifi-
cations and import it back into the communication system.

There are three options available for performing remote service via ISDN:
1. Release procedure
2. Logon without code

3. Logon with code

Example

Release procedure: The release procedure is the default option entered in the system for re-
mote service. The customer simply has to change the release code. (Default code: 000000).

Example

Logon without code: Data can be loaded to and from the system at any time without entering a
code.

Programming via HiPath 3000 Manager

Step Action

1. File > Transfer... > Callback connection

The tool cannot be used to configure the remote service code.

Example

Logon with code: Data can be loaded to and from the system at any time, once the six-digit
code has been entered in the tool (code can be changed by the customer).
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Programming via HiPath 3000 Manager

Step Action

1. File > Transfer... > Callback connection
The tool cannot be used to configure the remote service code.

Example
Changing the code

Example

e Changing the direct inward dialing phone number for remote service.

e Configuring the external direct inward dialing phone number.
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1.21 Universal Call Distribution (UCD)

Introduction

Universal call distribution can be released throughout the system using HiPath 3000 Manager.

Note
We recommend that you only release universal call distribution once all other UCD parameters
are programmed.

Call distribution examples

Group assignment (31 1)

e UCD groups are configured.

e UCD group 1 is assigned to the Purchasing department and has the IDs 100 and 101.
UCD group 2 is assigned to the Sales department and has the IDs 110 and 111.

Announcement equipment (25)

e If announcement equipment is required for the UCD groups, the announcement devices
and types are specified here.

e A'greeting announcement" can be deployed via the "Announcement prior to answer" fea-
ture and is not a typical element of universal call distribution.
Group parameters - Wait dest. (31 2 1)

Wait destinations are assigned to the announcement devices that were previously configured.

Group parameters - Wait time (31 2 2)

e Every wait destination comprises wait times (a total of seven per UCD group)
(1-20).

e Default wait time entry: 1 = 30s, Maximum entry: 20 = 6 min.

e Note: Times should not be programmed for announcements.

Group parameters - Call cycles (31 2 3)
e Call cycles are specified in the group parameters.

e This parameter is split into primary and secondary call cycles as well as the call cycle in
Call Management.

e The call cycles in Call Management are modified accordingly.
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Group parameters - Automatic call acceptance (31 2 4)

e This parameter specifies whether or not "Automatic call acceptance" is permitted per UCD
group.

e If "Automatic call acceptance" is configured, the communication system automatically
identifies whether a headset is connected to the system telephone and reacts accordingly.

be programmed on a key.

If a headset is connected to the system telephone, the "Disconnect" function should

Group parameters - Queued calls (31 2 5)

e This parameter specifies how many incoming calls may be placed in a queue when a UCD
group is busy.

e Once the maximum value is reached, Call Management overflow is initiated.

Wrap-up time (31 3)

e Wrap-up time can be specified for the entire system. This parameter specifies that an
agent still requires time to process the last call.

e Automatic wrap-up time is not configured by default on a system-wide basis.

e This value can be set to: 0 = no wrap-up time or 1 = 5s to 45 = 45s.

External call priority (31 4)
e A request priority can be assigned for each trunk.

e 1 represents high priority whereas value 10 represents low priority.

Internal call priority (31 5)

e Internal calls can be assigned a system-wide priority. If this priority is higher than one of
the trunks, internal calls have precedence.

Call distribution is now fully configured. However, to ensure that this feature functions correctly,
trunk assignment and call allocation must be configured in Call Management. (Rufzuordnung
= Ringing assignment in Manager tool)
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1.22

Introduction

Configuring Attendants

One station or group must be must be configured as an attendant (intercept position) in the
communication system.

Example

e Station 12 is going to be configured as an attendant. Station 13 is the attendant for fixed
night service.

e Intercept for direct inward dialing should be deployed if calls are not answered, if the called
station is busy and if an invalid or incomplete number has been dialed.

e 0 (default value) should be entered as the call number for contacting the intercept position
externally. 91 should be used internally.

e If more than two calls are queued at the attendant, the system should switch to station 13.

e "Speed extending" and "Extend undialed lines" should be activated for the attendant.

Programming via HiPath 3000 Manager

Step Action
1. Settings > System parameters... > Intercept / Attendant
2. Settings > Incoming calls... > Call forwarding > Call dest. list
3. Settings > Incoming calls... > Ringing assignment per line
Note

The "Disconnect key" (Release call), "Call key" or "Trunk group key" should still be programmed
on the attendant.
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1.23 Configuring Mobility Entry (not the U.S.)

works. Therefore, the "Callback” function is not supported either. Mobility Entry is only

Important: Mobility Entry is not supported behind SIP provider interfaces or in IP net-
enabled for the node to which the CO is connected.

Example
The example configured in this section should operate as follows:

e One Number Service: A subscriber is identified externally and internally by extension number
31. The subscriber uses a stationary system telephone with the extension number 17 in ad-
dition to a GSM telephone with a separate mobile station number. Incoming calls should be
signaled concurrently at the system telephone and the GSM telephone (twinning).

e Outgoing calls from the stationary system telephone and the GSM telephone should be
signaled internally and externally with extension number 31.
The CLIP feature is needed for external signaling.

e System features should be accessible via the GSM telephone. DISA should be used for
dial-in and the DISA DID number should be 55.

e Busy status should be visible on the GSM telephone.

e Call detail recording should occur in the system for the GSM telephone.

Graphic overview

ixed networ /—Cellular network>.
p )
Incoming call

HiPath 3000
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Call number allocation

A virtual phone number (e.g. extension 27) must be additionally assigned to each stationary
phone number (e.g. extension 17). This virtual phone number is internally linked with the mobile
phone number. The mobile phone number if generally the phone number of a GSM telephone.
A land line phone number is also possible, such as when a home office is being set up. There
must be a flatrate plan for the fixed network to avoid charges to the employee. A CMI mobile

unit is not permitted.

Procedure

Proceed as follows to configure this example:

1. Configure a virtual station: Open HiPath 3000 Manager E and select Stationview | Flag
status. Configure a virtual station for call number 27. The stationary station with call num-

ber 17 already exists:

allnumber + CLIPALIN -~ + Directinward> Type

Access fobile code) >

Systemview Stationview

- Station selection

7 [

Search no Search Mame: [™ f1wenide class of service on
I j I j [§ tssociated diglng/services
Wﬂ " Call watting rejection an
| ™ Headset
I™ Ovenidz Do Not Disturb
1 7 IV Missed Calls List

I™ MOID access
¥ PwD external pemitted
I Compress display data

¥ Entiy in telephone directrg

r
f
- Apply flags to |

[e7

|Vi|t port

[v Prevention of voice calling off

[™ Telephone lock intercept
[™ DISA class of service

I™ Door release DTMF

[V autom. connection, C5TA

™ Ringback protection

I” Transit allowed via Hook-on

™ N amnun dinnina an

II— Central busy sianaling I /

hizu

| -

Flag «Jf tus |Activaled features' Workpoint Client| Gruuns' Forwarding' Template Edilor' I1SDN Hags'

™| Display of Emese=rerrizi

| “oice recording

[ Discrest Cal

™ Discrest Call Lack.

I= | &inalng Station it CLIF

I™ Last destination mailhax active

™| Disatile handsfee micophone

IV ‘firtual station

™ Call prio.fimmed. tone call wait.

I” | Silent monftaring

Uperating mods

=
Lanaguage
Germnan v

Reset I Apply I Help

-l
File Settings Spstem status  Extas  Options  Application  Help
2@ s @HF & <8, QB F 202887
| system: 20 offinet kds ) E
The DISA

[WUM |

4

Tvice is not re-

| ber 27 is a vir-

class of ser-

quired by Mo-
bile
Connection
stations.

The station
with call num-

tual station.

Click "Apply".

Setting information:

The "DISA class of service" flag must be disabled for the virtual station and the "Virtual sta-

tion" flag enabled.
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2. Assign a virtual station to the mobile station: Select Settings | Set up station | Mobile
Connection. Enter the mobile call number and the virtual call number that you want to link
together in the "Mobile Connection" table:

%nfﬂineLkds - HiPath 3000 Manager -0 il

File Settings Spstem status  Estras  Options  Application Help

i .p = it
2 FERYR E S-S QN F - B A P
| System: [ offine? kds ) H

Station | Key pragramming | Endpaint b sw version | Fax / Madem | Emergency ” Muobility Entre
Systemview Stationview

E-EJ offinel ks [) 2 7

1 Settings Mabile Call Num vm:l‘ .
-] Set up station.. — Virtual call
- £ Station C — |
i Ky prspaing _l\ number

Mobility Entry

2y Endpaint hw sw version

- gy Faw / Modem

- i Emergency

- [H] Muobiity Eniry
B Cordless
B Lines / networking
- Least cost routing...
a Incoming calls...
- Classes of service..
B Gustem parameters
ﬂ Auiliary Equipment. .
(- Metwark.
@ Licensing...
= {:j System status
B System-wide.
p-E Call charges...

. Mobile call
number with
leading CO

_’lj code

[ CNENENEN RN gy

[

Resst I Apply Help

[Press F1 for help [NOM [
Click "Apply".

Setting information:

e The mobile call number must have a leading CO code.
e The mobile call number can be a cellular-network number or a fixed-network number.

e If the mobile caller’s CLIP information is not stored in the system, a call is evaluated
as a regular DISA call, that is with DISA-specific access inspection.

e To add a second mobile station (home workstation, for instance), add a second entry
to the "Mobile Connection" table. Then add this second virtual station to the "Basic
MULAP" group (see below).
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3. DISA administration for dialing into the system: Select Settings | System parameters |
Daylight saving / DISA. Enter 55 as the DID number under "Remote use of services" >

"DISA" > "DID no.".

% oftlinel kds - HiPath 3000 Manager =1of =]
Fle Setings Systemstalus Eas DOplions Application Help
2= - il Q- E e
8- QP - 5 -1 ; i 2@ P
| System: [0 cifine.kds (] H
Flags | Sustem settings | Intercept / Attendant | Display I Flexible menu | Service codes | Time parameters |
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Tones and ring types | Pluz Product Flags / M/ | LDAP | Speed disling system | Daylight saving / DISA Teuts
=] @ offlineW.).sds 0 St daylight saving time dates ~Remote use of services———————————
=] ﬁ Settings 5 5
B Setup statior. Statting Year L — | DISA DID
H Cordess 2006 [ 55 ]
E) Lines / networking number
F) Least cost routing
H Incoming calks Fegine Erd Jear |~
B Classes of service o 210 o Seanly s
= System parameters. & After ti "
£ Flags 503 2810 2007 &1 fmeoul
&7 System salings W0 10 2008 " Aterinput #
- g5 Intercept / Attendant 29.03 2510 2009
-4 e 203 300 010 DISA ntemal
- gy Speed dialing spstem 2703 3010 20m ’7 DID ro
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iy Lem 003 031 2013
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£ LDAP
B Ausiiary Equipment
-8 Metwork. ’—I
#-{5g Licensing... (et Apnly LEE
=} {:j Swstem status
H System-wide...
T Call charges.
[ [ [WOw ] 4

Click "Apply".

Setting information:

Security mode settings are not relevant for Mobile Connection because the mobile station

is authenticated via CLIP.
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Perform group configuration for the basic MULAP: Select Settings | Incoming calls |

Groups/Hunt groups.

You must configure a basic MULAP group if you want incoming calls to be signaled at the
stationary system telephone and the GSM telephone at the same time. This group should

be assigned call number 31 and contain stations 17 and 27.

1. Enter the call number (31), DID number (31), and the group name in the "Group" table

and specify the type as "Basic MULAP".

2. Select station 27 in the "Selection" table and transfer it to the "Members" table. This
makes this station the "master" (identified by "+"). This ensures the MULAP’s CLIP is

used.

3. Select station 17 in the "Selection" table and transfer it to the "Members" table".
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EI-{j System status
BB Systemenids:
a Call charges...

B
&
BB Ausiiary Equipment...
&
B

|Setup station.
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"Basic MU-
LAP" group

Group mem-
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Click "Apply".

Setting information:

To add a second mobile station (home workstation, for instance), add a third entry to the

"Members" table.
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5. Transfer the GSM telephone’s dialing information to the system and evaluate it:

The GSM telephone operates like a system telephone when transferring dialed digits to the
system. That is, it uses DTMF to transfer the digits one by one to the system for evaluation.
The following types of numbers can be dialed:

Internal system call numbers (extension 100, for instance)
External call numbers with leading CO code (for example, 0089722xxx)

External call numbers with leading CO code and country code (for example,
00043xxx)

Call numbers can be stored in canonical and non-canonical format in the GSM telephone’s
phonebook. The formats are handled as follows when dialing:

1-50

Canonical format (+49 89 722xxx): The mobility client transforms the call number to
the format specified above by removing the "+" and adding the administratable CO
code (0) as well as the country code (00), producing the number 00049 89 722xxx. We
therefore recommend storing all phonebook entries in canonical format when using
the mobility client.

If the destination is an internal call number, the call stays in the system. This is deter-
mined by checking if the first part of the call number matches the "PABX number-in-
coming" and can therefore be replaced (see below). This only works if the E.164 num-
bering scheme flag is enabled (see below).

Non-canonical format (if the mobility client is not used): All call numbers are entered
in the GSM phonebook as shown above.

The disadvantage of this format is that duplicate entries may be needed for the same
destination station because:

— If you want to reach the destination station directly from the cellular radio network,
you must omit the leading CO code when dialing (089722xxx, for instance).

— If you want to reach the destination station from the system, you must include the
leading CO code when dialing (0089722xxx, for instance).
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1. Administer "PABX number-incoming": Select Settings | Lines/networking | Routes.
Enter the country code, the local area code, and the PABX number of your system un-
der "PABX number-incoming"
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Click "Apply".

2. Enable E.164 numbering: Select Settings | System parameters | Flags. Enable the
"E.164 numbering scheme" flag.
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Click "Apply".
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Caller number display on GSM phones

To display the caller number on a mobile subscriber's GSM telephone
— the "outreach call number transparent" flag must be set in the system,
— the "CLIP no screening" parameter must be configured for the provider,
— the ISP must put a caller’s number through without verification.

Procedure

Proceed as follows to configure this example:

1. To activate station number display: Select Settings | System parameters | Display. Acti-
vate the flag "outreach call number transparent”.
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Click "Apply".

Least Cost Routing configuration and activation

For Mobility Entry, the Least Cost Routing has to be set completely and then activated to reach
an external GSM telephone (mobile call number), which is mapped to a virtual station, if an in-
coming call appears.

The procedure to configure the Least Cost Routing is exemplified in Section 4.17, "Least Cost
Routing (LCR) for E.164" .
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Additional information

For detailed information about the "Mobile Connection" feature, refer to the HiPath 3000/5000
feature description .
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1.24 Loading Logos for OpenStage Telephones

From V7 R3, HiPath 3000 supports the download of logos in the OpenStage 40, OpenStage
60, and OpenStage 80 telephones of the TDM connection variant.

The prerequisite is that the logo(s) to be loaded is/are available in the system.

The download of logos in the OpenStage telephones of the Cornet-IP connection variant is pos-
sible via the local administration menu of a telephone, via the WBM of a telephone, or via the
central deployment and licensing service (if available).

1.24.1 Transfer of the Logo Files to the System

Before the download of logos in the OpenStage telephones (TDM connection variant), the cor-
responding logo files must be provided in the system. The following logo files can be trans-
ferred:

e OpenStage 40 T logo

Here, the logo file of a customer specific logo can be selected for the OpenStage 40 tele-
phone and then transferred to the system. The following file specifications must be taken
into consideration:

— Size of image: 144 x 32 pixels
— Color: Monochrome
— Format: BMP (Windows bitmap file)
— Maximum size: 702 bytes
e OpenStage 60/80 T logo

Here, the logo file of a customer specific logo can be selected for the OpenStage 60 and
OpenStage 80 telephones and then transferred to the system. The following file specifica-
tions must be taken into consideration:

— Size of image: 240 x 70 pixels
—  Color: Color
— Format: PNG (Portable Network Graphics) or JPG

—  Maximum size: 5 - 30 KB
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Default logo

Here, the logo file with the 15 default logos for the OpenStage 40, OpenStage 60, and
OpenStage 80 telephones can be selected and then transferred to the system. At present,
the following default logos are available: Siemens, Deutsche Telekom. Additional company
logos are in preparation.

The currently available logo default file can be downloaded via the software download
server through which the system software is also provided. The file is labeled with
logoX.X.X.X.bin (example: logo1.2.3.4.bin = logo default file of Version V1R2.3.4).

Note: The version of the logo default file currently present in the system is listed in the last line
of the log file for the OpenStage software distribution. The query is possible via Maintenance
| OpenStage Phones: Software Distribution > Log File.

To transfer the logo files proceed as follows:

1.
2.

Select File | Transfer: Software Transfer.

Go to OpenStage 40 T Logo and/or OpenStage 60/80 T Logo and/or Default Logo and
select the desire log files.

Confirm your selection by selecting Apply.

Perform an APS transfer (see Section 1.15, "APS Transfer") to transfer the logo files to the
system.
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1.24.2

Download of the Logos in the OpenStage Telephones

To download the logos in the OpenStage telephones, proceed as follows:

1. Transfer the CDB to the service-PC (System -> PC) (see Section 1.2, "Transferring CDBs
(Single Communication System)").

2. Select Settings | System parameters | System settings.

3. Goto OpenStage Logo and select the logo you want. The following options are available:

OpenStage
logo

Description

Note

No logo down-
load

No logo download to the
OpenStage telephones
takes place. All tele-
phones keep the existing
logo.

Through this system status, the operation of
OpenStage telephones with various logos in one
system is possible.

Example: One part of the OpenStage telephones
of a system should be loaded with Logo A, the oth-
er with Logo B. First, the customer-specific Logo A
is transferred to the system and loaded in all Open-
Stage telephones.

After that, all telephones for which Logo A is
planned are disconnected from the system.

Next, Logo B is transferred to the system and load-
ed into the remaining connected telephones.

To prevent a future overwriting of the logos, the
"No logo download" setting must then be selected.
The telephones with Logo A are reconnected with
the system again.

Empty logo

An empty logo is loaded
into the OpenStage tele-
phones.

Through this setting, for example, an incorrect logo
can be overwritten.

Customer logo

The customer-specific
logo in the system is
loaded in the OpenStage
telephones.

If no customer logo is available in the system, an
empty logo is transferred.

Siemens The Siemens logo is If no Siemens logo is available in the system, an
loaded in the OpenStage |empty logo is transferred.
telephones (part of the
logo default file).
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OpenStage
logo

Description

Note

Deutsche Tele-
kom

The Deutsche Telekom
logo is loaded n the
OpenStage telephones
(part of the logo default
file).

If no Deutsche Telekom logo is available in the sys-
tem, an empty logo is transferred.

Logo 3

The third logo is loaded
in the OpenStage tele-
phones (part of the logo
default file).

Logo 4

The fourth logo is loaded
in the OpenStage tele-
phones (part of the logo
default file).

Logo 15

The fifteenth logo is load-
ed in the OpenStage
telephones (part of the
logo default file).

This deals with preliminary services for future de-
fault logos. At present, these logos are empty.

4. Confirm your selection by selecting Apply.

5. Transfer the CDB to the system (PC -> system) (system -> PC) (see Section 1.2, "Trans-
ferring CDBs (Single Communication System)").
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2 Practical Examples for HG 1500

This chapter describes scenarios with typical, practical configurations. The application scenar-
ios are displayed and the configuration steps are described. In the practical examples, WBM is
used for configuration.

HG 1500 must have already been configured under Basic Settings.
Please note that write access must be enabled before you can add, edit or delete

configuration data in WBM. This is not explicitly indicated in the individual examples.
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License Management

2.1 License Management

211 Target Configuration

With this configuration, you can administer licenses for HG 1500 boards. The license options
are dependent on the relevant HiPath version.

HiPath 3000
Central unit
HG 1500
P WBM | license
mgmt
P TP
B HG 1500
: ! HXG3
o = WEM ——» licenss
q. mgmt
g '~-~.__-;;
Adrministration PG HE 1500
HXGE3E
e WEBM ——»| license
mgmt

Prerequisites

e The license keys must be obtained via the license server (Licensing... is performed on the
basis of the MAC address of the HiPath 3000 CB board):
https://www.central-license-server.com/.

e Two licence keys are created.
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License Management

2.1.2 Configuration Steps

HiPath 3000 Manager E

1.

o &~ 0N

Configure the other possible HFA clients.

Use HiPath 3000 Manager E to transfer the modified database back to the system.
Enter the number of B channels and the number of HFA clients.

Activate the purchased security licenses.

Enter the license keys. License keys can be obtained via the license server.

The additional B channels are available as soon as the licenses are activated.

WBM Settings

1.

If the IPsec function is licensed: Activate the IPsec function: "Explorers > Security > (right-

click) VPN > IPsec on".
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2.2 HiPath Feature Access

2.2.1 Target Configuration

HiPath IP telephone (for example optiPoint 420) functions can be used with this configuration.
The Cornet-TS protocol is used for this.

optiPoint

Tl

H.323 Client
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HiPath Feature Access

Prerequisites
e Al HG 1500 boards must be statically set for unique IP addresses.
e The administration PC with HiPath 3000 Manager E must have IP access to all nodes.

e OptiClients and IP telephones with HFA functionality that are connected to the PC must be
able to access the IP network.

The following functions are possible in this scenario:

Connection Normal Call- Call for- Call pick- Confer- Recalls
calls backs warding up encing

SCN <-> HFA yes yes yes yes yes yes

HFA <-> HFA yes yes yes yes yes yes

HFA -> H.323 yes no yes yes yes no

HFA <- H.323 yes no no no no no

2.2.2 Configuration Steps

HiPath 3000 Manager E

1. System clients (HFA clients) can only be configured at the HG 1500 board that operates
as a gatekeeper. Insert as many clients as necessary.

2. Assign a new station number, a DID, and a subscriber name to each new client.

3. Use HiPath 3000 Manager E to transfer the modified database back to the system.

HFA clients

First of all, set the required station numbers in the Stations mask in HiPath 3000 Manager E.
Select free ports for this. In the next step, these ports will be assigned to the HG 1500.

Configure the clients in accordance with the above settings (for example IP address, call num-
bers, password). Proceed as outlined in the description for the relevant HFA client.

A31003-H3590-M102-7-76A9, 06/2012
HiPath 3000/5000 V9 Configuration Examples, Administrator Documentation 2-5



Practical Examples for HG 1500

IP Networking (Data)
2.3 IP Networking (Data)
2.3.1 Target Configuration

A number of HiPath systems are connected to each other via the corporate IP network structure
using IP networking. The data is packeted and transmitted via the LAN and WAN networks.

Fritz Data Fritz Data
Fritz COM (analog) Fritz COM
Fritz Fax Fritz Fax
Modem Modem

3 Manager E

Fritz Data
Fritz COM
Fritz Fax

Modem
Integrated modem Manager E

The following functions are possible in this scenario:
e System connection and configuration via a remote access using dial-in modem
e Data transfer via ISDN with Fritz Data

e HyperTerminal with Fritz COM
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IP Networking (Data)

The transmission options are shown in the following table:

Fritz Fax Fritz Data FritzCom Analog Analog Integrated

fax modem modem
Fritz Fax yes no no yes no no
Fritz Data no yes no no no no
Fritz Com no no yes no no no
Analog modem no no no no no yes
Integrated modem no no no no yes no
Analog fax yes no no yes no no

Prerequisites

All HG 1500 boards must be statically set for unique IP addresses.

The administration PC with HiPath 3000 Manager E must have IP access to all nodes.
All nodes must have access to all peer nodes in the IP network.

The subscriber numbers of all nodes must be known to each other.

Different nodes must have a separate, unique subscriber number.

Every HiPath system must have a separate unique node ID.

Up to 64 nodes can be administered.

The PC can dial into the telephone network via a modem.

The analog fax is connected to the system via analog interfaces.
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2.3.2 Configuration Steps

HiPath 3000 Manager E

1.
2.
3.

Enter the number of trunks for every HG 1500 board to be configured for IP networking.
Create an IP route for all of these HG 1500 boards.

Select the protocol to be used for the trunk port used if this was not automatically set cor-
rectly:

e CorNet-IP

Activate the following functions for the routing parameters:
Route type PABX

No. and type, outgoing Internal

Callnumber typ Internal / DID

Activate the function "Activate LCR".

Specify a name for the outdialing rules table and assign Format A to it. Set "Corporate Net-
work" as the procedure.

Define the station number format and then select a routing table.
Select a route and a dial plan.

Use HiPath 3000 Manager E to transfer the modified database back to the system.

WBM Settings

1.

o & 0 DN

Add a PBX node. Enter a new node number.

Enter an IP address for each of the HG 1500 boards used in this node.

Add a station number to the node just configured and select the service "Fax" or "Modem".
Repeat these steps for all the call numbers required.

Save the entries.
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2.4.1

Target Configuration

Practical Examples for HG 1500
Host Routing

A host IP routing is to be set up between two remote locations in Munich and Frankfurt.

There is no transport network used with a host routing. The connection is set up directly to the
router call number of the remote system. In the WAN, IP addressing takes place directly to the

IP address of router of the remote station.

PC 2

IP: 1.150.101.11
Gateway:
1.150.101.232

1.150.102.232

PSTN peer:
IP address:
1.150.102.232
Local PSTN
Interface:
0.0.0.0

Station number:

0069797-199

1.150.101.232

PSTN peer:
IP Address:
1.150.101.232
Local PSTN
Interface:
0.0.0.0

Station number:

0089722-199

HiPath 3000 ISDN stn.no-: ISDN stn.no.: HiPath 3000
089 722-0 069 797-0
HG 1500 HG 1500
Router stn. no.: 199 Router stn. no.: 199
LAN: 1.150.101.232 LAN: 1.150.102.232
. PC1
PC1 IP Routing: IP Routing:
IP: 1.150.101.10 Dest. IP network: Dest. IP network: IP: 1.150.102.10
Gateway: 1.150.102.0 1.150.101.0 Gateway:
1.150.101.232 Gateway: Gateway: 1.150.102.232

PC 2

IP: 1.150.102.11
Gateway:
1.150.102.232
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Host Routing

24.2 Configuration Steps

HiPath 3000 Manager E

1.

8.

Generate a host IP routing for your group. Use the data from the figure for the practical ex-
ample in Section 2.4, "Host Routing".

Load the customer data from the HiPath 3000 with "File > Transfer > Read/write database
> System > PC".

Select "No Port" under "Set up station... — Station". Enter the station number 199 in "Call
No." and "DID". Assign a name, e.g. "IP Routing".

Select the HG 1500 board under "System-wide... > SW expansion > Card selection".

Select the HG 1500 board as Gatekeeper HG 1500 under "Settings > Set up station... >
Gatekeeper > Selection".

Enable the gateway resources for this HG 1500 board.

Assign the station number 199 to the HG 1500 under "Settings > Set up station... > Gate-
way". Select station 199 and configure it as an Sy extension.

Load the customer data in the HiPath 3000.

WBM settings for HG 1500 — Munich

1.

Configure a static IP route.
"Explorers > Routing > IP Routing > Static Routes > (right-click) Add Statistic Route".

Configure the following data for the static route:
— Route Index: 3

— Name: Frankfurt

— Destination IP Network/Host: 1.150.102.0
— Destination Netmask: 255.255.255.0

— Gateway: 1.150.102.232

Insert a PSTN peer:
"Explorers > Routing > PSTN > (right-click) PSTN Peers > Add PSTN Peer".

Configure the following data for the PSTN peer:
— Name: Frankfurt

— |IP Address of PSTN Peer: 1.150.102.232

— |IP Address of Local PSTN Interface: 0.0.0.0

A31003-H3590-M102-7-76A9, 06/2012
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Host Routing

— Maximum Data Packet Size (Byte): 1500
— Negotiate IP Address: deactivated
— PSTN Connection Type: normal
— Short Hold Mode: activated
— Short Hold Time (sec): 60
The default values are used for all other parameters.
3. Configure a PSTN station number for the PSTN peer:
"Explorers > Routing > PSTN > PSTN Peers > 'Frankfurt’ > (right-click) Add Station Num-

ber".
Enter the following data:
—  Station Number: 0069797199

— Direction: Incoming and Outgoing

WBM settings for the Frankfurt location

1. Configure a static IP route.
"Explorers > Routing > IP Routing > Static Routes > (right-click) Add Statistic Route".

Configure the following data for the static route:
— Route Index: 3

— Name: Munich

Destination IP Network/Host: 1.150.101.0
Destination Netmask: 255.255.255.0

— Gateway: 1.150.101.232

2. Inserta PSTN peer:
"Explorers > Routing > PSTN (right-click) PSTN Peers > Add PSTN Peer".

Configure the following data for the PSTN peer:
— Name: Munich

— IP Address of PSTN Peer: 1.150.101.232

— IP Address of Local PSTN Interface: 0.0.0.0
— Maximum Data Packet Size (Byte): 1500

— Negotiate IP Address: deactivated
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Host Routing

— PSTN Connection Type: normal

— Short Hold Mode: activated

— Short Hold Time (sec): 60

The default values are used for all other parameters.

3. Configure a PSTN station number for the PSTN peer:
"Explorers > Routing > PSTN > PSTN Peers >’Munich’ > (right-click) Add Station Number".

Enter the following data:
—  Station Number: 0089722199

— Direction: Incoming and Outgoing

A31003-H3590-M102-7-76A9, 06/2012
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2.5 Host Routing With Alternate Route

2.5.1

A host IP routing is to be set up between two remote locations in Munich and Berlin. However,
there must be no direct access from Munich to the system in Berlin. It should be possible to
have a route via the system in Frankfurt.

Target Configuration

The system in Munich sets up the connection to the system in Berlin via the system in Frankfurt.

ISDN (no transport network)

089722-0

I
ISDN

Router stn. no.: 199

069797-0

I
ISDN

Router stn. no.: 199

0307123-0

I
ISDN

Router stn. no.: 199

HG 1500 | HG 1500
232 HG 1500 232
232
PC PC
10 10
10 PC
5 HiPath £ _ c HiPath
= 231 3000 £ HiPath = 231 3000
= . § 231 3000 g .
= n '
5 PC-n I3 . 3 PC-n
8‘ e PC-n o
i 2 :
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25.2 Configuration Steps

HiPath 3000 Manager E

1.

7.

Load the customer data from the HiPath 3000 with "File > Transfer > Read/write database
> System > PC".

Select "No Port" under "Set up station... — Station". Enter the station number 199 in "Call
No." and "DID". Assign a name, e.g. "IP Routing".

Select the HG 1500 board under "System-wide... > SW expansion > Card selection".

Select the HG 1500 board as Gatekeeper HG 1500 under "Settings > Set up station... >
Gatekeeper > Selection".

Enable the gateway resources for this HG 1500 board.

Assign the station number 199 to the HG 1500 under "Settings > Set up station... > Gate-
way". Select station 199 and configure it as an Sy extension.

Load the customer data in the HiPath 3000.

WBM settings for the Munich location

1.

Configure a static IP route for the route to Frankfurt.
"Explorers > Routing > IP Routing > Static Routes > (right-click) Add Statistic Route".

Configure the following data for the static route:
— Route Index: 1

— Route Name: Frankfurt

— Destination IP Network/Host: 1.150.102.0
— Destination Netmask: 255.255.255.0

— Route Gateway: 1.150.102.232

Insert a PSTN peer:
"Explorers > Routing > PSTN (right-click) PSTN Peers > Add PSTN Peer".

Configure the following data for the PSTN peer:
— Peer Name: Frankfurt

— |IP Address of PSTN Peer: 1.150.102.232

— |IP Address of Local PSTN Interface: 0.0.0.0
— Maximum Data Packet Size (Byte): 1500

— Negotiate IP Address: deactivated
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— PSTN Connection Type: normal

— Short Hold Mode: activated

— Short Hold Time (sec): 60

The default values are used for all other parameters.

3. Configure a PSTN station number for the PSTN peer:
"Explorers > Routing > PSTN > PSTN Peers > 'Frankfurt’ > (right-click) Add Station Num-

ber".
Enter the following data:

—  Station Number: 0069797199

— Direction: Incoming and Outgoing

4. Configure another static IP route for the route to Berlin via Frankfurt.
"Explorers > Routing > IP Routing > Static Routes > (right-click) Add Statistic Route".

Configure the following data for the static route:
— Route Index: 2

— Route Name: Berlin via Frankfurt

— Destination IP Network/Host: 1.150.103.0
— Destination Netmask: 255.255.255.0

— Route Gateway: 1.150.102.232

The required PSTN peer already exists for the Munich-Frankfurt connection.

WBM settings for the Frankfurt location

1. Configure a static IP route for the route to Munich.
"Explorers > Routing > IP Routing > Static Routes > (right-click) Add Statistic Route".

Configure the following data for the static route:
— Route Index: 1

— Route Name: Munich

— Destination IP Network/Host: 1.150.101.0
— Destination Netmask: 255.255.255.0

— Route Gateway: 1.150.101.232
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2.

Insert a PSTN peer:
"Explorers > Routing > PSTN (right-click) PSTN Peers > Add PSTN Peer".

Configure the following data for the PSTN peer:

— Peer Name: Munich

— |IP Address of PSTN Peer: 1.150.101.232

— |IP Address of Local PSTN Interface: 0.0.0.0

— Maximum Data Packet Size (Byte): 1500

— Negotiate IP Address: deactivated

— PSTN Connection Type: normal

— Short Hold Mode: activated

— Short Hold Time (sec): 60

The default values are used for all other parameters.

Configure a PSTN station number for the PSTN peer:
"Explorers > Routing > PSTN > PSTN Peers > ’Munich’ > (right-click) Add Station Number".

Enter the following data:
— Station Number: 0089722199
— Direction: Incoming and Outgoing

Configure another static IP route for the route to Berlin.
"Explorers > Routing > IP Routing > Static Routes > (right-click) Add Statistic Route".

Configure the following data for the static route:
— Route Index: 2

— Route Name: Berlin

— Destination IP Network/Host: 1.150.103.0
— Destination Netmask: 255.255.255.0

— Route Gateway: 1.150.103.232

Insert a PSTN peer:
"Explorers > Routing > PSTN (right-click) PSTN Peers > Add PSTN Peer".

Configure the following data for the PSTN peer:
— Peer Name: Munich
— |P Address of PSTN Peer: 1.150.103.232
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IP Address of Local PSTN Interface: 0.0.0.0
Maximum Data Packet Size (Byte): 1500
Negotiate IP Address: deactivated

PSTN Connection Type: normal

Short Hold Mode: activated

Short Hold Time (sec): 60

The default values are used for all other parameters.

6. Configure a PSTN station number for the PSTN peer:
"Explorers > Routing > PSTN > PSTN Peers >’Munich’ > (right-click) Add Station Number".

Enter the following data:

Station Number: 003071234199

Direction: Incoming and Outgoing

WBM settings for the Berlin location

1. Configure a static IP route for the route to Frankfurt.
"Explorers > Routing > IP Routing > Static Routes > (right-click) Add Statistic Route".

Configure the following data for the static route:

Route Index: 1

Route Name: Frankfurt

Destination IP Network/Host: 1.150.102.0
Destination Netmask: 255.255.255.0
Route Gateway: 1.150.102.232

2. Inserta PSTN peer:

"Explorers > Routing > PSTN (right-click) PSTN Peers > Add PSTN Peer".

Configure the following data for the PSTN peer:

Peer Name: Frankfurt

IP Address of PSTN Peer: 1.150.102.232
IP Address of Local PSTN Interface: 0.0.0.0
Maximum Data Packet Size (Byte): 1500
Negotiate IP Address: deactivated
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— PSTN Connection Type: normal

— Short Hold Mode: activated

— Short Hold Time (sec): 60

The default values are used for all other parameters.

3. Configure a PSTN station number for the PSTN peer:
"Explorers > Routing > PSTN > PSTN Peers > 'Frankfurt’ > (right-click) Add Station Num-

ber".
Enter the following data:

—  Station Number: 0069797199

— Direction: Incoming and Outgoing

4. Configure another static IP route for the route to Munich via Frankfurt.
"Explorers > Routing > IP Routing > Static Routes > (right-click) Add Statistic Route".

Configure the following data for the static route:
— Route Index: 2

— Route Name: Munich via Frankfurt

— Destination IP Network/Host: 1.150.101.0
— Destination Netmask: 255.255.255.0

— Gateway: 1.150.102.232

The required PSTN peer already exists for the Munich-Frankfurt connection.
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2.6 LAN-LAN Routing

2.6.1 Target Configuration

A LAN-LAN routing is to be set up between two remote locations in Munich and Frankfurt.

The routing is to be implemented via the LAN2 interface of the HG 1500.

LAN

200.100.100.x

1.150.101.x 1.150.102.x

2.6.2 Configuration Steps

WBM settings for the Munich location

1. Configure a static IP route.
"Explorers > Routing > IP Routing > Static Routes > (right-click) Add Statistic Route".

Configure the following data for the static route:

— Route Index: 1

Route Name: Frankfurt

Destination IP Network/Host: 1.150.102.0
Destination Netmask: 255.255.255.0
Route Gateway: 200.100.100.2

2. Configure the LAN2 interface:
"Explorers > Network Interfaces > LAN2 > (right-click) Edit LAN2 Interface".

Select the option "LAN2" under "Use the Second LAN as".

Then enter the following data:
— |IP Address: 200.100.100.1
— Subnet Mask: 255.255.255.0

The default values are used for all other parameters.
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WBM settings for the Frankfurt location

1. Configure a static IP route.
"Explorers > Routing > IP Routing > Static Routes > (right-click) Add Statistic Route".

Configure the following data for the static route:
— Route Index: 1

— Route Name: Munich

— Destination IP Network/Host: 1.150.101.0
— Destination Netmask: 255.255.255.0

— Route Gateway: 200.100.100.1

2. Configure the LAN2 interface:
"Explorers > Network Interfaces > LAN2 > (right-click) Edit LAN2 Interface".

Select the option "LAN2" under "Use the Second LAN as".
Then enter the following data:

— IP Address: 200.100.100.2

— Subnet Mask: 255.255.255.0

The default values are used for all other parameters.

partner systems via a crossover cable.

For testing purposes, the outputs of the LAN2 interface can be connected with the
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2.7 Static Routing

2.7.1 Target Configuration

Practical Examples for HG 1500
Static Routing

A static IP routing is to be set up between two remote locations in Munich and Frankfurt. The

PSTN is used in this case.

The routing function should be tested using the "ping" and "tracert" programs.

089722-0

I
ISDN

ISDN (transport network 200.100.100.n)

Router stn. no.: 199

HG 1500
232
10 PC
S HiPath
c 231 3000
-
E. n
Z | ]
<< X u
N .
e PC-n
o
L4

IP address in the transport network:
200.100.100.1

069797-0

I
ISDN

Router stn. no.: 199

IP address in the transport network:

HG 1500
232
10 PC
£ HiPath
c |.231 3000
o
LL ]
= "
< % a
-
— PC-n
o
=l

200.100.100.2
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Static Routing

2.7.2 Configuration Steps

HiPath 3000 Manager E

1.

8.

Generate a static IP routing for your group. Use the data from the figure for the practical
example in Section 2.7, "Static Routing".

Load the customer data from the HiPath 3000 with "File > Transfer > Read/write database
> System > PC".

Select "No Port" under "Set up station... — Station". Enter the station number 199 in "Call
No." and "DID". Assign a name, e.g. "IP Routing".

Select the HG 1500 board under "System-wide... > SW expansion > Card selection".

Select the HG 1500 board as Gatekeeper HG 1500 under "Settings > Set up station... >
Gatekeeper > Selection".

Enable the gateway resources for this HG 1500 board.

Assign the station number 199 to the HG 1500 under "Settings > Set up station... > Gate-
way". Select station 199 and configure it as an Sy extension.

Load the customer data in the HiPath 3000.

WBM settings for the Munich location

1.

Configure the general settings for PSTN.
"Explorers > Routing > PSTN > (right-click) Edit Global PSTN Data".

Enter the following data:

— Router Call Number: 199

— Number of Redial Attempts: 5

— Pause between Redial Attempts (sec): 5
— The fields for scripting remain blank.

Configure a static IP route for the route to Frankfurt.
"Explorers > Routing > IP Routing > Static Routes > (right-click) Add Statistic Route".

Configure the following data for the static route:
— Route Index: 1

— Route Name: Frankfurt

— Destination IP Network/Host: 1.150.102.0
— Destination Netmask: 255.255.255.0

— Route Gateway: 200.100.100.2
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3. Inserta PSTN peer:
"Explorers > Routing > PSTN (right-click) PSTN Peers > Add PSTN Peer".

Configure the following data for the PSTN peer:

— Peer Name: Frankfurt

— |IP Address of PSTN Peer: 200.100.100.2

— |IP Address of Local PSTN Interface: 200.100.100.1
— Maximum Data Packet Size (Byte): 1500

— Negotiate IP Address: deactivated

— PSTN Connection Type: normal

— Short Hold Mode: activated

— Short Hold Time (sec): 60

The default values are used for all other parameters.

4. Configure a PSTN station number for the PSTN peer:
"Explorers > Routing > PSTN > PSTN Peers > 'Frankfurt’ > (right-click) Add Station Num-

ber".
Enter the following data:
—  Station Number: 0069797199

— Direction: Incoming and Outgoing

WBM settings for HG 1500 — Frankfurt

1. Configure the general settings for PSTN.
"Explorers > Routing > PSTN > (right-click) Edit Global PSTN Data".

Enter the following data:

— Router Call Number: 199

— Number of Redial Attempts: 5

— Pause between Redial Attempts (sec): 5

— The fields for scripting remain blank.
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Configure a static IP route.

"Explorers > Routing > IP Routing > Static Routes > (right-click) Add Statistic Route".

Configure the following data for the static route:

Route Index: 1

Route Name: Munich

Destination IP Network/Host: 1.150.101.0
Destination Netmask: 255.255.255.0
Route Gateway: 200.100.100.1

3. Inserta PSTN peer:
"Explorers > Routing > PSTN (right-click) PSTN Peers > Add PSTN Peer".

Configure the following data for the PSTN peer:

Peer Name: Munich

IP Address of PSTN Peer: 200.100.100.1

IP Address of Local PSTN Interface: 200.100.100.2
Maximum Data Packet Size (Byte): 1500

Negotiate |IP Address: deactivated

PSTN Connection Type: normal

Short Hold Mode: activated

Short Hold Time (sec): 60

The default values are used for all other parameters.

4. Configure a PSTN station number for the PSTN peer:
"Explorers > Routing > PSTN > PSTN Peers > ’Munich’ > (right-click) Add Station Number".

Enter the following data:

2-24

Station Number: 0089722199

Direction: Incoming and Outgoing
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PC and extension settings

1.

Change the default gateway to the IP address of the HG 1500: 1.150.102.232:
"Network Neighborhood > LAN Connection Properties > Internet Protocol (TCP/IP) > Prop-
erties".

For diagnostic purposes, configure one key for the router station number and another key
for the ISDN trunk groups on extension 100.

Configure the keys on the first station in the HiPath 3000:
Service code "*91" > Select key 1 > "Edit Key" > Station Number > Enter 199.

Select key 2 > "Edit Key" > Scroll backwards to trunk key > Enter trunk number 7801 for
line 1.

Select key 3 > "Edit Key" > Scroll backwards to trunk key > Enter trunk number 7802 for
line 2.

Check the routing function on the PC using the "ping" and “tracert" programs. Open the
DOS prompt and enter the commands as shown in the screenshots below.

“.|Eingabeaufforderung

C:x>ping 1.15@.181.18 -t
Ping wird ausgefiihet Ffiir 1.150.181.18 mit 32 Bytesz Daten:

Zeitiliberschreituny dep annrde»ung
Zeitiiberschreitung der Anford .
t von 1.15@.181 .18: [38Ams TTL=126
von 1.1568.181.16: B 3 Zeid g TTL=126
rt von 1.158.1681.18: By k Zeit=48ms TTL=126
t von 1.158.181.18: By 32 Zeit=38ms TTL=126

Ping—Statistik fiir 1.158.18

Paket endet = 6. Empfangen = 4, Uerloren = 2 {(33x Uerlust),
. Zeitangaben in Millisek.:

Minimum = 3Bms. Maximum = 138mz. HMittelwert = d8mns
ﬁ'{FlE‘.—C

= |Eingabeaufforderung

Cosrtracert 1.158.181.18

Routenverfolgung =zu APP-11 [1.158.1081_.181 iiber maximal 38 Abhschnitte:
1 <18 ms <18 ms <18 mz 1.15%0.1682.232
2 38 m=s 48 ms 48 mz 20A.16868.1686.1
3 48 m=z 58 ms 58 mz APP-11 [1.158.161.161]

hblaufverfolgung beendet.

LR

It is possible to ping the transfer network (200.100.100.x). The transfer network also shows
route tracing with tracert (see figure above).
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2.8 Configuring an Internet Telephony System Connection

2.8.1 Target Configuration

An Internet telephony system connection should be configured for the HiPath 3000 communi-
cations system.

ISDN

%’ Internet
\ Telephony
L& AN & —  — Senvice
ks Provider
i | ITSP

HiPath 3000

Starting basis

e Initial startup has been performed for the HiPath 3000. The following Upgg subscribers are
configured:

"Richard" with the station number 200
"Stefan" with the station number 220
"Hannelore" with the station number 222

e Richard is to be assigned the Internet telephony DID phone number 0. Stefan is assigned
the DID number 1 and Hannelore should be assigned the DID number 2.

e The customer router (such as Netgear Prosafe FVS114) enables the customer to access
the Internet. The ADSL at the customer site has a speed of 6 Mbps downstream and 384
Kbps upstream (Provider: T-Online, for instance).

port of an HG 1500 board. Connection using the LAN2 LAN port is not support-

It is only possible to connect an ITSP via a customer router via the LAN1 LAN
ed.

e Additionally Internet telephony should be enabled for the HiPath 3000 communications
system, via the customer router. The NAT implementation of the upstream customer router
is not relevant here.
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e The Internet telephony CO connection as well as DID for the ITSP "QSC" is configured with
the following features:

— 1 account (registration and authentication)

— 2 voice channels

— 10 local telephone numbers in international format:

— 49 (Germany) 89 (Munich) 22630488 (local) 0 to 9 (DID)

Interoperability between providers is crucial for the successful establishment and us-
age of Internet telephony features. Refer to the ITSP’s general terms and conditions.

The current list of approved ITSPs can be found here:

http://wiki.siemens-enterprise.com/index.php/Collaboration_with_VolP_Providers

Configuration

Use 3000 Manager E and the HG 1500 WBM for this purpose.
The following configuration is recommended:

e Manager E > DSL route and parameter configuration

e Manager E > LCR configuration

e WBM of the HG 1500 > SIP provider configuration including Internet telephone subscriber
and station number
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2.8.2 Initial Setup in the HiPath 3000 Manager E

Add trunks

1.
2.

4.
5.

Go to "Settings > Lines / networking..." and select the "IP Trunks" tab.

Specify the board that will be used for IP trunking under "Selection > Gatekeeper HG 1500
> Slot X".

In the "Number" field, define the number of trunks (e.g. 2, SIP Provider 1) that should be
configured. When you click the "Add" button, the trunks appear in the corresponding dis-
play field.

Enable the gateway resources.

Apply the settings.

Configure routes

1.
2.

4.

Go to "Settings > Lines / networking ..." and select the "Routes" tab.

In the "Routes" display field, select Trk Grp. 12 (Trk Grp. xyz) for the first ITSP and seizure
code "855" (default) for establishing calls from the "Missed Calls List" and dialing Trk Grp.
12 (QSC) directly.

If LCR is enabled, a call number already being used for a different trunk group can be as-
signed here (such as "0").

PABX number-incoming/PABX number outgoing > Do not make any entries in these fields.

Grp 15 for the fourth ITSP. You can configure up to four ITSPs.

Trk Grp 13 must be used for the second ITSP, Trk Grp 14 for the third and Trk

Apply the settings.

Configure routing parameters

1.

o M 0 DN

Go to "Settings > Lines / networking ..." and select the "Routing parameters" tab.
Activate the routing type "CO" under "Route type".

Activate "Unknown" under "No. and type, outgoing".

Activate the type "Internal" under "Callnumber type".

Apply the settings.
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Configure special networking
1. Go to "Settings > Lines / networking ..." and select the "Special" tab.
2. Deactivate the "Always use DSP" switch under "Switches".

3. Apply the settings.

Configure trunks
1. Go to "Settings > Lines / networking ..." and select the "Trunks" tab.

2. Inthe "Code" column, configure a trunk code if, for example, the trunks are to be monitored
and switched via the TAPI/CSTA.

3. Apply the settings.

Configure LCR

Go to "Settings > Least cost routing" and select the tab Flags and COS.
In the area " LCR flags" check the "Activate LCR" checkbox.

Click the Apply button.

Go to "Settings > Lines/networking" and select the tab Routes.

Under "Digit transmission" area select "en-bloc sending".

Click the Apply button.

o o A~ W bh =

Configure LCR classes of service
1. Go to "Settings > Least cost routing..." and select the "Classes of service" tab.

2. Setthe LCR class of service for fax/modem to "1". Fax/modem stations can only break out
to "ISDN" with class of service "1".

Exception: Internet telephony system connection if the ITSP supports fax connections in
accordance with their general terms and conditions.

The current list of approved ITSPs and details on fax connections can be found here:
http://wiki.siemens-enterprise.com/index.php/Collaboration_with_VolP_Providers

3. Apply the settings.

for remote access are set correctly.

Ensure that the LCR class of service for fax/modem and the router call number
Internet telephony requires LCR class of service 15.
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Configure dial plan
1. Go to "Settings > Least cost routing" and select the "Dial plan" tab.
2. Configure the dial plan/dial rule.

e Special/emergency fax and modem numbers via ISDN routes. Refer to the latest sales
and service release for more information.

Codes and flags | Classes of service ” [iial plan ~ LCR - schedulel
Digit analysis wizard I
Mame | Dialed digitz | Fioute table | Acc. code | cos | Emergency H
1 | special number c11z2 1 LI Mo ﬂ yes LI Mo Ll
2 | special number Cii4 1 LI Ha Dial rule wizard x|
3 | special number 1 LI Mo
4 | special number 1 LI Mo Edited dial rule: SO
ial humb 1 bl i
5 | special number _I = Metwork provider's method of IMain netwark supplier vl
Route table 1 - Dial rule wizard
I J | I Access code:
Route | Dial ruls min. COS Fevas e 12 esmsl;
1 |1soN Bal1 1son 1 [
2 |- LI . LI 15 _ Authorization code:
£ LI . LI 15 = Dial rule format:
4 =l |15 | .
5 =l |15 | min COS: =
hil B xi15
B _I ° Schedule: I vl
Warning: I Nane - l
Type of Mumber [TOM] I Unknown 'l
Help I ak. I Cancel |

e The first route "QSC" > Overflow to "ISDN" if the ITSP is not available.

Codes and flagsl Classes of service ” Dial plan  LCR - schedulel

Digit analysis wizard |

Mame | Dialed digitz | Fioute table |Ac:c:. code | cos | Emergency lﬁl
1 |Standard coiz 2 =l | yes =l =l
2 | Standard OCONZE 3 LI LI Dial rule wizard x|
3 |Standard ooz a xlno
4 |Standard OCONZ 3 =lNo Edited dial rule: SIPSDN
-
5 |Standard 3 _I No Mebwork. provider's method of IMain netwark supplisr vl
Rioute table 1 - Dial rule wizard
I J | I ——  Access code:
Fioute | Dial rule min. COS e (s, 12 seealt
1 |msc Bz sipison 1 |
7 - LI . LI 15 | Authorization code:
el LI . =115 : Dial rule format:
4 | =l =l _ .
5 ;I LI'IE ~ min. COS: |1 vl
5 _I : _I 1 ° Schedule: I vl
Warning: Im
Type of Mumber [TOM] IUnknown 'l
Help | QK I Cancel |
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e Outgoing local calls via QSC.

Codes and flags I Classes of service ” Dial plan ~ LCR - schedule I

Diigit analyziz wizard |

Mame | Dialed digits | Fioute table | Acc. code | Cos | Emergency lﬂ
1 |Standard cmz 2 =l no = pes >lno =l
2| Stendard 0CONZ 3 [Nl Dial rule wizard x|
3| Standard ootz 3 =lme
4 |Standsd OCONZ 3 e | Edieddialnule:
§ | Standard 3 _I Mo Metwaork provider's method of IUnknown vI
Route table 3 - Dial rule wizard
I J | I ——  Access code:
Route i | min. COS Pause [max. 12 secs.):
1 |8sc = 15
2 |- -|15 . Authorization code:
3| LI . j 15 - Dial rule format: DOB9E 2N,
4 | =l =l1s [ -
5 LI R |15 . min COS: 15 -
5 _I : 1 ° Schedule: I - vI
Warning: I Mone vI
Type of Mumber [TOM] IUnknown 'I
Help I oK I Cancel I

e Outgoing calls with seizure code "855" (default) via QSC.

Codes and flagsl Classes of service " Dl plan ~ LER - schedulel
Digit analysis wizard I
Mame | Dialed digitz | Fioute table | Agcc. code | Cos | Emergency Iﬂ
2_|Standard DCONZ 3 =lno =1 yes =lne =l
3| Standard oCoiz 3 RATTI ial e wizard X
4 |Standard 2z [+ [
§ |Standard 5 =l na Edited dial le:
Stardard 4 bl I}
E ancat _I 2 Metwork provider's method of IMain netwark supplier vl
Route table 4 hd Dial rule wizard
I J | I Access code:
Route _J Dial rle min. COS P (i 125ems )
1 |@sc ~ | ENETEE 15 |
2 |ISDH ;I 4 15DN |15  Authorization code;
. -
G _I _I 15 = Dial rule format:
4| =l s -
5 =l |15 | min. COS: = =
- | . - 15
B _I _I Schedule: I vl
Warning: lm
Type of Number TON] [Unknoan =]
Help | 0K I Cancel |
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e Outgoing local calls with seizure code "855" (default) via QSC.

Codes and fIagsI Classes of service ” Dial plan  LCR - schedulel

Diigit analpsis wizard |

Mame | Dialed digitz | Route table |Acc:. code | Cos | Emergency lﬂ

2 | Standard OCONZ 3 =ne = pes = o =l

3 |Standard acoZ 3 LI Mo Dial rule wizard x|

4 |Standard gicz 4 ™

5 | Standard aC1zZ _l;l Ma Edited dial ruls: SIP-City]

B |Standard 4 _I Ne Metwork provider's method of IMain nebwark: supplier vl

Foute table 5 - Dial rule wizard

I J | I ——  Access code:
Foute Dial rule min. COS Flawss (i 12 seas )

1 |m@sc |2 SIP-City 15 |

2 |1soM =|4 150M -|15 . Authorization code:

3 |- LI - LI 13 : |

- Dial nle format: IDDSSEZ-’-‘«
4 =l =l | |
5 =l ~|15 . min COS: [15 |
-|. -

£ _I _I 18 ° Schedule: I vl
‘W amning: Im
Type of Number (TON] [unknown =]

Help | Ok I Cancel |

3. Apply the settings and load the data into the system.

Activate transit trunk connections if necessary
1. Go to "Settings -> System parameters" and select the "Flags" tab.

2. Activate the "SIP prov. to SIP prov. transit" flag to enable transit trunk connections with
ITSP connections.

3. Apply the settings and load the data into the system.

A transit trunk connection is established if a call seizes two lines of the same system.
Example An external call is routed to a HiPath 3000 station via an ITSP. The HiPath
3000 station then hands the call over again to an external destination via an ITSP.
This produces a transit trunk connection within the HiPath 3000 system. Two lines
are seized for the duration of the call. If the flag is not set (default setting), transit
trunk connections are not possible with ITSP connections.

Transit trunk connections should only be activated in consultation with the customer.
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Configure MoH sources if required

Callers will be played music (Music On Hold MOH) if they cannot be connected immediately to
the required HiPath 3000 station.

1. In"Settings > Auxiliary Equipment" select the "Announcement" tab.

2. Under "MoH Sources" select the "Number of sources" and the audio codes supported by
the ITSP.

The current list of approved ITSPs and details on which codecs the different ITSPs support
can be found here:

http://wiki.siemens-enterprise.com/index.php/Collaboration_with_VolP_Providers

E=t Anschaltung| Aktoren H Ansage F‘ersonensuche| Sensorenl PhoneMaiI| EvM |

Ansageeinichtungen Avzwahl
Anzagegerat Access Anzageart | i HG 1500 Baugruppe | Slot 3 hd
1 Kein Ansage |
212 Kein Ansage MOH GQuellen
33 Kein Anzage Audio Codecs
414 Kein Anzage
5158 Kein Ansage e Anzahl der Quellen |3 =
Esterne Ziele... Audio Codec 1 |G.?‘I1a bt
Arzage vor Melden Audic Codec 2 [G.?2Sa =
Slot/Leitung Ansagegerat | i
- Audio Codec 3 |G.723 -
1 Kein
2 [ 5TLs2M 14 Ksin Audio Codecd |
3 | STLS2W 1-2 Kein T ﬁ
1 | sTLS2M 12 Kein AR
5 | 5TLSZ 441 Kein
nd CTICD 44 K o larf

Zurlicksetzen I ; | Hilfe

3. Apply the settings and load the data into the system.

2.8.3 Router Entry via the HG 1500 WBM

The following example illustrates a router entry if the HiPath 3000 system was connected be-
hind a customer router (customer router: 192.168.3.1). The customer router routes all IP pack-
ets via the DSL interface to the Internet.

_ 4 Routing
=4 IP Routing Default Router
# Static Routes
L B Default Router Dpfault Routing via: ILAN—LI
# DNS Setti
™ Addresslggezolminn Protoc IP Address |of Default Router: W
# |P Mapping
& AT /
1 PSTH
| Dialng Parameters Operation behind customer router, IP addr. of customer router
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284 Configuration via HG 1500 WBM

DNS entry

The following example illustrates a DNS entry if the HiPath 3000 system is connected behind
a customer router (customer router: 192.168.3.1) and the customer router is a DNS forwarder
or DNS proxy for calls in the direction of the Internet Service Provider.

A DNS Settings

=l IP Routing

# Static Routes

# Default Rouker

L WOMS Settings

# Address Resolution Protocol
t-{ ) ICMP Request

-  IP Mapping

o NAT

-5 PATH

IP Address of DNS Server; 192.168.3.1

Check gateway settings

To ensure proper functioning of Internet telephony, the following settings should be checked.
1. Select: "Explorer > Basic Settings > Gateway".

2. The "protocol variants "Extendend Fast Connect" active", "RTP Proxy active" and "Adap-
tive Media Control" parameters must be activated.

Add Internet telephony subscriber

1. Select: "Explorer > Voice Gateway > Internet Telephony Service Provider > QSC (> right-
click) > Add Internet telephony subscriber"

2. Enter the relevant parameters.
The ID assigned by the ITSP contains the subscriber ID and password.

| Voice Gateway

-4 H.323 Parameters

- SIP Parameters

-4 Codec Parameters

=43 Internet Telephony Service Provider

Internet telephony station

Interet telephany station: | g4022530048

o 181 e :

.- % Broadnet Authorization name: 04022630048
‘ DDkUm

- # Freenet Mew Password: | geeess
2035 Display Internet Telephony Service Provider Confirm Pazsword: [eeeess

4 5 Edit Internet Telephony Service Provider

-4 T Activate Internet Telephony Service Provider

- # t_' Delete Internet Telephany Service Provider Agply

Add Internet Telephony Station

the provider. For example, T-Online requires a valid e-mail address as the authori-

Authentication/registration with the ITSP (Registrar server) may vary depending on
zation name.
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1. Select: "Explorer > Voice Gateway > Internet Telephone Service Provider > (1) QSC >
04022630048 ... > DID range (> right-click > Add a DID range"

2. Enter the relevant parameters.

) Moice Gateway
- @ H.323 Parameters
# SIP Parameters
- @ Codec Parameters
=) Internet Telephony Service Provider
oo 1Rl
- @ Broadnet
- 4 Dokom
- @ Freenst
= Q5C
=) 04022630043
-5 MSNs
&
3R Si.ﬁg‘a_:nla Add DID range
- @ STRATO
- T-Crling

- berlinl

Help

Internet Telephony DID phone number range

r Internet Telephony DID phone number range

PABX number: | 22630045
Direct inward dialing band up : |0
to: |9
Begin of internal Call Mumber range: 200

Aszsign direct inward dialing band automatically to
stations::

The format of the PABX number may vary depending on the provider. For example:

e Top link: +49xxxx (international)

e QSC: 040xxx (national).

Optional

Automatic assignment of the DID range from subscriber "200" onwards (the "default entry" is

not automatically active).

- @ H.32Z3 Parameters
@ SIP Parameters
""" # Codec Parameters

Assignment Internet Telephony Phone Mumber to internal station

Internat Telephany Mhone Humber

Int2raet lelephony Facnz Mumber |r4 0900

=3 Internet Telephony Service Provider

irser numke: dircetly: 230

Lietaul: Litry: ]

@ 1 Intzraal Sall Nunker | jculruimoer cioally v
o @ Broadnet insam narbe d ol (200
- @ Dokom Liztack Litry: =]
- @ Freanst
= Assignment Internet Telephony Phone Mumber to intarnal staticn
- —’ 04022630048 - Imarnst Telephony Fhons Numl:ar
+ Intztet Te eatay Mhone Marber |2o5307201
- 226300480
- i} 226300481 — - Itenra sl Farber | jnsan nowher diectly
-- i 226300482 nsEi nnhar dinesk e 20
: ;i::ggigi Dekoul S
----- & 276300435 Assignment Internet Telephony Fhone Mumber te internal station
-~ ZIEI0048E
. 226300487 Interned Telephony Phione Huniber
@ PPEID04EE el Telepewny 2liong bwnser (22537040
- 2263004589 Irernzl Cal hUmoer | incart rumaer civactly »

net telephony phone numbers per provider. If a station does not have its own Internet
telephony phone numbers, an outgoing PABX number is used as the default entry.
The "default entry" must still be activated.

The number of connected stations generally exceeds the number of available Inter-
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Edit SIP Parameters

1.

2-36

Select:
"Explorers > Voice Gateway > SIP Parameters (> right-click) > Edit SIP Parameters".

Enter the relevant parameters.

I Woice Gatewary -~ 2 =
- @ H.323 Paramsters SIP Parameters
-

-4 Codec Paran,

=L Intermet Teld Edit SIF Parameters

o 181

Display SIP Parameters

— SIP Transport Protocol

SIP via TCP: Yes

Hel i
- # Broadnsl_=F SIF wia UDP:
-~ 4% Daokom

- 4 Freenet — Provider Calls
=3 gsc
S 04022630045

Maximum possible Frovider Calls: |2

226300430
zz6a00451
ZZE3I0043Z
Z2EE300433
226300454
226300435
ZZEI0043E
226300437
226300435
226300439
D ranges

changed to the maximum number of calls possible.

The default setting "0" in the field "Maximum possible Provider Calls" must be

The maximum number of calls possible via the provider (e.g. 2) corresponds to the maxi-
mum number of simultaneous calls in the direction of the SIP provider. Up to 128 Kbps up-
stream is reserved for each call. This value can vary depending on the codec used.
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Activate SIP provider

1. Select
“Explorers > Voice Gateway > Internet Telephony Service Provider > QSC (> right click) >
Activate

2. Enter the relevant parameters.

mFront panel mWizard W Explorers mMaintenance ®Help ®Logoff HG 1500 V9 SAPP
- % Intemode ~ y g
- IP Austria B Internet Telephony Service Provider 4]
{07 Karuturi_test
- @ Multilink =
@ Netcall Provider Name: QSC
Explorers 7% OneCeniral Enable Pravider: No
plorers - # Onexs i
Basic Seffing (3 OPAL Domain Mame: gsc.de
_ # OpenlP
Security #-63) opensips Use Local Domain Mame in SIP Headers:
i : Eﬂﬂz}vnlewm  Provider Registrar
M : BB @ Use Registrar: Yes
Voice Gateway @ gipg Dby ‘
VAP D sipj Edit 1P Address / Host name: sip.gsc.de
Payload EJ--% Sip Port: 5060 i
: B Skt Delet ;
Statistics -5 Sot e = | Reregistration Interval at Provider (sec) 120
L é ¥gf Add Internet Telephony Station ~ Provider Proxy
& Tele Refreshview IP Address / Host name: sip.gqsc.de
- # Tele
Hel :
B3 Tl =r Port: 5060
- # Tele2 Swaden |  Provider Qutbound Proxy

Use Quthound Proxy: No
IP Address / Host name: 0.0.0.0
Port: 0O

r Provider STUN

Use STUN: Mo
IP Address / Host name:

Port: 3478

SSion | 18140815 ng1500 03052012 11:11:54
1Psec off [ nGiscovasape | | 2d 23h 54m

You may have to reset the HG 1500 after configuring the first SIP provider.
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Configure STUN

1. Select:
"Explorers > Voice Gateway > SIP Provider (> right click) > Edit STUN Configuration”

2. Enter the relevant parameters.

|3 Woice Gateway P
& M2 Parameters STUN Configuration
----- # SIP Parameters
@ Codec Paramsters

+_,' STUN Mode Automatic ¥
A M Add Inkernet Telephony Service Provider

----- & Destination

+_‘] PE Display STUM Configuration
#3) Clients

STUN Listening Part:

Edit STIN Canfiguratian

Detected Mat-Type: Port Restricted Cone NAT
Detect MAT Type

Time To Live (sec): 60

Refresh View

Notes on configuring the STUN mode:

e Always— The STUN client is always active, even if no ITSP is active, for example. Regard-
less of the NAT type detected, parameters for NAT traversal in SIP messages are adapted.

e Automatic - the settings in the ITSP’s profile are used (e.g., QSC without STUN, T-Online
with STUN). If no ISTP is active, STUN is completely deactivated. It the ITSP is activated,
STUN establishes the type of firewall (NAT type) used during system startup and identifies
changes in the IP address at runtime. Depending on the NAT type detected (not if no NAT
or Symmetric NAT is used), STUN modifies parameters for NAT traversal in SIP messa-
ges.

e Use static IP— This mode must be selected if a static IP address is being used at the ADSL
modem/router. The static IP address and the port must be entered.

e Router keeps port— This mode must be selected if none of the previous settings work. The-
re are some modems/routers that have a special port for NAT and need this setting to work

properly.

STUN is not required with ITSPs which resolve NAT Traversal via infrastructure components
in the provider network such as Session Border Controller (SBC).
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2.8.5 Check Setup

Initial Setup Check

1. Select:
"Explorers > Voice Gateway > SIP Provider > (1) QSC > 04022..."

2. Check the initial setup.

I} Woice Gateway
""" # H.323 Parameters
SIP Parameters
Codec Pararneters
S BIn-ermet Telephony Service Provider
i (1) Q5C
il (2) Sipoate
- 04022630043
-4 MSNs
-k 4918019933229311

Internet telephony subscriber registered (green)

——» Activated ITSP (green) in case all Internet telephone subscribers are func-
tioning (also green!)

Folder status:
e Green: O.K.
e Yellow: Not activated/configured.

e Orange: Provider only.
At least one of the Internet telephony subscribers failed.
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2.9 Adding Internet Telephony User Connections

2.9.1 Target Configuration

Internet telephony station connections should be configured for the HiPath 3000 communica-
tions system.

tem Connection"

Further configuration example: Section 2.8, "Configuring an Internet Telephony Sys-

ISDN

%’ Internet
\ Telephony
L& AN & —  — Senvice
ks Provider
= ITSP

HiPath 3000

Starting basis

An Internet telephony system connection is configured. The Internet telephony DID phone
numbers are assigned to Richard, Stefan and Hannelore.

The Internet telephony user connection should be assigned to the subscriber "Richard" in the
incoming direction. Outgoing dialing/voice should be possible for up to two simultaneous con-
nections. STUN support should be activated in the HiPath 3000 system (STUN client).

In addition, HiPath 3000 voice subscribers should receive a "low cost" rate for making calls to
the USA. An Internet telephony user connection (MSN basis) with individual registration for
calls in the direction of the ITSP sipgate should be used.

ITSP sipgate features:
e Internet telephony subscriber ID: <Subscriber ID>
e Authorization name: <Subscriber ID>

e Password: <Password>
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e Call number: 0180xxxxxxx (Germany, not geographic -> local area network: 0180 nation-
al)

The NAT implementation of the upstream customer router should be checked.
The following STUN server is available from the ITSP:

e |P address/FQDN: stun.sipgate.net.

e Port: 3478

Interoperability between providers is crucial for the successful establishment and us-
age of Internet telephony features. Refer to the ITSP’s general terms and conditions.

The current list of approved ITSPs can be found here:
http://wiki.siemens-enterprise.com/index.php/Collaboration_with VolP_Providers

2.9.2 Configuration in HiPath 3000 Manager E

Configure trunk groups (configuration example "sipgate")
1. Go to "Settings -> Lines / networking ..." and select the "Routes" tab.

2. Inthe "Routes" display field, select Trk Grp 13 for the second ITSP and seizure code "82"
for establishing calls from the "Missed Calls List" and dialing Trk Grp 13 (sipgate) directly.

Trk Grp 13 must be used for the second ITSP, Trk Grp 14 for the third and Trk
Grp 15 for the fourth ITSP. You can configure up to four ITSPs. Trk Grp 16 is
used for IP networking.

3. Apply the settings.
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Configure routing parameters

1.

o M 0D

Go to "Settings > Lines / networking ..." and select the "Routing parameters" tab.
Activate the routing type "CQO" under "Route type".

Activate "Unknown" under "No. and type, outgoing".

Activate the type "Internal" under "Callnumber type".

Apply the settings.

Configure special networking

1.

Go to "Settings > Lines / networking ..." and select the "Special" tab.

2. Deactivate the "Always use DSP " switch under "Switches”.

3. Apply the settings.

Add trunks

1. Go to "Settings > Lines/networking" and select the "IP Trunks" tab. Trunks are automati-
cally assigned to the route.

2. Inthe "Number" field, define the number of trunks (e.g. 2, SIP Provider 2) that should be
configured. When you click the "Add" button, the trunks appear in the corresponding dis-
play field.

3. Enable the gateway resources.

4. Apply the settings.

Configure trunks

1.
2.

Go to "Settings > Lines / networking ..." and select the "Trunks" tab.

In the "Route" column, click the relevant row to assign a route to a configured trunk. The
last route should always be used for IP trunking.

In the "Code" column, configure a trunk code if, for example, the trunks are to be monitored
and switched via the TAPI/CSTA.

Apply the settings.
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Configure dial plan
1. Go to "Settings > Least cost routing" and select the "Dial plan” tab.

2. Add an individual dial rule to the "Caller List" for calls from the same local network (see

examples below) so that the call is conducted via the SIP provider.

e Sample SIP ISDN dial rule:
Codes and flags I Clazzes of service ” Dial plan  LCR - scheduls |
Digit analysiz wizard |
M ame | Dialed digits | Route table |.-’-‘Acc. code | cos | Ermergency lﬂ
1| Standard [N/ IM VI Mao ;I yes LI Mao &~
2| Standard OCONZ 3 =lno = ves =lno =l
3 |Standard ocmz 3 ;I Ma ;I yes ;I yes ;I
4 | Standard g1ce 4 ;I Mao :I yes LI yes LI
5 | Standard 12 5 ;I Mo ;I yes LI yes LI;I
Route table m Diial rule wizard | Dialing rules table |
Foute | Dial rule | min. COS Schedule |Waming -
1_|asc =lz sipison =l1s ~ =l nore =l
2 |Sipate =l2 siPisDN =l =1 =1 More i
3 |I5DM >4 150N |1 a = Hore =l
e Sample dial rule fore SIP areas:
Codes and flagsl Clazzes of service ” Dial plan  LER -schedulel
Diigit analysiz wizard |
MHame | Dialed digits | Route table |.&cc. code | COos | Emergency Iﬂ
1| Standard acz 2 ﬂ Mo ﬂ yes ﬂ Mo 57
2 |Standard o1z Iw vi Ma = pes A =]
3 | Standard acmz 3 ;l Mo ﬂ yex ﬂ yex ﬂ
4 | Standard qC2 4 ﬂ Ma ﬂ yes ﬂ yes ﬂ
5 |Standard 210E 5 ;I Mo ;I yes ;I yes Llj
Route table |3 vl Diial rule wizard | Dialing rules table I
Foute | Dial rle | mmir. CO5 Schedule |Warning -
1 |osc =3 sipciy =15 - =] More =]
2 |Sipgate x|z sipciy x| - =] More =]
3 |15DM =4 150N |15 - =] More =l

3. Apply the settings and load the data into the system.
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293 Configuration via HG 1500 WBM

Add Internet telephony subscriber

1. Select:
"Explorers > Voice Gateway > SIP Provider > SIP Gate (> right click) > Add Internet Tele-
phony Subscriber"

2. Enter the relevant parameters.

| Voice Gateway

----- # H.323 Parameters

----- # SIP Parameters

----- # Codec Parameters

=3 Internet Telephany Service Provider
13

Internet telephony station

Internet telephany station:  |1ggoqq2

Authorization name: |

- 4 Broadnet - [1982112
- 4 Daokom :
- # Freenst New Password, | geeess

Confirm Password: | geeses

Edit Internet Telephony Service Provider

Activate Internet Telephony Service Provider Apply Undo

Delete Internet Telephony Service Provider

-* oy Add Internet Telephony Station

-3 PBY

- Clients Refresh View

spond to the subscriber names of the ITSP sipgate!

The "Internet Telephony Subscriber" and "Authorization Name" entries corre-
The password corresponds to the subscriber password at the ITSP sipgate.

Add MSN

1. Select:
"Explorers > Voice Gateway > SIP Provider > SIP Gate > 198... > MSN (> right click) > Add
MSN"

2. Enter the relevant parameters.

) Voice Gateway

-4 H.323 Parameters

-4 SIP Parameters

- Codec Parameters ~ Internet Telephony Phone Numl

=-4_3 Internet Telephony Service Provider
. 181

- @ Broadnet

: Dokam Intemal Call Mumber | insert number directly ~

@ Freenet

Assignment Internet Telephony Phone Number to internal station

Internet Telephony Phone Mumber.  4918019933220311

insert nurnber directly: | 220

Default Entry:

Add M3

provider:
e Example sipgate: 49xxxx (international)
e Example T-Online: 032xxx (national)

The format of the Internet telephony phone numbers may vary depending on the
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Activate SIP provider

1. Select:
"Explorers > Voice Gateway > SIP Provider > SIP Gate (> right click) > Activate SIP Pro-
vider > Information"

2. Enter the relevant parameters.

s 0 Internet Telephony Service Provider

# SIP Parameters
- @ Codec Parameters
[ _) Internet Telephony Service Provider
b 181 Enable Provider: Mo
- @ Broadnet

Provider Name: Sipgate

Gateway Domain Name: sippate.de

r Provider Registrar
IP Address/Hosthame:  sipgate.de

Port: 8060

Display Inkernet Telephony Service Provider
Edit Internet Telephony Service Provider

Activate Internet Telephon: Reregistration interval at Provider (sec): 120

Delete Internet Telephony Service Provider
Use Provider Registrar:  Yes

Add Internet Telephony Station

r Provider Proxy

‘o ISDN Clg

Refresh View IP Address/Hosthame: sipgate. de
Help Port: 5080
Java Applet Window ~r Provider Outl | Proxy

Use Provider Qutbound Proxy: No

Information | g IP Address/Hostname: 0.0.0.0
Fort: 0
r Provider STUN
Provider STUN IP Address:  stun.sipgate.net
Provider STUM Port Mumber: 10000
Java Applet Wwindow

Configure STUN

1. Select:
"Explorers > Voice Gateway > SIP Provider (> right click) > Edit STUN Configuration"

2. Enter the relevant parameters under "STUN Configuration".

_:. \fic:.izgeg:rimeters STUN ConﬁguratiOn

# SIP Parameters

# Codec Parameters STUN Mode: | Autamatic v|

Add Internet Telephony Service Provider

STUM Listening Port: |
Display STUM Configuration k

1 ST e Wt Detected Nat-Type: Port Restricted Cane NAT
Detect MAT Type

Time To Live (sec): B0

Refresh Yiew

Notes on configuring the STUN mode: See Seite 2-38
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294 Check Setup

Complete NAT detection for the upstream customer router is performed via the STUN client/
server.

Detect NAT Type

1.

Select:
"Explorers > Voice Gateway > SIP Provider > Detect NAT Type"

_} Yoice Gateway

@ H.323Parameters NAT'TyI pe Detection
-# 5IP Parameters

-# (Codec Parameters "
Sl T T e i -

.# Destination Codd Add Internet Telephony Service Provider
10 FBR Display STUM Configuration

-3 Clierts v ¢ s
Edit STUM Configuration

-4 15DM Classmark p f .
E—— Refresh auto refrash Seconds until next automatic refresh:

Detected Mat-Type:  STUN off

Time To Live (sec): Detection in progress:

e

Refresh Yiew

Hell & : it ) i
eR Warning: Detection of NAT type and "Time To Live” can last up to 30 minutes.

Java Applet Window

‘ [ Start NAT type detection ]

Initial Setup Check

1.
2.

2-46

Select: "Explorers > Voice Gateway > SIP Provider > (2) SIP Gate > 198..."
Check the initial setup.

) Woice Gateway

@ H.323 Parameters
@ SIP Parameters
-# Codec Parameters

Internet telephony subscriber registered (green)

——» Activated ITSP (green) in case all Internet telephone subscribers are func-
tioning (also green!)

Folder status:

e Green: O.K.
e Yellow: Not activated/configured.
e Orange: Provider only.
At least one of the Internet telephony subscribers failed.
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2.10 HiPath 2000 / HiPath OpenOffice EE / HiPath 3000 VPN
Remote Client - Authentication

2.10.1 Target Configuration

A VPN remote client should be authenticated using digital signatures.

WAN [ mnkdmdnaang 1 I I

(T Hﬂm

(1
(e =
(I [

1 dulu
i " [Rd:F BT . ama
I'\.
a2 a0 U2 UM TOE  (other WAN s ) . ,

Vnuabusid @ et mubs far DA UHE. XK
II i vty 1% || krmsan !
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Test configuration

In the test configuration, the various configurations of a VPN/IPsec connection between HiPath
2000/HiPath OpenOffice EE / HiPath 3000 V6.0 and a VPN remote client were tested.

The respective authentication was established with "Authentication with digital signatures" and
"Pre-shared key" in different scenarios:

e HiPath 2000/ HiPath OpenOffice EE < ---> HiPath 3000 (DynDNS)
(dynDNS)

e HiPath 2000/ HiPath OpenOffice EE < --- > HiPath 2000 / HiPath OpenOffice EE fixed
(dynDNS) IP from the ISP

e HiPath 2000/ HiPath OpenOffice EE <--> VPN client RDT dial-in to ISP
(dynDNS)

e HiPath 3000 WAN fixed IP < ---> VPN client connected to WAN H3000

Requisite licenses
The licenses required (IPsec/LWCA) must be available and activated.

The CA license is required so that a master can create a CA certificate once in the system net-
work. The CA certificate created provides a basis for creating the other certificates (trusted CA
/ PEER/ Denied nos. list). A CA license is not required for authentication with a pre-shared key;
only the IPsec license is required in this case.

Example

In the example described, the HiPath 2000 / HiPath OpenOffice EE is considered to be the
master, which creates and distributes the required CA certificate (Lightweight CA) for all HiPath
systems and VPN clients networked via VPN.

Startup procedure

e Preparations / data backup for HiPath systems in operation

e Activate SSL Secure Access (via CLI)

o Create certificates for authentication with digital signatures

e Configure tunnel for VPN with corresponding authentication method
e Configure relevant services or apply the default

e Configure rules taking customer requirements into consideration

e Configure HiPath 2000 / HiPath OpenOffice EE / HiPath 3000 dial rules / configure RSM
5000

e Install and configure the VPN remote client software
e Test using various authentication methods - trace and troubleshooting
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2.10.2 Activate SSL Secure Access

A data backup should always be performed before switching the system to SSL (secure) mode.

Activate access

1. Reload the secure data in SSL mode via the WBM as the system only boots with the IP
address after the command (reset secure) and the existing configuration rejects data.

2. Create an SSL certificate and activate SSL:

-CLI // get write access
-CLI // reset secure // system performs a reboot and starts in SSL mode

-CLI // generate your own SSL certificate for the IP address of the HXG

create ssl certificate hxg 1 "C=DE,O=local,OU=HXG,CN=192.168.1.10"
2005/01/01/00:00:00 2020/02/01/00:00:00

sue your own SSL certificate for your own IP address directly in the WBM. You can

As SSL is activated by default on HiPath 2000 / HiPath OpenOffice EE, you can is-
then activate this under SSL server certificates.

3. Issue your own SSL certificate for your own IP address.

= 4 Certificate Managemer Generate CA Certificate

Rk Senerate Self-Signed Certificats
-4 Server Certificakes Help

Java spplet Window

4. Delete the existing certificate (Siemens certificate).
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2.10.3

A CA certificate must only be created on the master system. All other HiPath systems or clients
connected via VPN obtain the requisite certificates for authentication with digital signatures
from the master.

Create CA Certificates on the Master System

Create CA Certificates on the Master System

1. Select:
"Explorers > VPN > Lightweight CA > Generate CA Certificate".

You will obtain a CA certificate with serial number 1 that has been issued by the master:
LWWCA,
Self-Signed CA Certificate

Certificate Marne:
Certificate Type:

Setial Mumber of Certificate: 1
Serial Number of Certificate (hex): 01

Type of Signature Algorithm:  mdaRSA

Start Time of Yalidity Period (GMT):
End Time of Yalidity Period (GMT):
CRL Distribution Paint:

Sunday, 07/09/2006 00:00:00
Friday, 07/09/2010 00:00:00
https:/#192.168.100.250

Explanation: CRL Distribution Point = IP address of the HXG from the master system that cre-
ated the CA certificates.

2. Change the public key length to 1536.
Type of Signature Algorithrm: lm

Fublic Key Length:

~lIssued hy CA

Country (Z): DE
PRIVATE
LOCAL

LA,

Organization (0):
Organization Unit (DU
)

Carmrnon Mame (G

~Subject Name

Country (T DE

Organization (01 PRIVATE
LOCAL

WA

Organization Unit (OL):
Carmrnon Mame (Ch):
-Subject Alternative Name

192.168.100.250

Explanation: "Subject Alternative Name" is the IP address of the master HXG that issued the
certificate.

A31003-H3590-M102-7-76A9, 06/2012

2-50 HiPath 3000/5000 V9 Configuration Examples, Administrator Documentation



Practical Examples for HG 1500
HiPath 2000 / HiPath OpenOffice EE / HiPath 3000 VPN Remote Client - Authentication

3. Go to "Explorers > VPN > LWCA" to export the certificate (X.509).

24 Certifi ae Display Certificate

-4 Truste Delete Ceriificate

E‘ J% Export Certificate [.508]

4. Go to "Explorers > VPN > Certificate Management > Trusted CA Certificates" to re-import

the certificate (X.509) back into your own (master) system and into the other systems.
=28 YPN
=4 Lightweight GA
LACA
=4 Certificate Management
_4 Trugted CA Cetificates
_4 Active Cettificates

Impoart Trusted CA Certificate [
i E-[ ) Peer Cerificates Help

This is also used for the VPN remote clients when "Authentication with digital signatures" is be-
ing used.

5. Create the revocation lists associated with the certificate you have created.
EIG VPN
B 4 Lightweight CA

E|J Cetifical Display Certificate

E-C4 Trusl Delete Certificate
Export Cettificate [£.509]

Generate CA-Signed Peer Certificate [PKCE#12)
Update CA-Signed Peer Cedificate [<.509]

Generate Cerificate Revocation List (CRL)

_| Tunnels  Help

Certificate Revocation List Information

Cettificate MName:
Type of Signature Algorithm:  mdSRSA
Timestamp of this CRL Update:  Sunday, 07/09/2006 00:00:00

Timestamp of next CEL Update:  Monday, 07/03/2007 00:00:00
~Issued by CA

Country (C): DE

)
Organization (01 PRIWATE
Organization Unit (OU): LOCAL
)

Cammon MName (Ch):  LWCA

 List of the Certificates to be Revoked
Serial Number .
of the </l _Number iz Revocation Time Rewvocation Reason
. Certificate (hex)
Certificate

The certificate revocation list (CRL) issued is imported into your own (master) system and into
the other systems (Import CRL).
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6.

Import CRL

SRR

-4 Lightweight CA

- LA

B4 Cerlificate Managerment
_4 Trusted CA Certificates
-4 Active Certificates

B | Pee!:en Display Certificate

J Senices Delete Certificate
E-L] Tunnels Display CRL
J Rules

L-# Public Key Int Import CEL

Revocation lists are not required for VPN remote clients.

Gen

erate a PEER certificate

A PEER certificate (PKCS#12) is generated for every tunnel end point according to the tunnel

conf

iguration. The master generates this for itself and for every other involved system or the

VPN remote client on the basis of the existing CA certificate.

For clarity, the names of the applicants should be used here:
"Subject Alternative Name" = Node 2 / Node 1 or VPN Client

1.

2.

2-52

Generate a peer certificate (PKCS#12).

E-@8 VPN
=29 Lightweight G#

H w

Display Cerificate

Delete Cerificate
Export Certificate [£.509]
Generate CA-Signed Peer Certificate [PKCS#12
Update CA-Signed Peer Cedificate [+.509]
Generate Cerificate Revocation List (CRL)

Enter the relevant parameters.
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Generate |Psec Peer Certificate

Passphrase for encryption: I

Reenter Passphrase for encryption: I

Setial Nurber of Certificate: I

mdaREA

Type of Signature Algonthrm:

Public Key Length:

Certificate Mame:

Certificate Type:

Serial Mumber of Certificate:

Serial Mumber of Certificate (hesx):
Type of Signature Algorithm:

Start Time of YWalidity Period (GMWT):
End Tirne of Walidity Period (GWT):
CRL Distribution Point:

H2000

CA-Signed Peer Certificate

1

01

mdsRSA

Sunday, 07/09/2006 00:00:00
Friday, 07/09/2010 00:00:00
HTTPS:#152.168.100.250

-lssued by CA

Country [C):

DE

PRIVATE
LOCAL
LA

Cirganization (2
Organization Unit (0L
)

Cornrnon Marne (CM):

- Subject Name

Caountry (T} DE
PRIVATE
LOCAL

WP

]
Organization (O
Organization Unit (QOL):

)

Cornrnon Marne [GMN):

Explanation of input/specification for the peer certificate:

e Passphrase for encryption
If required, the master can also assign its own appropriate passwords or "passphrase for
encryption” for each subject name (HiPath system / VPN remote client).

e Serial number of certificate
Serial number that should be assigned consecutively depending on the number of peer
certificates issued.

e Subject name
Name of the relevant subject (Node X / VPN client).

e Subject Alternative Name
Name of the master that issued the CA.
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Generate a new peer certificate

A new peer certificate (PKCS#12) should be created for the other tunnel endpoint (HiPath 3000
node) and for a remote VPN client.

1. Go to "Explorers > VPN > LWCA" to generate a peer certificate.

258 VPN
4 Lightweight CA
-] [

Display Cedificate
Delete Cettificate
Export Cerificate [%.509]
Generate CA-Signed Feer Cerificate [PRCS#1 2]
L Update CA-Signed Peer Cedificate [X.509]

© | B-CiPeer— - e
: T Generate Cedificate Revocation List (CRL)

2. Import the peer certificate created by the master with the relevant agreed password into
the other tunnel endpoint (HiPath 3000 node) and enter the relevant parameters.

Generate |IPsec Peer Certificate

Passphrase for encryption I
Reenter Passphrase for encryption I

Serial Nurnber of Certificate I

Type of Signature Algorithm:  mdSRSA
Fublic Key Length

Explanation of input for peer certificate:

e Passphrase for encryption
If required, the master can also assign its own appropriate passwords or "passphrase for
encryption” for each subject name (HiPath system / VPN remote client).

e Serial number of certificate
Serial number that should be assigned consecutively depending on the number of peer
certificates issued.

The master has consequently created and distributed the relevant certificates, revocation lists,
and peers. The relevant tunnel endpoints have imported the certificates created by the master
and checked them using the fingerprint. This concludes certificate creation for "Authentication
with digital signatures”.
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Configure and activate rules / services

Configuration of DynDNS and the default services and rules in the system is not dealt with in
detail here. Services and rules are always configured on a customer-specific basis.

The rules, services and tunnels are always added first under the configured rules, services and
tunnels, and are only actively loaded to the system via "Activate" after you have concluded con-
figuration.

subnet. This rule guarantees the IP traffic between all clients and systems in your

The first rule (Priority 1) described here guarantees the IP connections in your own
own subnet 192.168.100.xxx if IPsec is activated.

1. Go to "Explorers > VPN > Rules" to configure a rule.

=24 Rules Configured IPsec Rule
- B Active Rules

Priority: 1
Serwice: Any Senice

Rule-Based Action: PASS

Encryption Reguired: Mo
Rule State: Enabled

-Source Address

Type: Subnet
IP Subnet Address:  192.168.100.0
Subnet Mask: 2552552550

-Destination Address
Type: Subnet

IP Subnet Address:  192.168.100.0
Subnet Mask: 255.255.2550

2. Go to "Explorers > VPN" to activate the rule.

B[] User Accounts

- :
- 99 Display General Information

Activate the Configured VPR Tahles

IPsec off
Resettoinsecure made Active |IPsec Rule

Priarity: 6500
Serice: Any Service
Rule-Baged Action:  DENY
Encryption Required: No
Rule State: Enabled

rSource Address
Type: Host

IP Address: 0.0.0.0

rDestination Address

Type: Host
IF Address: 0.0.0.0
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If IPsec is activated, each IP packet runs through the configured rules in ascending order be-
ginning with Priority 1. The activated rule (Priority 6500) guarantees that IP packets that not
handled by a rule are rejected.

For security reasons, the last rule should always be activated (DENY).

If rules or services are configured and activated, you can begin configuring a VPN tunnel. You
should perform a test beforehand using "ping" or "tracert" to check whether the desired desti-
nations are still available.

2.104 HiPath 2000/HiPath OpenOffice EE to HiPath 3000 VPN Tunnel
Configuration

A VPN tunnel should be configured from a HiPath 2000 / HiPath OpenOffice EE to a HiPath
3000 that is set up for "Authentication with digital signatures".

ed to the system via "Activate" after you have concluded configuration.

Tunnels are always added first under configured tunnels and are only actively load-

Configure VPN tunnels

1. Go to "Explorers > VPN > Tunnels" to configure a VPN tunnel.

-4 Tunnels
- B3 Active Tunnels
- @ VPN_Scholz

A
LM PN _Schol  Display General Tunnel Data

EJ Rules Display Rules for all Tunnels
Add Tunnel

- B[] Active Rules
- E-[] Configured R
“# Public Key Infrastr Help

2. Switch to Key Exchange Data.

~ Key Exchange Data

Session Key Handling:  Automatically, using IKE protocal

Suggested Diffie-Hellman Groups: DH Group 2
OH Group &

Activate Perfect Forward Secrecy: Yes
PR Peer Authentication hethod:  Digital signatures
List of CA Cerificates: LWCA

3. Switch to Tunnel Data.
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Active IPsec Tunnel

@ Tunnel Data ¢ Key Exchange Data

~General
MName of the Tunnel:

Type of the Local Tunnel Endpaint:
Local Tunnel Endpoint Address:
Type of the Remate Tunnel Endpaint:
Remote Tunnel Endpoint Address:

WPMN_Scholz
DMNS Mame
zenki.dyndns. org
DMNS Mame

schalzmichael dyndns.org

~ Security
Suggested Security Protocol:

Suggested Encryption Algarithms:

Suggested Hash Algorithms:

Session Key Handling:

ESPF

AES
DES
3DES

MD5
SHAT

Autornatically, using IKE protocal

Suggested Lifetime of the Session Keys: 8 hours
Suggested Lifetime of the Key Exchange 8 hours
Session:
Suggested Data Yolume of the Session Keys:  unlimited
Explanation:
e Local Tunnel End Point Address

Local WAN Interface (zenki.dyndns.org).

Remote Tunnel End Point Address

DynDNS name of the other WAN interface from the HiPath 3000 system

(scholzmichael.dyndns.org).
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Rule (Priority 100) VPN Tunnel between HiPath 2000 / HiPath OpenOffice EE and
HiPath 3000

1. Go to "Explorers > VPN > Rules" to create a rule.

B4 Rules Configured IPsec Rule

 [E-[] Active Rules

Display Rules

Add Rule

Help

Rule-Based Action:
Encryption Reguired:
Rule State:

Priarity:

Service:

100

Any Service
PASS

Yes
Enabled

-Source Address

Type:
IP Subnet Address:
Subnet Mask:

Subnet
192.165.100.0
250 ABE 25RO

-Destination Address

Type:
IP Subnet Address:
Subnet Mask:

Subnet
192.168.1.0
250 2562550

-Tunnels for Encryption

Tunnel on Receive Side:

Mo Tunnel Assignment

Tunnel on Transmit Side: WPM_Schaolz

Explanation: "Tunnel on Transmit Side" is the configured VPN Tunnel to the HiPath 3000.

Consequently only the other endpoint is entered. In the remote system only the "Tunnel on
Transmit Side" is activated and entered via VPN.

If rule 100 is created, another rule for the opposite direction (from subnet 192.168.1.0 >
192.168.100.0) is added to it in order to handle the incoming packets from this subnet as well.

2. Goto "Explorers > VPN > Rules" to add one rule to another.

B4 Rules

Display Rules
Add Rule

The configured services, rules or tunnels must be activated once they have been
successfully configured.
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2.10.5 Rules, Services, General

This overview is intended to simplify the "Creation” rule.

The following example is intended to illustrate how the IP packets run through the rules and the
criteria they use to do this when |IPsec is activated. You must always see the IP packet with the
source IP and the destination IP. On the basis of the source and destination, the rules are pro-
cessed and handled on the WAN and the LAN interface of the HXG.

The rules are always processed from the lowest to the highest priority. If an appropriate rule is
found for an IP packet, it is used. The sequence of the rules for subnet or host must be consid-
ered in accordance with the priorities.

Example

If an IP packet reaches the WAN interface, it will have the DNS name "zenki.dyndns.org" as the
destination and any host as a source IP (0.0.0.0).

LAN Nk rsce
=3
152 .162.10025]

N Inkerisoe
H:
Ienkd dyrdns.og

NAT onHIOO
lockin 1P cSiack

Regel Regel
olig ang Ireccm ming Lap kp
1Pz |P=c Rem ok wWPNCIHERI

%

Cllenl
182,152 .100.1
FTP ZzEmer
PoriZ
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2.10.6

The configuration should be checked for errors.

Tracing, Troubleshooting and Checking the Configuration

A31003-H3590-M102-7-76A9, 06/2012

1. Go to "Maintenance > Traces" to start troubleshooting and to obtain trace information
(trace profile).
Trace Profile: VPN_DynDNS
Profile Mame: %PN_DynDNZ
Profile is Read-Only:  Yes
Start Profile: Yes
| DYNDNS_NRT F
‘ EYTLOG 3
| IPSEC 7
FPP_STACK_DBG_IF 3
FPP_STACK FROC G
PFPPM_TEAS 3
FPPOE DBG IF G
FPROE_FPROC 3
SECURITY SWC g
2. Select "Maintenance > Appl. Diagnostics" to diagnose an application.
Maintenance [ ) MSC Trace:  MSC API Trace
-] MSC Loop:  MSC Loop-Test Functions
Configuration -] MSC DMC: MSC DMC-Test Functions
Software Image -] MSC QDG MSC QDC-Test Functions
i . -] MSC SRTCP:  MSC SRTCP-Test Functions
Muftigateway Admin -] MSC Misc.  MSC Miscellaneous
Job List E- 4 IPSEC Show:  IPSEC Show Routines
Traces R | # ipsecChMCaCenShowioid)
= e # ipsecChPeerCertShowivoid)
Bvents & | # ipsecChiCrShowlvoid)
sSNMP 0 | # ipsecPMRulesShowiyoid)
Adminlos | # ipsecPMTunnelsShowirule_|DY
admin“eg = § | L. # ipsecPMTunnelTableShowiwoid)
Actions & | L # ipsecPMifsShoveivaid)
Platform Diagnostics || | " * ipsecPMSericeTableShowdvoid)
- — W | # ipsecPMOnshamesShowdvaid)
' ----- # ipsecGlobalStatsvalues Showivoid)
E 4 IPSEC Test:  IPSEC Test Routines
# MNRET-Msg INTERMET_DISCOMNMECTED
# MRET-Msg IPSEC_INTERMNET_COMMECTED
# MRT-Msg: RESOLVE_MAMES
# NRT-Msg NRT_TIMER_EXPIRED
------ # MNrtMsg: DNE_UPDATE_TIMER
2-60
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2.10.7 Configuring a VPN Remote Client on the HiPath 2000/
HiPath OpenOffice EE

A VPN remote client should be configured on the HiPath 2000 / HiPath OpenOffice EE (PPP
via ISDN on an ISP) with a pre-shared key.

Starting basis

e The VPN remote client should be available via the IP address 192.168.60.1 from the inter-
nal subnet 192.168.100.0.

e The VPN remote client must be located in another subnet so that the packets are routed
from the HXG via the VPN tunnel to the VPN client. It must therefore have another IP ad-
dress that is not located in its own subnet.

e Inthe example, the IP address 192.168.60.1 is used for the VPN remote client.

Rules

Since the connection between the VPN client and the HXG is established via a dynamic IP ad-
dress assigned by the Internet Provider, two rules are required here:

e Rule 200:
VPN Remote Client uses "dynam. IP" from the Internet Provider (Host 0.0.0.0) and nego-
tiates both tunnel configuration and authentication.

e Rule 300: with counter rule
The VPN client has the IP address 192.168.60.1 and unrestricted access to the internal IP
subnet 192.168.100.0.
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Configure VPN remote client

1. Select:
"Explorers > VPN > Tunnels"
-2 Tunnels al Configured |IPsec Tunnel
-1 Active Tunnels
El-_4 Configured Tunnels
-3 VPN_Scholz
VPN _Raermate shared key & Tunnel Data ¢ Key Exchange Data
E-_4 Rules
=4 Active Rules —General
..... o “]
..... & 5 MName of the Tunnel: %PM_Remote shared key
g 110 Type of the Local Tunnel Endpoint:  DNE Marme
""" e 12 Local Tunnel Endpoint Address:  zenki.dyndns.org
..... ° 1DD
..... o 100 Type of the Remote Tunnel Endpoint:  Host
----- © 200 . .
_____ & 200 Remote Tunnel Endpaint Address: 0.0.0.0
----- ¢ 300 - Security
¢ 300 : .
& 5000 Suggested Security Praotocol: ESF
""" ¢ 6001 Supgested Encryption Algorithms:  AES
& 6500 DES
[+ ] Configured Rules 30DES
------ # Public Key Infrastructure | :
- 55L = Suggested Hash Algorithms: MDS
SHA1
Session Key Handling:  Aatornatically, using IKE protocol
Suggested Lifetime of the Session Keys: 8 hours
Suggested Lifetime of the Key Exchange 8 hours
Session;
Suggested Data Volume of the Session Keys: unlimited
2. Switch to Key Exchange Data.
Configured IPsec Tunnel
= Tunnel Data & Key Exchange Data
~General
Marre of the Tunnel “PM_Remote shared key
Type of the Local Tunnel Endpoint:  DNS MName
Local Tunnel Endpaint Address: zenki.dyndns.arg
Type of the Remote Tunnel Endpoint:  Host
Rernote Tunnel Endpoint Address: 0.0.0.0
~Key Exchange Data
Session Key Handling:  Automatically, using IKE protocol
Suggested Diffie-Hellman Groups: DH Group 2
OH Group &
Activate Perfect Forward Secrecy: Yes
WM Peer Authentication Method:  Pre-shared keys
3. Switch to Tunnel Data.
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Active IPsec Tunnel

& Tunnel Data ¢ Key Exchange Data

~General
Mame of the Tunnel: %PM_Scholz

Type of the Local Tunnel Endpoint: OMS Marme
Local Tunnel Endpoint Address: zenkidyndns. org
Type of the Remote Tunnel Endpoint:  DMNS Marme

Rernote Tunnel Endpoint Address:  scholzmichael dyndns. org

 Security
Suggested Security Protocal: ESP

Suggested Encryption Algorithms: AES
DES
3DES

Suggested Hash Algorithms: MDS
SHA

Session Key Handling:  Adtomatically, using IKE protocal
Suggested Lifetime of the Session Keys: 8 hours

Sugpested Lifetime of the Key Exchange 8 hours
Session:

Suggested Data Volume of the Session Keys:  unlimited

Overview
The list below provides an overview of the relevant rules for the remote VPN:
Mo Tunne!

200 Host 0000 - Subnet 1921681000 WP _Remote shared key

: YEN Remote
300 Subnet 1924681000 2852552550 Subnet 192468600 Mo Tumnel Assignment. shared key

Mo Tunnel
300 Subnet 192165600 2552552550 Subnet 1921651000  WPM_Remote shared key, Assignment,

2.10.8 VPN Remote Client Software

An IPsec VPN Client 3.1 is used as test software. The Sentinel VPN Client has been taken off
the market and does not support W 2003 servers.

A different VPN client that was easy to configure was used; This VPN client can be found at:

http://www.thegreenbow.com/vpn_down.html
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2.10.9 VPN Client Configuration for Tunnel with HiPath 2000

The target configuration involves configuring a VPN client for the tunnel with HiPath 2000 (PPP
via ISDN on an ISP). We will explain the installation and configuration of a VPN client using
"VPN NCP Secure Entry Client" as an example. Proceed as follows:

Installing the NCP Secure Entry Client software

1.

Start the file setup.exe. A window is displayed where you can select the installation lan-
guage.

Make your selection from the list provided and click OK. An information window is dis-
played where the name and the version of the software to be installed are indicated.

Click Next. An important message is displayed: Ensure that neither a VPN client nor a per-
sonal firewall from another manufacturer are installed on your computer. This does not ap-
ply for Microsoft products.

To continue the installation, click Yes. The license agreement is displayed.

Read the license agreement. If you agree with it, click Yes. The installation begins and the
window "Setup Type" is displayed.

Proceed as follows in the "Setup Type" window:
1. Select the option "Typical".
2. Click Browse and set the installation path.

3. Click Next. The "InstallShield Wizard Complete" window is displayed once the soft-
ware has been successfully installed.

You must restart your computer in order to use the installed program. Select "Yes, | want
to restart my computer now" and click Finish. The computer is restarted.
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Establishing a test connection without a certificate

The Initial Configuration Assistant automatically starts once you restart the computer and the
"Create test connections" window appears.

1.

5.

Select the check box "Test connections should be made" and click Next. The "Select cer-
tificate type" window is displayed.

Select the option "Do not use a certificate" and click Next. The "Test connection finished"
window is displayed.

Select the test connection that you would like to test and click Test. The "NCP Secure Entry
Client" is displayed.

Click Connect. The selected test connection is tested.

If the connection is successful, a green display is shown along with the message "Connec-
tion has been established". Technical data for the connection are also shown.

Click Disconnect.

Configuring a personal VPN connection with a pre-shared key

1.

Select Configuration -> Profile Settings in the "NCP Secure Entry Client" application.
The "Profile Settings" window is displayed with the available profiles.

To create a new profile, click New Entry. The wizard for creating a new profile starts and
the "Basic Settings" window is displayed.

Select the option "Link to Corporate Network using IPSec" and click Next. The "Connection
Name" window is displayed.

Enter a unique name for the profile or the personal VPN connection and click Next. The
"Link type (Dial up configuration)" window is displayed.

Select the connection medium,e.g. "LAN (over IP)" or "Modem". Click Next. The "VPN
gateway parameters" window is displayed.

In the "Gateway" entry field, enter the DNS name or the IP address of the VPN gateway.
Click Next. The "IPSec General Settings" window is displayed.

Proceed as follows in the "IPSec General Settings" window:

1. SelectMain Mode in the "Exch. mode" selection window and None in the "PFS group”
selection window.

2. Clear the check box "Use IP compression”.

3. Click Next. The "IPSec Configuration - Pre-Shared Key" window is displayed.
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10.

11.
12.

13.

If you do not use certificates for authentication, a shared key is required for data encryp-
tion. Enter the pre-shared key and the local identity. Click Next. The "IPSec Configuration
- IP Addresses" window is displayed.

Select Manual IP address in the "IP Address Assignment" selection window and enter
your teleworker IP address data. Click Next. The "Link Firewall" window is displayed.

Select of £ in the "Enable Stateful Inspection” selection window and select the check box
"Enable NetBIOS over IP". Click Finish. The "Profile Settings" window reappears. It con-
tains the newly-configured profile.

Click OK. The "NCP Secure Entry Client" is displayed again.
Click Connect to test the VPN connection. The connection is tested.

If the connection is successful, a green display is shown along with the message "Connec-
tion has been established". Technical data for the connection are also shown.

Click Disconnect.

Linking certificates

1.

3.

Select Configuration -> Certificates in the "NCP Secure Entry Client" application. The
"Certificates" window is displayed.

Proceed as follows in the "User Certificate" tab:
1. Select from PRCS#12 File as the certificate type in the "Certificate" selection list.

2. Set the path in the "PKCS#12 File Name" entry field. The default path is <Tnst-
Dir>\NCP\SecureClient\CaCert.

Click OK to save your entries.

Clearing "Use pre-shared key"

1.

Select Configuration -> Profile Settings in the "NCP Secure Entry Client" application.
The "Profile Settings" window is displayed with the available profiles.

Select the personal VPN connection you just created in the "Available Profiles" display field
and click Configure.

The "Profile Settings <personal VPN connection>" window is displayed.

Select Identities in the selection window. To the right of the window area, the identity set-
tings are displayed.

Clear the check box "Use pre-shared key".
Click OK. The window is closed.
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Testing a personal VPN connection with a certificate
1. Start the "NCP Secure Entry Client".

2. Select the personal VPN connection you have configured in the "Profiles" selection list and
click Connect. The "Enter PIN" window is displayed.

3. Enter the PIN for the certificate and click OK. The connection is tested.

If the connection is successful, a green display is shown along with the message "Connec-
tion has been established". Technical data for the connection are also shown.
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2.10.10 Tunnel VPN client configuration with HiPath 2000/
HiPath OpenOffice EE

The target configuration involves configuring a VPN client for the tunnel with HiPath 2000 / Hi-
Path OpenOffice EE (PPP via ISDN on an ISP). We will explain the installation and configura-
tion of a VPN client using "VPN NCP Secure Entry Client" as an example. Proceed as follows:

Starting basis

e In the test configuration, the remote client was connected directly with the HiPath 3000
WAN interface using a cross-over cable.

e The IP address of the network card on the remote client is 192.168.70.2.
e The IP address of the HiPath 3000 WAN interface is 192.168.70.1.

e If a VPN tunnel connection is established, the VPN remote client should be available via
the virtual IP address 192.168.80.2 from the subnet 192.168.200.xxx.

Configuration for the WAN (LAN2) interface
The WAN is configured as illustrated below:

LANZ2

Interface Is Active: ¥es
IP Address: 192.168.70.1
IP Metmask: 255.255.255.0
MAC Address © 08:00:06:8d:7£99
Ethernet Link Mode:  Auto
Wax. Data Packet Size (Bytes): 1500
Metwaork Address Translation: Mo
Q0% Capability of Peer.  Identical
Bandwidth Control for “oice Connections: Mo
Bandwidth of Connection (Kbps): 10000
Bandwidth Used for WoicedFax (%) 80
|IEEEA02 1pfy Tagging: Mo

Only one static route is required for the subnet 192.168.80.0. A static route is not required for
the subnet 192.168.70.0 as the HiPath 3000 system recognizes the WAN interface.

Static Route Table

Ruute Destination Destination

WFN_Remaote 192.168.80.0 2552585 2550 192.168.70.2
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HiPath 3000 tunnel configuration for the VPN remote client

The tunnel for the VPN remote client is configured as illustrated below:

Active IPsec Tunnel

& Tunnel Data ¢ Key Exchange Data

rGeneral
Mame of the Tunnel:  WPM_¥WAN Remote

Type of the Local Tunnel Endpoint:  Host
Local Tunnel Endpoint Address: 192.165.70.1
Type of the Remaote Tunnel Endpaint: Host

Rernote Tunnel Endpoint Address: 192.168.70.2

HiPath 3000 rule configuration for the VPN remote client

The following rules are required for the VPN or network connection and for configuring the tun-
nel to the VPN remote client via the HiPath 3000 WAN interface.

Since the connection between the VPN client and the HXG is established via the WAN inter-
face, two rules are required here:

e Rule 100:
VPN remote client uses 192.168.70.2. and negotiates both tunnel configuration and au-
thentication.

e Rule 200: with counter rule
The VPN client has the IP address 192.168.80.2 and unrestricted access to the internal IP

subnet 192.168.100.0.

Overview
The list below provides an overview of the relevant rules.
100 Subnet 192165700 255.255.293.0  Subnet 1921651000 -

200 Subnet 1924681000 2552552550 Subnet 1924165800 Mo Tunmel Assignment VPR _WWAR Remote

200 Subnet 192168800 2552552550 Subnet 1921631000 WPH_WWAN Remote Mo Tunnel Azsianment,
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2.10.11

VPN Client Configuration for Tunnel with HiPath 3000

A VPN client should be configured with a pre-shared key for the HiPath 3000 tunnel (cross-over
directly to WAN).

Configure a VPN client

1.

2-70

Select: "Configuration > VPN_WAN"
ol

File WPM Configuration Tools #

IPSec VPN Client
B Conscle Phase 1 (Aut
8% Parameters Mame IVPN_WAN
% Connections InlErFacEIAny j

Remote Gatewsy [132.160.70.1

& Freshared Key I xxxxxxxxxxxxxxxxxxxx

Confirm I xxxxxxxxxxxxxxxxxxxx

= Certificate Certificates [mport:

~IKE
Encryption | 3DES vl P1 Advanced..

Authentication  |SHA vI
Key Group  |DH1024 'I

< | » Save & Apply |

’glVPN Tunnel opened |Tunne\: le]
Enter and store the relevant parameters.

Select: "Configuration > WAN_Remote"
e

File ¥PM Configuration Tools 7

IPSec VPN Client
B Consdle Phase 2 (IPSe
3h  Parameters Mame [WaN_Remate
23@ Connections WPM Client address | 132 . 168 . B0 2

Addiess ype [Subnet address 'I
Remote LAN addiess | 192 . 168 . 100 . O
SubretMask [ 265 255 255 . 0

~-Egp—————
Encrypltion  |3DES = P2 Advanced...

Authentication | SHA, -

Canfiguration
=1-E vPn_wen
@

.

Mode |Turnel =

¥ FFS  Group |DH1024 = ‘ Clage Tunnel |
< | » Save & Apply

d[M

= ‘VPN Tunnel opened ‘Tuﬂne\ O

Enter and store the relevant parameters.
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2.11 ISDN-Based Connection Between LANs

2.11.1 Target Configuration

In this configuration, two local LANs (LAN1 and LAN2) are connected to each other via PPP.
The HG 1500 boards are the terminals of the PPP connection.

HiPath 3000 Spor Sg
with HEE 1500

218.1.80.223 218.1.54.026

Hub Uk
focal LAN 1 focal LAN 2
e
FTP Eewer {:‘{.:.\_...- ......... FTP client
218.1.80,194 hau - 2181541893
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2.11.2 Configuration Steps

HiPath 3000 Manager E

1. Set the parameters for lines/networking of the LAN1 HiPath.

2. Set the parameters for the subscribers on the LAN2 HiPath.

3. Use HiPath 3000 Manager E to transfer the modified database back to the system.

WBM browser

1. Suppress the use of a proxy server for the IP addresses that are used in both LANSs.

Settings in WBM for both HG 1500 boards used

1. Insert a PSTN peer:
"Explorers > Routing > PSTN > PSTN Peers > (right-click) Add PSTN Peer".

2. Add a station number for the new PSTN peer.
3. Add a static route that replaces the default gateway of the bootline.

4. Save the settings.

PC settings

1. Enter the IP address of the first HG 1500 board as the default gateway for the TCP/IP In-
ternet protocol used in the first LAN’s PC.

2. Configure a route for the first HG 1500 board.
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2.12 Firewall Functionality (Authorization Firewall)

2121 Target Configuration

The firewall functions as a barrier to protect against unauthorized access. In this case, the in-
ternal LAN (LAN1), for example, is to be protected against external access such as Internet-
based access via DSL.

The objective of this configuration is to allow individual, specified computers to access an inse-
cure network (e.g. Internet). At the same time, it prevents access in the reverse direction (from
the Internet to these computers). The board features two different protection mechanisms for

implementing this security.

The firewall in this security function is a so-called authorization firewall. In other words, as soon
as the function is activated, only configured components can access board services. All board
services are automatically denied to unregistered LAN components.

WARNING: The activation and deactivation of IP and MAC filters may severely re-
strict the functionality of the board (for example LAN-based administration may not
be possible any more) or may enable access to sensitive data.

Firewall functionality comprises the following two steps:
e |IP routing authorization

IP filters can give individual IP addresses or groups of addresses access to specific desti-
nations. (For the sake of simplicity, the following description only speaks of a single IP ad-
dress, but entire networks can also be released.)

This too is an authorization list, that is only IP addresses that are listed here are assigned
access to the defined service(s). The IP filter can check IP protocols and the associated
services (port numbers).

e MAC verification

The MAC verification procedure checks whether IP packets transferred from the LAN in-
terface are valid in relation to their IP address and MAC address combination.

The protection here lies in the fact that MAC addresses are permanently assigned to a net-
work interface and cannot be configured. This method cannot, however, restrict the Inter-
net services that can be used.

PPPoE connections (for example, DSL).

The MAC address filter must not be enabled if the LAN 2 interface is used for
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HiPath 3000
with HG 1500

Client et FC with known
MACARF addrass

Prerequisites

e Tobe able to define an exact selection of the required function, you must know not only the
destination IP address, but (where applicable) also the authorizing protocol and the port
number.

e To configure MAC verification, you need a list of the MAC and IP address combinations of
the installed LAN cards which are to be granted access to the board services. You will find
the MAC addresses in the documentation provided by your Ethernet card manufacturer.
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2.12.2 Configuration Steps for IP Filter

WBM Settings

1.

In WBM, go to "Explorers", select "Security" and then select the function "Add Rule for IP
Address Filtering".

First enter the upper and lower limits of the outbox address field. The filtering rule only per-
mits packets containing IP addresses with sender addresses that originate in a defined ar-
ea.

In this field, determine the IP address to which the permitted packets should be sent. If you
enter0.0.0.0 and 255.255.255.255, packets may be sent to all IP addresses.

Enter the accepted IP protocol and the permitted port number. For ICMP protocols, you can
also restrict the ICMP type and the ICMP code.

leased in order to be able to use the appropriate Internet service (e.g. FTP port

Please note that for some Internet protocols, multiple port numbers must be re-
20 and 21).

Enable the "Activate Rule" function and click "Apply".
Repeat this step to configure additional filter rules.

Save the settings.

To disable, edit or delete an existing IP filtering rule, please refer to the relevant de-

scription in the Administration Manual, "IP Address Filtering".

2.12.3 Configuration Steps for MAC Filter

WBM Settings

1.
2.
3.

Enter the IP and MAC addresses to which you want to grant access rights.
Enable the "Activate Rule" function and click "Apply".

Repeat the first two steps for all IP/MAC address combinations for which you want to con-
figure a filter rule.

Save the settings.
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2.13 IP Firewall

The following example is based on the Administration Manual, "LAN-LAN Routing". The exam-
ple shows the system in Munich (server) with the system in Frankfurt (client).

2.13.1 Target Configuration

A local telnet server is to be configured on a PC belonging to the system in Munich. Testing is
to be carried out to determine whether access from the system in Frankfurt to the telnet server
of the system in Munich is possible via the LAN-LAN routing. The IP firewall should then be
configured so that the telnet server on the PC belonging to the system in Munich can only be
accessed by the PC with the IP address 1.150.102.10. The IP firewall should then be config-
ured so that only UDP protocols are possible with all ports. Testing should then be carried out
to determine whether the telnet connection is still possible.

LAN

200.100.100.x

1.150.1.x IP Address Filtering 1.150.2.x
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2.13.2 Configuration Steps

Configure and check telnet

IP Firewall

1. Configure a local telnet server on a PC belonging to the Munich system. The service can

be started by calling "tintadmn.exe".

In an MS-DOS window, call the "tintadmn.exe" service and start it with the option "4) Start

Service".

WINNT system32'cmd.exe - telnek
Jelcome to Microsoft Telnet Client

[Ezscape Character is *CTRL++’
icrosoft Telnet? help
ommands may he abbreviated. Supported commands are:

cloze close current connection

display display operating parameters

open hostname [port] connect to hostname {default powrt 23>.
quit exit telnet

set set options C(type ’'set 7' for a list)
send send strings to server

status print status information

print help information

unzet unzet options {type ‘'unset ?' for a listd

2. Check whether access from the system in Frankfurt to the telnet server of the system in

Munich is possible via the LAN-LAN routing.

Open an MS-DOS window on the PC belonging to the system in Frankfurt and enter the

parameter "telnet".

[ lcommand Prompt - telnet

Microsoft (R> Windows 20880 (TH> Uersion 5. .(Build 2195>
Melcome to Microsoft Telnet Client
Telnet Client Build 5.88.79286.1

Ezcape Character is *CTRL++'

Microsoft Telnet? open 1.158.1.18
Connecting To 1.158.1.18...

You are about to send your passuword information to a remote computer in Internet

zone. This might not be safe. Do you want to send it anywaylys/nd: y_
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[**]command Prompt - telnet

You can view the contents of the "C:\" directory on the PC belonging to the system in Mu-
nich with the "dir" command.

Configuring an IP Firewall Using WBM

1. Configure firewall entries in the form of IP address filters using the WBM of the HG 1500.

You can use the table editor for IP address filtering for this purpose:
"Explorers > Security > IP Address Filtering > (right-click) IP Address Filtering Table Edi-

. 1.1580.1.254 1.1580.1.232 AL
S0 1.1590.1.10 1.1590.2.10 ALL

S T T T T R

=l

[Java Applet window

The entry in row 1 is required so that a PC from the local network can access the HG 1500.
The entry in row 2 describes the route of the APP from group 1 to the APP in group 2.
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2. Exit the table editor and then activate IP address filtering for the HG 1500 with "Explorers
> Security > IP Address Filtering > (right-click) Enable IP Address Filtering".

can disable the configured firewall at any time using the CLI parameter "disable

If you find yourself "locked out" due to an incorrect firewall configuration, you
firewall".

3. Now edit the IP firewall so that only UDP protocols are possible with all ports. You can once
again use the table editor for IP address filtering.

i Ip Address Filtering Table Editor

IP Protocol

Lower IP Limit | Upper IP Limit | Destination IP

1.150.1.254 1.150.1.232
1.150.1.10 1.150.2.10 LIDF

B R

|Java Applet Window

You can set "UDP" in the "IP Protocol" column.
4. Test whether the telnet connection is still functioning.

You will discover that a connection from the system in Frankfurt to the system in Munich
via telnet is no longer possible, as the TCP/IP or ICMP protocol used for this purpose is no
longer released.
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2.14

2.14.1

Call-By-Call Internet Connection

Target Configuration

Internet access should be set up via a call-by-call provider for all PCs in the LAN. You want to
use two B channels that can be dynamically set up and cleared down for the connection if pos-
sible. The upper threshold for the second B channel should be 80% for 15 seconds, the lower
threshold should be 60% for 10 seconds.

Short hold should be activated and clear down the connection after 60 seconds if no data is
transferred on the line.

Short hold charge pulse analysis should not be performed.

The router call number for HiPath 3000 is 199.

M e with HG 1500

WY, SE2IMEe NS,

s S

HiPath 3000

HiPath 3000 with HG 1500
intarnal IP: 1,150, 101.242
P from ISP 113.12.4.168

IF address; 1,150,101 .10
Default gateway: 1.150.101.242
DS sefting: 194.25.2.129

2-80
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Prerequisites

e The service provider (ISP) must enable two B channels to be set up for the Internet con-
nection.

Function

e The PC forwards the request www . siemens . de to the DNS. The name of the IP address
is resolved here (in the present example: 13.112.134.4).

e The PC forms the four address elements:

Source: 1.150.101.10 Port: 1024 PC

destination: Port: 80 www.siemens.de
13.112.134 .4

e Since the IP address destination of the PC making the request cannot respond, the four
address elements are converted within the HG 1500.

Source: 113.12.4.168 Port: 1025 IP address of the service provider

destination: Port: 80 www.siemens.de
13.112.134 .4

e In HG 1500, a table with the following information is created for connection:
Port 1025 belongs to: 1.150.101.10 with port 1024  PC

e Ifapacketis sent back from the Internet, the HG 1500 can send the data to the correct PC
in the LAN.

2.14.2 Configuration Steps

HiPath 3000 Manager E

1. Configure the router call number 199 as the Sy subscriber for the HG 1500 board. Ensure
that only one station number "no port/no access" can be configured on the correct HG
1500 (slot) and that this number is also subject to dial monitoring and the LCR tables.

2. Use HiPath 3000 Manager E to transfer the modified database back to the system.

WBM Settings

1. Inserta PSTN peer:
"Explorers > Routing > PSTN > PSTN Peers > (right-click) Add PSTN Peer".

2. Enter an administrative name under "Peer Name".

3. Apply the default settings in the area "IP Parameters". However, activate the option "Ne-
gotiate IP Address".
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10.

11.

Change the default values in the "General PPP Parameters" section as follows:

Select the entry "Default Router/Internet" under "PSTN Connection Type" so that requests
that cannot be processed by HG 1500 are forwarded to the default router (in this case to
the Internet connection).

Enter 2 for "B Channels" if the service provider supports this function.

Activate "Short Hold". Enter 60 for "Short Hold Time (sec)". Deactivate "Short Hold Charge
Pulse Analysis". The short hold activated automatically clears down the connection if no
data has been transferred for 60 seconds.

Activate "PPP Authentication". Select the entry "PAP Client" under "PAP Authentication
Mode". Enter the user name under "PPP User Name" and the password for call-by-call ac-
cess under "PAP Password".

Activate "Multi-Link". Do not change the default values for channel allocation and segmen-
tation. Enter 80 for "Upper Multi-Link Threshold (%)", 15 for "Upper Multi-Link Time Limit
(sec)", 60 for "Lower Multi-Link Threshold (%)", and 10 for "Lower Multi-Link Time Limit
(sec)".

Save the settings.

Edit the global PSTN data:
"Explorers > Routing > PSTN > (right-click) Edit Global PSTN Data".

Select 199 for "Pause between Redial Attempts (sec)". Enter 5 for "Number of Redial At-
tempts" and "Router Call Number". The fields in the "Scripting" section remain blank.

Save the settings.

PC settings for call-by-call access

1.

In the TCP/IP Internet protocol settings, specify the IP address of the service provider un-
der DNS and enter the IP address of the HG 1500 as the default gateway.

You can specify a proxy server if one is offered by your service provider (in MS Internet
Explorer: "Tools > Internet Options > Connections > Settings > 'Proxy Server’ section".
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2.15 ISP Access over ADSL

2.15.1 Target Configuration

In this configuration, a client PC connected to the local LAN1 can access the Internet over Hi-
Path 3000. In the example, the Internet connection is set up by an ISDN/DSL access from
Deutsche Telekom.

Both the terminal adapter (NTBA) of the ISDN base connection and the ADSL modem are con-
nected to the HiPath 3000. The DSL modem is connected to the HG 1500 LAN2/DLS interface.
The NTBA and ADSL modem are both connected to the splitter (BBAE).

The splitter is connected to the Deutsche Telekom TAE line jack unit.

= 5L configuration
s = |Z0N base connection

HiPath 3000 §
with HG 1500

Jag | 128

];’ Ethamet 10100 Mb/'s

connect to LAN2/DSL on
H&E 1500

ADSL modem
(HTBBEA)

Restrictions

e Maximum one DSL connection is possible.
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Prerequisites

In the RJ45 jacks on the splitter and ADSL modem, only pins 4 and 5 (UKA’a and UKA’b)
are used for transmitting DSL signals. You need a two-wire connection cable.

You must not use a crossover cable between the ADSL modem and HG 1500. The pin as-
signment on the DSL modem’s RJ45 jack is as follows:

Pin 1 = RX+ (plus pin for receipt),

Pin 2 = RX- (minus pin for receipt),

Pin 3 = TX+ (plus pin for transmission),

Pin 6 = TX- (minus pin for transmission).

RX and TX are therefore transposed in comparison to the Ethernet standard. You need a
1:1 cable.

2.15.2 Configuration Steps

WBM Settings

1.

Configure the LAN2 interface for DSL connections:
Explorers > Network Interfaces > (right-click) LAN2 > Edit LAN2 Interface.

Select DSL Connection Type PPPoE. Please note that a default gateway already config-
ured with CLI or Boot CLlI is overwritten by the addition of the DSL connection. Confirm the
system message.

Apply the default settings in the area General DSL Parameters.
Activate Short Hold. Enter the value 180 under Short Hold Time (sec.).

Activate PPP Authentication. Select the entry PAP Client under PAP Authentication Mode.
Make an entry, such as 52009653544335467540001@t-online.de under PPP User
Name. For Deutsche Telekom DSL connections, the PPP user name consists of the con-
nection ID, T-Online number, user and @t-online.de.

Enter the password you received from Deutsche Telekom under PAP Password.

Activate NAT Enabled. The Address Mapping Enabled option must remain disabled.
Activate the two options Default Router and Internet Access with DNS Request.

Save the settings.

PC settings for ADSL access

1.

In the TCP/IP Internet protocol settings, specify the DNS server’s IP address assigned by
T-Online (194.25.2.129) and enter the IP address of the HG 1500 as the default gateway.

You can also set the proxy server provided by T-Online in MS Internet Explorer: "Tools >
Internet Options > Connections > Settings > 'Proxy Server’ section". The address of the
proxy server is www-proxy.t-online.de, port 80.
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2.16 Teleworking via PPP (ISDN, Analog Modem, GSM)

2.16.1 Target Configuration

In this scenario, an external PC client can dial into the HiPath system and use the local LAN as
if this PC were directly connected to the LAN. In this case the HG 1500 board is the terminal of
the PPP connection.

HiFath 3000
with HG 1500 Modam
B o— |
2 V.24
i
218.1.80.151
Hub Ve -
Teleworkar PC
Local LARN 210.80.2. 20
FTP server "
218.1.80.151 -
Teleworkar FC
with Fritz Card
HoAa1.1.10

Restrictions

e Channel bundling (Multilink) is not possible with an analog modem and GSM operation
(only one B channel is available).

2.16.2 Settings for PPP Connection with Analog Modem or GSM

HiPath 3000 Manager E

1. Enter a station number for the connection with an analog modem.

2. Enter a DID number for the HG 1500 board.

3. Use HiPath 3000 Manager E to transfer the modified database back to the system.
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WBM Settings

1. Insert a PSTN peer:
"Explorers > Routing > PSTN > PSTN Peers > (right-click) Add PSTN Peer".
The PSTN connection type is set to "Normal" for teleworking. Enter the IP address of the
peer. The V.34 peer should be selected for the connection of analog modems, while the
V.110 peer should be selected for connection via GSM. Script processing is only necessary
in the case of Internet access. Multilink must not be activated in this scenario.

2. Add a station number for the new PSTN peer. The connection from the HXG3 to the PC
client is set up with this station number.

3. Save the settings.

PC settings

1. Configure the network and dial-up connection in the PC. Enter the IP address that you al-
ready entered for the PSTN peer in WBM for the TCP/IP Internet protocol used.

2.16.3 Settings for PPP Connection with ISDN

HiPath 3000 Manager E
1. Set up a subscriber station for the HG 1500 board (e.g. subscriber 600).
2. Use HiPath 3000 Manager E to transfer the modified database back to the system.

WBM Settings

1. Insert a PSTN peer:
"Explorers > Routing > PSTN > PSTN Peers > (right-click) Add PSTN Peer".
The PSTN connection type is set to "Normal" for teleworking. Specify the IP address of the
peer and enter the subscriber number of the board in the DID Number field (in our example:
600).

2. Add a station number for the new PSTN peer. The connection from the HXG3 to the PC
client is set up with this station number.

3. Save the settings.

PC settings

1. Configure the network and dial-up connection in the PC. Enter the IP address that you al-
ready entered for the PSTN peer in WBM for the TCP/IP Internet protocol used.

2. Enter the parameters for the connection destination in the ISDN software used
(for example NetwaysISDN).
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2.17 Connecting Teleworkers when Using VPN and Firewall

The customer has a central Internet access protected by a proprietary firewall at the main of-
fice. This access is represented by the router with the IP 192.1.73.192 and should, for security
reasons, also be used by teleworkers ("split tunneling" is not allowed). Two HG 1500 boards
are required to combat the routing problem caused by this scenario (default router is in LANT,
Internet in LAN2).

Main office Teleworker 1

-~ )
4@/‘ IP: variable

| Virtual IP: 192.168.3.1

_ (1SDN . VPN Gateway: 217.7.133.164
HiPath 3000 S LAN: 192.168.3.0/30
B 2 T IP: 217.7.133.161/29
oard LAN 2 .
7.133.164/29 ‘M %W p
LAN 1 4
| 3 ¢ > =

LAN1 IP: 192.1.74.194/24
Board 1 LAN 2

Lan !f

LANA IP: 192.1.73.193/24

VPN Client Safenet Sentinel

Internet 4 Teleworker 2
IP: variable

f Virtual IP: 192.168.3.5
” VPN Gateway: 217.7.133.164

.7.133.163/29 LAN: 192.168.3.4/30

,/ Internet Server
e.g. FTP Server

e _
Default router: 192.1.73.192 », . 4
— Encr
LAN: 192.1.73.0/24 Ay <— Encrypted
: kg intranet traffic
| | LAN IP: 192.1.73.192 (voice/data)
e
WAN IP: 62.154.183.3/29 ;
e = . optional firewall via VPN tunnel
j no proxy function < - ¥ Internet traffic

2171 Basic Requirements

Conditions for teleworkers

e Avirtual IP address is configured for each teleworker on the SSH-Sentinel client. Each of
these addresses must be located in a separate subnet as otherwise routing is not possible
between the teleworkers.

e The teleworkers use the LAN2 interface on the teleworker HG (board 2) as a VPN gateway.

e Ifthe teleworkers are using the only IP phones in the network, the optiClient 130 is logged
on at the teleworker HG (board 2). If there are more IP phones available in the LAN, the
teleworker’s optiClient 130 must be logged on at the routing HG (board 1).
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Conditions for the HG boards

Both boards are connected to an Internet telephony connection via the LAN2 interface. As
the use of ISP access routers with NAT involves too many restrictions, only scenarios with-
out NAT are permitted on the access router. For this reason, the ISP must provide two ad-
ditional fixed IP addresses which should be located in the same IP subnet.

The IP of board 2’s LAN1 interface must be located in a separate subnet that also differs
from the customer LAN.

Due to the IP address of LAN1, board 2 should not be the first HG in the system as this
restricts access to the HIP interface.

The default router for board 1 is the central Internet access in LAN1 (192.1.73.192).

Static routes must be configured on board 1 for the virtual IP addresses of the teleworkers.
In this case, the gateway is board 2’s LAN2 interface.

The default router for board 2 is the ISP access router.

NAT can be deactivated on the LAN2 interfaces on HG 1500. This results in a slight in-
crease in performance. The VPN rules must then be used to ensure that no unauthorized
attempts are made to access the HG 1500 boards.

Bandwidth for DSL connections

The total upstream data rate for all teleworkers (typically: number of teleworkers * 128
Kbps) to board 2 should not exceed the downstream data rate set by the Internet provider
for the main location. The volume of data sent by board 1 should continue to never exceed
the volume that can comfortably be received downstream by a teleworker (typically: 768
Kbps or 1024 Kbps). Otherwise, this can have a negative impact on voice quality. The HG
bandwidth in the transmit direction may have to be restricted accordingly. This rule cannot
be implemented for teleworkers that dial into the Internet over narrowband connections (for
example, over ISDN), as otherwise the HG would have to be too heavily restricted.

Except for payload switching and IP traffic between the teleworkers, board 2 does not need
to control (restrict) bandwidth. All other IP traffic is sent by board 1 where it is assigned pri-
ority and limited. To simplify configuration, data/bulk traffic between teleworkers is ignored.
Consequently, the default value (10,000 Kbps) can be left for board 2’s LAN2 bandwidth.

VPN rules

Note that for VPN rules, "more precise" rules must have higher priority than "non-specific"
rules.

The VPN rules specify that the address entry "Host = 0.0.0.0" must not be used to send
data. An address range should always be used in this case (for example, "Range = 0.0.0.1
- 255.255.255.254").
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Central Internet access

The central Internet access (here 192.1.73.192) is used by the local computers in LAN1 as
the default router.

Static routes must be configured on this router for the virtual IP addresses of the telework-
ers and for board 2’s LAN1. These static routes indicate the routing HG (board 1). This
routing can also be performed by another router (for example, board 1).

Digital signatures

Digital signatures (certificates) should be used for authentication in the teleworker tunnel.
This is because individual certificates can be blocked which is not the case for pre-shared
keys.

Each teleworker receives an individual certificate with a unique serial number for authen-
tication. Proceed as described in the HG 1500 Configuration Manual to create certificates
with lightweight CA.

2.17.2 "Routing HG" Configuration (Board 1)

Network interfaces

1.
2.
3.

Enter the LAN1 IP address. 192.1.73.193/24
Enter the LAN2 IP address. 217.7.133.163/29

Activate NAT only if required (NAT offers enhanced security even when IPSec is deactivat-
ed).

Activate the bandwidth control.

Set the interface bandwidth on the basis of the Internet provider's maximum values avail-
able and the upstream calculation specified above. Deduct 5-10% from the calculated
bandwidth. The reason for this is that the bandwidth is measured on board 1’s LAN2 inter-
face for DES encryption. Board 2’s LAN2 uses AES encryption, however, for Internet trans-
mission. For smaller IP packets (G.723/30 ms, for instance), DES requires approximately
10% less bandwidth than AES. For bigger IP packets, the bandwidth discrepancy is signif-
icantly lower (around 1%).
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Routing
Default router: Internet router via LAN1:
Internet 192.1.73.192
Static route: Target network: Gateway via LAN2:
Teleworker 192.168.3.0/24 217.7.133.164
Static route: Target network: Gateway via LAN2:
Board 2 192.1.74.0/24 217.7.133.164

"Internal” VPN tunnel

e Board 1 communicates with board 2 over the "internal tunnel". If HG 1500’s two LAN2 ad-
dresses are both located in the same subnet, the packets are routed locally over the switch
and not over the Internet. As an exception to the rule, DES encryption should be used here
for the "internal tunnel" specifically to relieve the teleworker HG. As the packets are not
routed over the Internet, DES encryption poses no security risks.

Name: Internal

Terminal Device: Host:
217.7.133.164

Encryption algorithm: DES

Session key validity period: 8 hours

VPN Peer Authentication: any
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e PASS rules for accessing HG 1500 and HIP over LAN1.
Default settings:

Service: Any Service
Rule State: Enabled
33 g £

? o £ S< cn @

7] 2T » = -0 o ox
- © 59 O h~ - 0O -9 - £
- mc >.= oo 9 Q0 C O 2 O *
- & O S o 2D cCLm co c
2 55 28 |2 85§ g o €S9 S&
a £ Wwe & <Zc S P P&
1 PASS |No Subnet |192.1.73.0 255.255.255.0 |---

e Tunnel rule for IP packets from the customer LAN to Board 2’s LAN1.
33 g 3

? 5 £ S< cn 9

@ 2 8 » = = -0 S o ox
2 mc Q- T 202 -5 |= £
= L >= 00 o = 0 5
- o0 &3 o =30 cL® cao c
e 45 5z & 53y g2 Ef E§
a E< Wwe & <Zdc R P BPE
5 PASS |Yes |[Subnet [192.1.73.0 255.255.255.0 |--- Internal

Host 192.1.74.194 --
‘PASS ‘Yes Host 192.1.74.194  |--- Internal |---
Subnet |192.1.73.0 255.255.255.0

e Tunnel rule for IP packets from the customer LAN and Internet to the teleworker’s virtual
IP addresses. Although the virtual IP addresses of the teleworkers are located in different
subnets, this is shown here as a subnet with a corresponding netmask (255.255.255.0).

33 g 2
9 5 £ Sa ch |cP
g 2 8 » = =~ 0 S o o=
> o o 2 N~ - N O - S — £
E= L g >.5 oo 9 [T A = o .= [T
= o0 .© e () =D cCL© P) c
s 8§ 5§ & g f 5« 8 55
a £ we & <dc = ==
1000 PASS |Yes IP Addr. |0.0.0.1 255.255.255.254 |--- Internal
Range
Subnet 192.168.3.0 255.255.255.0
1000 ‘PASS ‘Yes Subnet [192.168.3.0 255.255.255.0 |Internal |---
IP Addr. |0.0.0.1 255.255.255.254
Range
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e DENY rule for blocking residual IP traffic.

33 g 3
B c c 2 2 o
o = —~ c»m c
7] = O » = = =0 o ox
o © 5 0 ® D~ =8O -2 -E
= mc = 009 00 c [T o
= R i £SO c<a 2
Q= = Q = cao cC c
o == OO |o T 3¢S o o c O €&
- 5 0 cao > T 3T 5 0 5
65000 DENY |No Host 0.0.0.0

2.17.3 "Teleworker HG" Configuration (Board 2)

Network interfaces
1. Enter the LAN1 IP address. 192.1.74.194/24
2. Enter the LAN2 IP address: 217.7.133.164/29

3. Activate NAT only if required (NAT offers enhanced security even when IPSec is deactivat-
ed).

4. Activate the bandwidth control.

5.  You can set the bandwidth on the interface to the default (10,000 Kbps), (see Section
2.17.2).

Routing
Default router: ISP access router via LAN2:
Internet 217.7.133.161
Static route: Target network: Gateway via LAN2 from board 1:
LAN 1 192.1.73.0/24 217.7.133.163
NAT (if active)

e NAT is not permitted for IKE negotiation either in the incoming or outgoing direction for port
500. Port 500 is therefore open for NAT in the incoming direction.

NAT entry local: local port: global port:
217.7.133.164 500 500
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"Internal" VPN tunnel

e Board 2 communicates with board 1 over the "internal tunnel". If HG 1500’s two LAN2 ad-
dresses are both located in the same subnet, the packets are routed locally over the switch
and not over the Internet. As an exception to the rule, DES encryption should be used here
for the "internal tunnel" specifically to relieve the teleworker HG. As the packets are not
routed over the Internet, DES encryption poses no security risks.

Name: Internal

Terminal Device: Host:
217.7.133.163

Encryption algorithm: DES

Session key validity period: 8 hours

VPN Peer Authentication: any

"Teleworker" VPN tunnel

Name: Teleworker
Terminal Device: Host:
0.0.0.0
Encryption algorithm: AES, 3DES, DES (Default)
Session key validity period: 15 minutes

(maximum timeout after changing
the IP for a teleworker)

VPN Peer Authentication: "Digital signatures" preferred

VPN rules

e PASS rules for accessing HG 1500 over LAN1.
Default settings:

Service: Any Service
Rule State: Enabled
. 33 -
Q g c - ch c?
7] 2 » = = =0 o ox
= m c >.= oo 9 [T = 0 2 [T)
= 4S8 35 |o S 30 C<® co |c2
g 5% 8§ &  83s g 2c S8 5§
S
a £ Wwe & <o e PE PF
1 PASS |No Subnet |192.1.74.0 255.255.255.0 |---
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e Tunnel rule for IP packets from board 2’s LAN1 to the customer LAN.

33 $ =
? 5 £ S< ch c?
2 mc Q= 299 % 82 - > |= £
= ; >= 00 o = [T
S @ .2 o3 ) = ()] cL© c o c e
g 5% 2§ & 835§ 5 2c 58 5§
a Ec we B < T E ==
5 PASS |Yes Subnet 192.1.73.0 255.255.255.0 |Internal |---
Host 192.1.74.194
‘ PASS ‘Yes Host 192.1.74.194  |--- ‘ Internal
Subnet [192.1.73.0 255.255.255.0
e Tunnel rule for IP packets between the teleworker’s virtual IP addresses (subnets).
%3 .
? s £ S con |[c@P
o = ? = =o' Gg OX
=y me |ZE 289 ? 0L T2 [BE
= 4S8 235 |o 30 c<a co |c@2
g 3% 2§ &  8Es g gc 58 5§
a Ec Wwe B <o T E Pr EBE
100 PASS |Yes Subnet [192.168.3.0 255.255.255.252 [Tele- |Tele-
worker |worker
Subnet [192.168.3.4 255.255.255.252
100 PASS |Yes Subnet [192.168.3.4 255.255.255.0 |Tele- |Tele-
worker |worker
Subnet [192.168.3.0 255.255.255.252

e Tunnel rule for IP packets f

rom the customer LAN and Internet to teleworker 1’s virtual IP.

23 g 3
? 3 £ S< con |9
£ mec |22 28D $Q¢C T2 ©&
= ql) 9 oS o o3 o)) cCL© c o [ @
2 5% £8 & 305§ S2¢K S8 S8
a £ Wwe & <o hT £ P PE
1000 PASS |Yes [IP Addr. [0.0.0.1 255.255.255.254 | Internal | Tele-
Range worker
Subnet [192.168.3.0 255.255.255.252
1000 PASS |Yes |[Subnet [192.168.3.0 255.255.255.252 | Tele-  |Internal
worker
IP Addr. |0.0.0.1 255.255.255.254
Range
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e Tunnel rule for IP packets from the customer LAN and Internet to teleworker 2’s virtual IP.

33 g | 2
9 5 £ S cn 9
8 =3 2 i) So O%
2 mec (£ Ry ®Oc 2 o E
= ql, 9 oS ) - ; o)) cLC © c o c 2
2 5% 8 % 30§ S22 S8 S5¢
a E< We B2 <Zc hLE PE RPF
1004 PASS |Yes |IP Addr. |0.0.0.1 255.255.255.254 |Internal | Tele-
Range worker
Subnet |192.168.3.4 255.255.255.252
1004 PASS |Yes |Subnet [192.168.3.4 255.255.255.252 |Tele-  |Internal
worker
IP Addr. |0.0.0.1 255.255.255.254
Range
e Tunnel rule for IP packets from the teleworker, needed for IKE phase1 (virtual IP still un-
known).
. %3 -
3 5 o £ S< - cth |c®
2 0 c o= Ry 0 c 2 |©E
= L >'= 00 o .= [T
- & O S35 |o S 30 = co c 2
2 5% 28 £ 30§ S22 S8 5S¢
a E< We & <o e P BE
64999 PASS |Yes |Host 0.0.0.0 Tele-  |---
worker
e DENY rule for blocking residual IP traffic.
. 33 g 2
¢ 5 5 £ ST cn @
© =3 0 4 %S ° o ox
Z mc (&= 28w B oc $2 |5 £
= C == 00 0= 0 5
5 o .2 3 o S 30 cCL® c o c 2
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a E< wWe |2 <o hLE PE RPF
65000 DANY |No Host 0.0.0.0
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2.18 Home Workstation / Remote Service

2.18.1 Target Configuration

An IP routing is configured in the HG 1500 for the home workstation and/or remote service. The
home workstation or remote PC IP address used must not be an IP address of the local LAN
(local IP addresses are not routed).

If a local LAN is also used on the home workstation, this LAN must use a separate IP address
range (must not be the same as the RDT IP range).

An ISDN adapter or modem must be installed on the home workstation. If an ISDN adapter is
used, the driver NDISWAN must be added as a network card by the manufacturer of the ISDN
adapter (not Windows 2000/XP). A corresponding RDT connection must be configured.

The settings required on the HG 1500 for the home workstation must be made. 195.100.100.1
should be used as the IP address. The subscriber should be identified using the PAP pr The
subscriber should be identified using the PAP procedure with user and password "hipath”.

An RDT network connection should also be configured for the home workstation.

Company
PC
LAN: 196.100.100.x 1.150.101.x
PC
195.100.100.1
RDT PC Pe
NDISWAN
NETWAYS o
ISDN card 8 PC
(3]
T <
©
------- > o W; 1500
= I
(o]
24
T R — —_>

PC
195.100.100.2

COM1
analog

Modem «
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Configuration Steps

WBM Settings

1. Inserta PSTN peer:
"Explorers > Routing > PSTN (right-click) PSTN Peers > Add PSTN Peer".

Configure the following data for the PSTN peer:

Peer Name: Homeworker

IP Address of PSTN Peer: 195.100.100.1

IP Address of Local PSTN Interface: 0.0.0.0
Maximum Data Packet Size (Byte): 1500
Negotiate IP Address: deactivated

PSTN Connection Type: normal

Short Hold Mode: activated

Short Hold Time (sec): 60
The "Short Hold Time" should be set to at least 60 seconds, otherwise the connection
may be aborted as connection setup may take longer than 30 seconds.

PPP Authentication: activated

PAP Authentication Mode: PAP Host
PAP Password: hipath

PPP Username: hipath

The default values are used for all other parameters.

2. Configure the IP routing.
"Explorers > Routing > IP Routing > Static Routes > (right-click) Add Statistic Route".

Configure the following data for the static route:

Route Index: 1

Route Name: Homeworker

Destination IP Network/Host: 195.100.100.1
Destination Netmask: 255.255.255.0

Route Gateway: 195.100.100.1
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3. Configure a PSTN station number for the PSTN peer:
"Explorers > Routing > PSTN > PSTN Peer > '"Homeworker’ > (right-click) Add Station
Number".

Enter the station number of the homeworker’s trunk connection, e.g. 07807242190.

PC settings
1. Configure an RDT network connection for the home workstation.

Create a new RDT connection using the Network Connection Wizard. Choose the AVM
NDIS WAN CAPI driver as the device for this connection.
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2.19 Administration via RDT Connection (Remote Access)

2.19.1 Target Configuration

With this configuration, you can administer a HG 1500 board connected via ISDN/PPP from a
PC.

WEM soession via
PPP connaction

HiPath 2000 T ST
with HG 1500

PPP via 15D

Administration PC
with Talnat client
or WEBM client

LAN Interface 1

Hub

e

Client optiPoint P client

Prerequisites

e To create a service entry with HiPath 3000 Manager E an empty database must be avail-
able on the board.

e To create a service entry with WBM, the PSTN peer being used must have an MSN. PAP
or CHAP authentication must also be activated.
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2.19.2 Configuration Steps

HiPath 3000 Manager E
1. Specify the Sy expansions and the ISDN parameters for the call numbers to be used.

2. Use HiPath 3000 Manager E to transfer the modified database back to the system.

WBM Settings

1. Set the general data for the PSTN route: "Explorers > Routing > PSTN > (right-click) Edit
Global PSTN Data".

2. Insert a PSTN peer:
"Explorers > Routing > PSTN > (right-click) PSTN Peers > Add PSTN Peer".
The PSTN peer must have an MSN. PAP or CHAP authentication and the "Service Entry"
function must be activated for the PSTN peer.

3. Configure an administrator access in the WBM for the IP address of the administration PC.

4. Save the settings.

Administration PC
1. Specify the parameters for the dial-up connection to the HG 1500 board.
2. Where applicable, enter routes on the client PCs used.

3. Start the WBM session on the PC and perform the administration tasks.
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2.20 Internet-Based Administration

2.20.1 Target Configuration

With this configuration, you can administer a HG 1500 board that can be accessed from a PC
via the Internet.

WEM sassion in
VBN tunnal

HiPath 2000 \

with HG 1500 I'\

Intarnet

PPP via
ISDMNPETN

Client optiPoint PC client Administration PG

Prerequisites
e An xDSL modem is connected.
e The HG 1500 board features a PPTP connection to the Internet.

e The administration PC is connected to the Internet via an ISDN connection.
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2.20.2 Configuration Steps

WBM Settings

1. Switch the second LAN interface to a DSL application.

2. Setthe relevant PSTN routing parameters in the LAN mask.

3. Configure an administrator access in the WBM for the IP address of the administration PC.
4

Add a suitable NAT entry:

Local IP Address: IP address of the gateway’s LAN 1 interface,

Local Port/Global Port: 8085,

Protocol: TCP.

These settings apply to unencrypted HTTP access, that is, without SSL and VPN.

5. Save the settings.

Administration PC
1. Where applicable, enter routes on the client PCs used.

2. Start the WBM session on the PC and perform the administration tasks.
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2.21 IP Accounting at Teleworker PCs

2.21.1 Target Configuration

The HG 1500 board counts the IP traffic bytes received and sent via the PPP connections. This
happens for all data traffic between IP address pairs. The information on IP packets sent is
saved on the HG 1500 board and can be transferred to an IP Accounting client connected to
the board.

In the following scenario, a teleworker PC is connected to a HG 1500 board via ISDN/PPP.

PEP via [SDN

HiPath 3000
with HG 1500 Taleworker PO

I Accounting
sarvar

PC oA PG with
IFP Accounting client

Prerequisites
e An ISDN card is installed on the teleworker PC.

e IP Accounting client software (for example MSI teledata) is installed on the IP Accounting
client PC).

e The HG 1500 board is allowed to access the teleworker PC.

e The Sj expansions and ISDN parameters for the relevant call numbers are configured in
HiPath 3000 Manager E.
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2.21.2 Configuration Steps

HiPath 3000 Manager E
1. Specify the Sy expansions and the ISDN parameters for the call numbers to be used.

2. Use HiPath 3000 Manager E to transfer the modified database back to the system.

WBM Settings
1. Configure an IP Accounting client.

2. Set the general data for the PSTN route: "Explorers > Routing > PSTN > (right-click) Edit
Global PSTN Data".

3. Inserta PSTN peer:
"Explorers > Routing > PSTN > (right-click) PSTN Peers > Add PSTN Peer".

4. Save the settings.

IP Accounting client PC
1. Specify the parameters for accessing the IP Accounting server.
2. Specify the parameters for the data source and ISP.

3. Specify the parameters for transferring the billing data.

Teleworker PC
1. Specify the parameters for dial-up access via the HG 1500 board.

2. Where applicable enter routes on the PCs used.
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2.22 IP Accounting at the Internet Connection

2.22.1 Target Configuration

The HG 1500 board counts the IP traffic bytes received and sent via the PPP connections. This
happens for all data traffic between IP address pairs. The information on IP packets sent is
saved on the HG 1500 board and can be transferred to an IP Accounting client connected to
the board.

In the following scenario, the HG 1500 board is connected to the ISP/Internet via a DSL mo-
dem. The IP traffic from/to the Internet is counted.

HiPath 3000 IP Accounting
with HG 1500 sarvear

=

PCA PG with
[P Accounting client

Prerequisites
e An xDSL modem/splitter is installed.
e The HG 1500 board is connected to the Internet via a PPPoE or PPTP connection.

e An Internet account is created.
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2.22.2 Configuration Steps

WBM settings for HG 1500

1. Configure an IP Accounting client.

2. Switch the second LAN interface to a DSL application.

3. Setthe relevant PSTN routing parameters in the LAN mask.
4

Save the settings.

IP Accounting client PC
1. Specify the parameters for accessing the IP Accounting server.
2. Specify the parameters for the data source and ISP.

3. Specify the parameters for transferring the billing data.

Other PCs

1. Where applicable enter routes on the PCs used.
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2.23 IP Accounting Between LAN 1 and LAN 2

2.23.1 Target Configuration

The HXG3 board counts the IP traffic bytes received and sent via the PPP connections. This
happens for all data traffic between IP address pairs. The information on IP packets sent is
saved on the HG 1500 board and can be transferred to an IP Accounting client connected to

the board.

In the following scenario, the HG 1500 board is connected to two LANs. The IP traffic between
these LANs is counted.

PCEB
HiPath 3000 IP Accounting R
with HG 1500 SEvar
Hub i
PG A PG with
IP Accounting client

Prerequisites
e Atleast one LAN is available in each PC.

e The HG 1500 board is connected to both LANSs.
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2.23.2 Configuration Steps

HiPath 3000 Manager E
1. Specify the Sy expansions and the ISDN parameters for the call numbers to be used.

2. Use HiPath 3000 Manager E to transfer the modified database back to the system.

WBM Settings
1. Configure an IP Accounting client.
Activate IP Accounting for the second LAN interface.

Switch the second LAN interface to a LAN application.

0D

Save the settings.

IP Accounting client PC
1. Specify the parameters for accessing the IP Accounting server.
2. Specify the parameters for the data source and ISP.

3. Specify the parameters for transferring the billing data.

Other PCs

1.  Where applicable enter routes on the PCs used.
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2.24 Setting up a VPN Configuration

2.24.1 Target Configuration

ument.

The STMI2 card on the HiPath 3800 is referred to as a HG 1500 throughout this doc-

e Two HG 1500 boards on different HiPath systems should be switched to secure mode. Ap-
propriate certificates for access over SSL are generated via the CLI interface.

e VPN functionality should be enabled on the HG 1500 boards in both systems.
e The first configuration example illustrates tunnel configuration via a pre-shared key.

e A Lightweight CA should be activated; the relevant peer certificates and a CRL list are gen-
erated. X.509 and PKCS#12 certificates should be exported and imported.

e Internet access should be set up for the corporate network.

e SSH Sentinel VPN clients (teleworkers) and the associated tunnels and rules should be
activated according to the following specifications:

e Communication between the VPN client and the HiPath 3000 target system provided
for this.

e No communication between VPN clients.
e Allow communication between VPN clients.
e Configure Internet access for the VPN client.

e Server certificates should be generated for secure data exchange between the two gate-
ways.
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Ovenview scenario

" | Teleworker 2
= - (ISDN)
By | Teleworker 1
A ; (DsL)

SIEMENS

2.24.2 Setting up SSL via a V.24 Interface and CLI

1. Set up access to the HG 1500 in HiPath 3800 via the V.24 cable connected and enter the
CLI command reset secure.

This deletes all configuration data associated with the board apart from the IP address. The
board reboots and is set to the SSL Enabled mode. The V.24 interface is now the only
means of access for board administration.

You can use the show mode CLI command to check whether the board is really in secure
state. You will see that only V.24 mode is enabled and all other modes, such as Telnet and
HTTP, are disabled.

2. To administer the HG 1500 via SSL, create and activate a self-integrated SSL server cer-
tificate via CLI, which may look like this for instance:
create ssl cert HG_Group_1 1 "CN=192.168.1.242" 2006/06/12/00:00:00
2008/07/01/00:00:00
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As you can see, no information about the type of signature algorithm or the length of the
public key is specified. These values are automatically assigned by the HG 1500. This cer-
tificate should only be used for accessing the HG 1500 initially and should be subsequently
replaced by a certificate generated via the HG 1500 that contains all of the required data
(such as issuer and subject names for instance).

The name HG_Group_1 is for administrative purposes only and will subsequently appear
in the WBM to identify the certificate.

The LAN 1 IP address of the HG 1500 must be entered as the Common Name (CN) for this
certificate. Please observe the date format Year / Month / Day.

Once the command is entered, the fingerprint of the certificate that has just been generated
is displayed. Make a note of this hexadecimal numeral.

Only an unmodified certificate shows exactly the same fingerprint.

The fingerprint is important for checking the generated certificate at a later time.

You can output the fingerprint of the certificate currently active with the show finger-
print CLI command. Please note that if you create and activate multiple certificates one
after the other with CLI, the fingerprint output only ever refers to the last certificate activat-
ed.

3. Usethe enable ssl1 CLI command to switch the board to secure mode and then use
show mode to check the operating states now set after the board restart. The following
operating states are correct:

e V24 enabled

e Telnet disabled
e HTTP disabled
e HTTPS enabled
e |Psec disabled

The board can now also be administered via WBM and the HTTPS protocol.
All functions that require a TFTP server (download software for instance) are no longer
available after SSL has been activated.
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2.24.3 Additional Administration Steps over WBM and HTTPS

1. Use Internet Explorer to establish a connection to the HG 1500 in HiPath 3800 using the
HTTPS protocol. Enter https:// and the correct IP address in the browser’s address line as
depicted in the following figure:

A Local administrator login - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

QEack ~ &3 - ¢ [2] | - search < Favorites | -~ ia = i
Address | hitps:192.168.1.242

Check the originator information and validity data for the certificate offered. It must match
the self-signed SSL server certificate generated via CLI. Click "Details". Browse to the end
of the list with the scroll bar and click the entry "Fingerprint".

The complete fingerprint is displayed as a hexadecimal numeral in the lower window. Com-
pare this numeral with the hexadecimal numeral that you noted when the SSL server cer-
tificate was created with the CLI command.

If the two fingerprints are identical, the certificate is unchanged and you can ac-

A cept it. If the two fingerprints are not identical, this may indicate an attempted
attack. Appropriate measures should be taken. Under no circumstances should
you continue with the configuration.

You can log on to the WBM once you have confirmed the certificate fingerprint.

2. Since the certificate just created via the CLlI is only a "minimal certificate", you must now
generate a self-signed server certificate for the HG 1500 in the HiPath 3800 with all of the
relevant data:

"Explorers > Security > SSL > (right-click) Certificate Generation > Generate Self-Signed
Certificate".

All of the data in these sample configurations are only intended as examples.

A The actual data (such as the type of signature algorithm, the beginning and end
of certificate validity or the length of the public key for instance) for your custom-
er certificates is described in the requirements specifications for your installa-
tion.
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End Time of Walidity Period (GMT):
CRL Distribution Paint:

Information

S5L-Server-certificate
SelfSigned Peer Certificate

2

0z

mdaRSA

Thursday, 02/01,.2007 00:00:00
Tuesday, 02/01.2011 00:00:00

-lssued hy CA

Country (C):
Organization (O}
Organization Lnit (OU):
I:

Common Mame [CH

CE

Siemens Enterprise
Tl

192.168.1.242

-Subject Name
%

0

Country

—

Organization

—

Ie
I:
Crganization Lnit (0L
I:

Cammon Mame (CH

DE

Siemens Enterprise
Tl

192.165.1.242

-Subject Alternative Name
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3. Set md5RSA as a signature algorithm (with a public key length of 1536 bits) with a validity
period of four years (beginning and end of certificate validity).

The serial number is an important element. Each certificate must have a unique serial num-
ber for each system. The network administrator must keep a list of all certificates with their
serial numbers and validity periods.

4. Enter the IP address of the HG 1500 under CN in the "Subject Name" field. This ensures
that the certificate does not need to be accepted each time the WBM is registered via SSL
once it has been permanently installed in Internet Explorer.

The Subject Alternative Name should contain the IP address of the PSTN peer for remote
access.

5. Make a note of the fingerprint of the certificate generated.
6. Now activate the server certificate you have generated:

"Explorers > Security > SSL > Certificate Management > Server Certificates > right-click
the certificate already generated > Activate Certificate". This automatically deactivates the
certificate generated via CLI.

E| J 59L
@ Certificate Generation
El _4 Certificate Management
------ # Trusted Ca Certificates
=- _ 4 Server Certificates

...... hig3500 {active)

S3L-5erver-certificaty

Display Certificate

Delete Certificate
Export Certificate [X.509]
Import Updated Certificate [x.509]

Activate Certificate

Help
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7. Delete the inactive certificate originally generated via CLI:

"Explorers > Security > SSL > Certificate Management > Server Certificates > right-click
the certificate generated via CLI > Delete Certificate".
E-al 551
@ Certificate Generation
EI _4 Certificate Management
------ # Trusted CA Certificates
=- _ 4 Server Certificates
= hgas00

L] S5l-Ser Display Certificate

Delete Certificate

Excport Certificate [¥.509]

Import Updated Certificate [».509]
Activate Certificate

Help I

Aznea dmnlab W findmam

8. The certificate generated and activated with WBM should now be permanently installed in
Internet Explorer. To do this, log off from the WBM and close the Internet Explorer. You will
see the new certificate the next time you log on to the WBM. Compare the fingerprint and
install the certificate permanently. To do this, follow the instructions in the installation rou-
tine.

Once the certificate is installed on your PC, it can be viewed at any time in Internet Explorer
under "Tools - Internet Options - Content - Certificates".
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2.24.4 Configuring Tunnels with Pre-Shared Keys

Never enable IPsec before all the rules required for smooth operation have
A been set. The rules act like firewall entries and can restrict access to the board.

If you enable IPsec too soon and thereby prevent access to the board, you can

use the command disable ipsec over V.24/CLI to disable the IPsec function.

First of all add one IPSEC license to each of the HiPath systems. A CA license is not required
for configuring a tunnel with pre-shared keys.

i Security

------ # MAC Address Filkering

------ # IP Address Filkering

------ & IP Accounting

-] IP Administration Access
SR— RN

~- @ Linhtweight CA
_| Certificate Management
-] Services

_| Tunnels

-] Rules

“o- @ Public Key Infrastructure (PKD
[+ S5L

1. Set the LAN2 interfaces for the HG 1500 boards to "DSL Connection Type PPPoE":"
"Explorers > Network Interfaces > (right-click) LAN2 > Edit LAN2 Interface".

You must enter the following data for the HG 1500 of the HiPath 3800 in the example:
Use the Second LAN as: DSL Connection Type PPPoE

IP Parameters

Remote IP address of the PPP connection: 1.0.0.2

Local IP Address of the PPP Connection: 1.0.0.1

Maximum Data Packet Size (Byte): 1492

Negotiate IP Address: request a new IP address

General PPP Parameters

Default router: yes
Internet Access with DNS Request: yes
Name of the Internet Service Provider: ISP name
PPP Default Header: yes
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IP Header Compression:
Send LCP Echo Request:
Automatic PPP Connection:
Automatic PPP Reconnection:

Short Hold
Short Hold:
Short Hold Time (sec):

Authentication

PPP authentication:

PPP User Name:

PAP Authentication Mode:
PAP Password:

CHAP Authentication Mode:
CHAP Password:

Data Compression
STAC Data Compression:
MPPC Data Compression:

Address Translation
NAT:
Address Mapping:

QoS Parameters of Interface
Bandwidth of Connection (Kbps):

Bandwidth Control for Voice Connections:

Bandwidth Used for Voice/Fax (%):
QoS Capability:
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no
yes
yes
yes

no
no input

yes
assigned by the ISP
PAP Client
assigned by the ISP
not used

no input

no
no

yes
no

256 (as agreed by the ISP)
yes

80

Identical
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Information on the fields:

e The defaults for "Remote IP Address of the PPP Connection" and "Local IP Ad-
dress of the PPP Connection" should not be changed, even if "Negotiate IP Ad-
dress"” is set to "request new IP address". These entries are needed for the PPPoE
interface if there is no IP address available for the PPPoE interface.

o "Default router: yes" means that all IP data traffic is routed to remote IP subnets
(such as the Internet). "Default Routing via: DSL" then appears when you select "Ex-
plorers > Routing > IP Routing > (right-click) Default Router". The option "IP Address
of Default Router: 1.0.0.1" is not used here.

Activating "Bandwidth Control for Voice Connections" gives priority to Voice over
IP. The number of calls permitted is limited by the bandwidth.

If "Bandwidth of Connection (Kbps)" is set, the correct value must be set for the up-
stream speed for the Internet connection.

The "Bandwidth Used for Voice/Fax (%)" option sets a restriction for the maximum
amount of bandwidth that can actually be used for Voice over IP.

Note: Incoming traffic shaping cannot be performed on the HG 1500 WAN interface.

2. Configure "Automatic Control of Disconnect (ACD)" so that the Internet Service Pro-
vider does not clear down the DSL PPPoE connection at an unsuitable time (generally ev-
ery 24 hours).

In our example, the time of the cleardown and redial is set to 03:00 (hour = 3, minute = 0,
seconds = 0):
"Explorers > Network Interfaces > LAN2 (DSL-PPPoE) > (right-click) Edit ACD".

ACD Configuration
Connection Time: (connection time display only)
Force Reconnect at: 3 0 O

3. Click "Apply" now.

4. Configure the DynDNS Service so that your dynamic IP address assigned by the ISP can
be entered in the DNS.
"Explorers > Basic Settings > DynDNS > DynDNS Service > (right-click) Edit DynDNS

Configuration®.

User name: <Logon User DynDNS>
Password: <Password>

Retype Password: <Password>

Host name: hipath3800

Domain name: dyndns.org

Last update: (if completed)

IP Address at DynDNS: (display only)
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Own dynamic IP Address: (display only)
Enable Wildcard: no

Mail Exchanger: no

Backup MX: no

Use HTTPS for Update: yes

Information on the fields:

e ‘"<Logon User DynDNS>" is the user name (User) and <Password> is the password
(PASS) that you selected when you logged onto the DynDNS service (here
dyndns.org). You must have a valid user name and a valid password.

e Host name is the first part of the DNS name of the LAN2 interface. In the example, the
entire DNS name is therefore "hipath3800.dyndns.org".

e Last Update contains the date and time of the last update (if completed).

5. Configure the Update Timer DNS Names for updating the DNS name periodically. The up-
dating time only applies to VPN rules and the DynDNS names used in them. An IP address
that may have been recently assigned by the Internet Service Provider is therefore updated
at least every 10 minutes:

"Explorers > Basic Settings > DynDNS > Update Timer DNS Names > (right-click) Edit Up-
date Timer for DNS Names".

Update Timer for DNS Names:
Update DNS Names: yes
Update Timer Value for DNS Names (sec): 180

6. Now click "Apply" and then click "OK" in the "Action completed successfully" window.
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7. To use DNS names, the "DNS" service must be activated in a PASS rule. The "DNS" ser-
vice and the associated PASS rules are already configured by default (Rule Priority 10).
An additional rule is required to register and update a DynDNS (Rule Priority 6490). This
is also provided in the default. Both rules must be activated:
"Explorers > Security > VPN > Rules > Configured Rules > (right-click) Edit Rule > Activate
Rule" (Rules 10 and 6490).

8. Configure a tunnel from the HiPath 3800 to the HiPath 3500:
"Explorers > Security > VPN > Tunnels > (right-click) Configured Tunnels > Add Tunnel".

The following is an example of the settings for the HG 1500 in the HiPath 3800. Please
note that all settings must also be made on the remote station in line with the correct val-

ues.

Tunnel Name: toHiPath3500

Local Tunnel Endpoint Type: DNS Name

Local Tunnel Endpoint Address: hipath3800.dyndns.org

Remote Tunnel Endpoint Type: DNS Name

Remote Tunnel Endpoint Address: hipath3500.dyndns.org
Suggested Encryption Algorithms: AES and DES and 3DES
Suggested Hash Algorithms: MD5 and SHA1

Session Key Handling: Automatically, using IKE protocol
Suggested Lifetime of the Session Keys: 8 hours (default)

Suggested Lifetime of the Key Exchange Session: 8 hours (default)

Suggested Data Volume of the Session Keys: unlimited (default)

Select the option "Key Exchange Data" and enter the key exchange parameter for this
new tunnel:

Activate "Perfect Forward Secrecy": yes

VPN Peer Authentication Pre-shared keys

Method:

Pre-Shared Key: ool

Suggested Diffie-Hellman Groups: DH Group 2, DH Group 5

Information on the fields:

e Thelocal tunnel endpoint address contains the DynDNS name of the local LAN2 inter-
face.

e Theremote tunnel endpoint address contains the DynDNS name of the LAN2 interface
on the remote station.
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e Do not change the default values for encryption and hash algorithms. DES is only list-
ed for compatibility reasons and should not be used as an encryption algorithm.

e Select "Pre-shared keys" as the VPN Peer Authentication Method and enter a suffi-
ciently long and secure password for the pre-shared key. Make a note of this data. The
same password must also be entered in the tunnel in the remote system.

e Accept the suggested Diffie-Hellman groups.

9. Define all rules that are required to enable both HiPath systems to communicate via the
tunnel:
"Explorers > Security > VPN > Rules > (right-click) Configured Rules > Add Rule".

Start with a rule for accessing the administration PC on the HG 1500. This rule should
have second highest priority. The following is a list of the inputs in the individual fields for
this kind of rule using the HG 1500 in HiPath 3800 as an example:

Priority: 2

Service: Any Service
Rule-Based Action: PASS
Encryption Required: No

Enable Rule: Yes

Source Address Type: Subnet
Source Address IP Address: Subnet Ad- 192.168.1.0
dress:

Source Address Subnet Mask: 255.255.255.0
Destination Address Type: Subnet
Destination Address IP Address: 192.168.1.0
Source Address Subnet Mask: 255.255.255.0

Information on the fields:

e Priority: The highest priority is 1, while the lowest is defined as 65000. The more pre-
cise the rule, the higher the priority should be. A rule for a subnet (for example, from
source 192.168.1.0 to destination 192.168.2.0) must therefore be assigned a lower
priority than a rule that only affects a single computer (for example, source
192.168.1.10 to destination 192.168.2.20).

e Enable Rule: If this option is activated, this rule automatically becomes effective when
IPsec is activated.

e Encryption Required: This is not needed in the current scenario because the rule is
only used for accessing the HG 1500 from the home subnet.
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10. Configure a rule for communication with the other HiPath systems via the configured

tunnels using the following data:
Priority:

Service:

Rule-Based Action:

Encryption Required:

Enable Rule:

Source Address Type:

Source Address IP Address: Subnet Ad-
dress:

Source Address Subnet Mask:
Destination Address Type:

Destination Address IP Address: Subnet Ad-

dress:

Subnet Mask:

Tunnel on Receive Side:
Tunnel on Transmit Side:

100

Any Service
PASS

yes

yes

Subnet
192.168.1.0

255.255.255.0
Subnet
192.168.2.0

255.255.255.0
No Tunnel Assignment
toHiPath3500

This rule makes it possible to access the administration PC on the HG 1500 and to
access all network components on the HG 1500 (such as IP telephones).

Information on the fields:

e Priority: In this scenario, the priority is set to 100. This leaves enough space (from pri-
ority 3 to 99) to add any rules with higher priority to the configuration.

e Encryption Required: Of course the data should be encrypted between the two sub-
nets. The encryption process was previously defined in the tunnel configuration.

e Tunnel on Receive Side: No tunnels are assigned. The entry is needed for the counter

rule.

e Tunnel on Transmit Side: The previously defined tunnel named "toHiPath3500" is as-
signed here. The assignment of a tunnel to a rule can read as follows: "I, the Source
Address with subnet 192.168.1.0, wish to send data to the Destination Address with
subnet 192.168.2.0. | am sending the data (from the transmit side) to the tunnel with

the name "toHiPath3500".
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11. Now configure a counter rule for the source address 192.168.2.0 to the subnet 192.168.1.0

so that it is also possible to configure a tunnel from the remote station (HiPath 3500).
"Explorers > Security > VPN > Rules > Configured Rules > (right-click) selected rule > Add

Rule for Opposite Direction".

A rule with the following data is created automatically and simply needs to be accepted:

Priority:

Service:

Rule-Based Action:
Encryption Required:
Enable Rule:

Source Address Type:

Source Address IP Address: Subnet Ad-
dress:

Source Address Subnet Mask:
Destination Address Type:

Destination Address IP Address: Subnet Ad-
dress:

Subnet Mask:
Tunnel on Receive Side:
Tunnel on Transmit Side:

Information on the fields:

100

Any Service
PASS

yes

yes

Subnet
192.168.2.0

255.255.255.0
Subnet
192.168.1.0

255.255.255.0
toHiPath3500
No Tunnel Assignment

e The values for "Tunnel on Receive Side" and "Tunnel on Transmit Side" in the previ-
ously defined rule are swapped. A tunnel on the transmit side is not assigned because
the rule has already been defined for the transmit direction.

e Rules for the opposite direction receive the same priority as the rules from which they

were derived.

e "NAT"is not performed for tunnel rules.

Set the alive monitoring procedure to TCP for IP networking or IP trunking (Ex-
plorers > Voice Gateway > PBX > IP Networking Data). Additional VPN rules
would otherwise be needed for the ICMP procedure.

PPPoE configuration.

A static route can only be configured with fixed IP addresses. As a result, all
destinations must be reachable over the "default router" when using dynamic IP
addresses. The default router is transferred by the ISP to the gateway during

A31003-H3590-M102-7-76A9, 06/2012
HiPath 3000/5000 V9 Configuration Examples, Administrator Documentation

2-123



Practical Examples for HG 1500
Setting up a VPN Configuration

In HG 1500 V5.0 and later, a NAT rule is not required for UDP Port 500 (= ISAK-

no longer performed for ISAKMP packets (hard coded).

MP /IKE). The port is automatically opened on the WAN interface and "NAT" is

12. If all rules and tunnels have been configured correctly, then activate the tables configured.

This transfers all rules and tunnels to the "Active Rules" and "Active Tunnels" folders:
"Explorers > Security > (right-click) VPN > Activate the Configured VPN Tables".

9 Security

------ # MAC Address Filkering
------ # IP Address Filkering

------ # [P Accounting

(-] IP Administration Access

bt Display General Infarmation

| Activate the Configured YPN Tables
E-_ 1 IPsecon
El 3 Reset toinsecure mode
_ Help
=1+ _4 Rules
- B[] Active Rules
=4 Configured Rules
Ly 2
13. Activate the IPsec function: "Explorers > Security > (right-click) VPN > IPsec on".
4 Security

------ # MAC Address Filkering
------ # IP Address Filtering

------ # [P Accounting

-] IP Administration Access

=@ _
— Display General Information
_; Activate the Configured WPH Tables
_1 IPsec on
B3 paset ko Insecure mods
.
& Help
(=4 Rules

_; Active Rules

=4 Configured Rules
. 10
. 100
. 100
. £400
L@ 6500

------ # Public Key Infrastructure

14. Save your configuration by clicking the red diskette icon in WBM.
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15. Save the configuration to an external data medium:
"Maintenance> Configuration > VPN/SSL Data > (right-click) Load from Gateway > Load
via HTTP".

_4 Configuration
El _ 4 Configuration Data

b n@* Load From Gakeway

| = - e 4a Load to Gateway
= J WPMSSSL Data

------ q@* Load From Gateway

...... ,‘ﬁ 48 Load to Gateway Load wia HTTP

Help

Java Applet \Window

16. Now set up the remote station as appropriate.
To check the routing function using the tunnel you have created, start a ping to an IP ad-
dress on the remote side.
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2.24.5 Deleting Tunneling and Rules

A tunnel with digital signatures should be used instead of a tunnel with pre-shared keys. Be-
cause it is not possible to change a tunnel once it has been set up and activated, this tunnel
must first be deleted. However, it is only possible to delete a tunnel if no rules are assigned to
it. This means that all associated rules must also be deleted.

1.

Delete all rules for the tunnel previously created in all HG 1500 boards in your network.
(Alternatively, you can also configure just the new tunnel, reassign the rules to the new tun-
nel and then delete the old tunnel):

"Explorers > Security > VPN > Rules > Configured Rules > (right-click) selected rule > De-
lete Rule".

Rule 2 only governs access from the administration PC to the HG 1500 and thus has no
connection with any tunnel. Do not delete this rule.

Delete the tunnel on all HG 1500 boards in your network:
"Explorers > Security > VPN > Tunnels > Configured Tunnels > (right-click) selected tunnel
> Delete Tunnel".

The rules and tunnels are still contained in the "Active" folder. Up to now, you could only

delete references to these tunnels and rules. The original configuration, however, remains
active. You must activate the deleted VPN tables in order finally to deactivate the tunnels
and rules. Activate the new configuration:

"Explorers > Security > (right-click) VPN > Activate the Configured VPN Tables".

Save your configuration by clicking the red diskette icon in WBM.
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Setting up a Tunnel with Digital Signatures

Add the CA license to one of the HiPath systems in your network. In the sample scenario,

this should be performed in the HiPath 3800.

Generate a self-signed lightweight CA certificate via HG 1500 WBM administration on this

system:

"Explorers > Security > VPN > (right-click) Lightweight CA > Generate CA Certificate".

The certificate should contain the following data:

Certificate Name:

Serial Number of Certificate:
Type of Signature Algorithm:

Validity period:

CRL Distribution Point:
Country (C):

Organization (O):
Organization Unit (OU):
Common Name (CN):
Subject Alternative Name:

Public key length:

Information on the fields:

IPsec LW CA
1

sha1RSA

10 years
(leave empty)
DE

Siemens

TI

LWCA

Space for additional information (alterna-
tive)

1536 bits

e Entera unique name for the certificate. This makes identification much easier at a later

stage.

e If the customer wants to set up VPN clients for teleworkers, you should note that the
Safenet Sentinel SSH client does not support certificates with a digital signature algo-

rithm or DSA.

e Serial Number: You can assign 1 as the serial number even though you have already
defined a CA certificate with this number under SSL CA. However, there is no connec-
tion between an SSL CA and a lightweight CA. The same applies for the server and

peer certificates.

e Certificate validity cannot be extended at a later point.

3. Make a note of the fingerprint of the certificate you have just created.
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4. Next export this self-signed lightweight CA as an X.509 certificate:
"Explorers > Security > VPN > Lightweight CA > (right-click) selected certificate > "Export
Certificate [X.509]".

] Security

------ # MaC Address Filkering

------ # 1P Address Filkering

------ & IP Accounting

-] IP Administration Access
=l VPN

E| J Lightweight CA

: RS NIPsec LWiCA Certificate

I [ ] Certificate Management Display Certificate
[#- ] Services Delete Certificate
(=4 Tunnels Expart Certificate [%,509]
Fo) T WIS Generate CA-Signed Peer Certificate [PKCS#12]
e Configured Tunnels
-4 Rules Ilpdate CA-Signed Peer Certificate [%.509]
[#-[ ] Active Rules izenerate Certificate Rewvocation Lisk (CRL)
= J Configured Rules Help
o 7
: i Java applet \Window .

5. Save the certificate shown in the ensuing dlalog on a data medium.

6. Now import the lightweight CA you just exported as a trusted CA certificate to all HG 1500
boards in your network:
"Explorers > Security > VPN > Certificate Management > Trusted CA Certificates > (right-
click) Configured Certificates > Import Trusted CA Certificate [X.509]".
Enter a descriptive, meaningful name for the certificate such as LWCA for instance.

------ » M.ﬁ.C Address Filkering
------ # [P Address Filtering

------ & IP Accounting

-] IP Administration Access

Explorers -l VPN

i ; =4 Lightweight CA
Basic Settings [ IPsec LWCA Certificate
Security = J Certificate Management

El J Trusted CA Certificates

e » .ﬂ.ctwe Certlﬂcates
Routing - rHificates o — -
Voice Gatew gy Peet Certlflcates Import Trusted CA Certificate [¥,.509]
-] Services Help
VYCAPI i -
=4 Tunnels Java Applet \indow

Always remember to compare the fingerprint with the one noted in step 3 when importing
certificates. The certificate is only trustworthy if both fingerprints are identical.

7. Generate an empty certificate revocation list:
"Explorers > Security > VPN > Lightweight CA > (right-click) selected certificate > Generate
Certificate Revocation List (CRL)".
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=l YPN

=4 Lightweight C&

e [Psec LWCA Certificate
=] q Certificate Management Display Certificate
E| _4 Trusted CA Certificates Delete Certificate

o # Acive Certificates g0 Cortificate [1.509]
-9 Configured Certific

rm

_ N lwica Generate CA-Signed Peer Certificate [PKCS#1:
L. Peer Certificates Update CA-Signed Peer Certificate [¥.509]
[ Services Generate Certificate Revacation Lisk (CRLY
-
3 o

A practical validity period for a certificate revocation list will depend on the customer’s se-
curity requirements with regard to the likelihood that certificates issued will need to be en-
tered in the list (if an unreliable or dismissed employee should be denied access to the sys-
tem for instance). High security with a certificate revocation list validity period of a few days
means that a new list needs to be generated, saved and imported into all HG 1500 boards
before the validity period expires. In the example, the validity period should be one year.

8. Save the certificate revocation list to a data medium.

9. Import this certificate revocation list into the trusted CA certificate associated with all HG
1500 boards in your network:
"Explorers > Security > VPN > Certificate Management > Trusted CA Certificates > Con-
figured Certificates > (right-click) selected certificate > Import Certificate Revocation List
(CRL)".
-] IP Administration Access
-l YPN
=~ 4 Lightweight CA
- IPser LWCA Certificate
= _q Certificate Management
EI _ 4 Trusted CA Certificates
E ------ # Active Certificates
=2 _ 4 Configured Certificates

E - M

‘o Peer Certific. Display Certificate
-] Services Dielete Certificate
-3 Tunrels Display CRL
-] Rules : T
: nport CR
Lo Public Key Infras gt

[#-[F 35L Help

You can display this certificate revocation list anytime.

If a certificate (for example, belonging to a teleworker) should be declared as blocked, then
a new certificate revocation list must be created via the lightweight CA which then contains
this expired peer certificate.

After this, the new certificate list must be re-imported into all trusted CA certificates.
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Warning: By definition, a certificate revocation list (CRL) is not replaced before its validity
period elapses. Two valid CRLs would then be in circulation, which means that theoretically
a man-in-the-middle attack could take place even after certificates are replaced. The rela-
tively short CRL validity (a few days for instance) would provide effective protection, but
would also involve having to replace the CRL more frequently. Alternatively, the HG 1500
can be integrated into PKls. LDAP access allows the HG 1500 to retrieve the CRL from a
remote CA (PKI). The old CRL is only deleted when the HG 1500 is reset. However, this
does not guarantee that the CRL has been removed from remote components (theoretical
attack scenario).

10. Generate a PKCS#12 peer certificate for all the HG 1500 boards in your network: "Explor-
ers > Security > VPN > Lightweight CA > (right-click) selected certificate > "Generate CA-
Signed Peer Certificate [PKCS#12]".

_| IP Administration Access
=]l YPN
= _~4 L|ghtWE|ghI: CF'.

=23 Certlﬂcate Management Display Certificate
=14 Trusted CA Certificates  Delete Certificate

Expart Certificate [¥.509]

------ # Active Certificates
=4 Configured Certifics

[ wea Generate CA-Signed Peer Certificate [PRCS#12]
‘. Peer Certificates Update CA-Signed Peer Certificate [1.509]
(-] Services iaenerate Certificate Revocation List (CRL)
(-] Tunnels Help

7 Dlae

The certificate should contain the following data:

Password: should be sulfficiently long and secure

Serial Number: should be unique and greater than 1

Validity period: for example, 1 year

CRL Distribution Point: URL of the HG 1500 that issues this certificate. It is

therefore always clear from the certificate which CA
(HG 1500) issued the peer certificate. This is only an
information field.

Public key length: 1536 bits

Subject Name: Enter a unique name, such as "peer cert for
HiPath3800". The subject name (CN) must differ from
the issuer’s CN.

11. Select a location where it is saved on a data medium.

12. Make a note of the fingerprint of the certificate you have just created.
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13. Now import the PKCS#12 peer certificate that you generated and saved earlier for each
HG 1500 into the relevant HG 1500 in your network:
"Explorers > Security > VPN > Certificate Management > (right-click) Peer Certificates >
Import Peer Certificate [PKCS#12]".

e OO Gy
- IP pddress Filkering
- 1P Accounting

-] IP Administration Access
-2 WP

=4 Lightweight CA

| = IPsec LWCA Certificate
El _ 1 Certificate Management
LB _ 4 Trusted CA Certificates
. Active Certificates

B i | Configured Certificates

5] hwca
[ W=t Certificates
_| Services Generake Certificate Signing Request (C3R)
_I T'-"_“"'E|5 Import Peer Certificate [PRCS#12]

14. Set up a tunnel to the remote station:
"Explorers > Security > VPN > Tunnels > (right-click) Configured Tunnels > Add Tunnel".

Proceed as described in the section on tunnel configuration with pre-shared keys. Howev-
er, select digital signatures as the authentication process for the VPN peers. You should
also select the trusted CA certificate from the list of CA certificates.

Add Configured IPsec Tunnel

¢ Tunnel Data & Key Exchange Data

~HKey Exchange Data
Activate Perfect Forward Secrecy: [

WPN Peer Authentication Method: | Digital sigratures vI

~List of CA Certificates R liaBlkEYE

Iwca v

~Suggested Diffie Hellman Groups
DH Group 1 [~

OH Group 2

=1

DH Groups W

Anply | Undo |

15. Define all the rules and routes necessary to configure the tunnel. To do this, proceed as
described in the section on tunnel configuration with pre-shared keys.
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16. Activate the rules and tunnels. To do this, proceed as described in the section on tunnel

configuration with pre-shared keys.

_ i Security
------ # MAC Address Filkering
------ # [P Address Filering

Display General Infarmation

Activate the Configured YPM Tables

IPsec aff

Resek to insecure mode

Help

'......E*{-u-l WCa

=

=

| il N YFTH

-4 Lightweight <2
- IPsec L'WCA Certificate
- Certificate Management
=4 Trusked Ca Certificates
. El-_W Active Certificates
{ B hwca

= 4 Peer Certificates
- peer cerki 3300

-4 Services

_1 bctive Services

_:| Configured Services
= Tunnels

=4 active Tunnels

.t zu hipath3s00

-] Configured Tunnels

-4 Rules
=4 Active Rules
Len =

10
100
100
@ 6490

17. Check the function with a ping to the partner system. Please note that some configuration
steps will have to be repeated on the other systems in your network.
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Internet Access for the Corporate Network

Now configure the two rules that permit Internet surfing for the station in the customer LAN. The
sample configuration illustrates the breakout of the respective customer LAN used (here:
HiPath 3800) via the local Internet telephony connection.

e Sample configuration 1
Priority:
Service:
Rule-Based Action:
Encryption Required:
Enable Rule:
Source Address Type:

Source Address IP Address: Subnet Ad-
dress:

Source Address Subnet Mask:
Destination Address Type:
Destination Address IP Address:

e Sample configuration 2
Priority:
Service:
Rule-Based Action:
Encryption Required:
Enable Rule:
Source Address Type:DNS Name
Source Address IP Address: DNS Name
Destination Address Type:
Destination Address IP Address:

Information on the fields:

6000

Any Service
PASS_INCOMING
No

Yes

Subnet
192.168.1.0

255.255.255.0
Host
0.0.0.0

6001

Any Service
PASS_OUTGOING

No

Yes

DNS Name
Hipath3500.dyndns.org
Host

0.0.0.0

Rule-Based Action "PASS_INCOMING" means that from the HG 1500 viewpoint the rule
only applies to packets coming from the network. Accordingly, "PASS_OUTGOING"
means that from the HG 1500 viewpoint the rule applies to packets that are being sent to

the network.
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Explanation: The rule with priority 6000 and the "PASS_INCOMING" action enables ac-
cess from the local subnet 192.168.1.0 to the HG 1500 (IP stack). If a valid rule (such as
6001 for instance) is operative, a "pass" to the destination IP address 0.0.0.0 (Internet for
instance) is enabled. The priority 6001 rule and the "PASS_OUTGOING" action now allows
other networks to be reached (such as the Internet for instance) via "NAT". If you could not
activate VPN rule 6001 (unresolved DNS name), the last "deny" rule 65000 will prevent the
transmission of unauthorized data packets (for example: packets intended for the tunnel
are transmitted to the Internet as "unNATted").

2.24.8 Configuring Teleworkers for HiPath 3800 and HiPath 3500

The scenario below illustrates the configuration of two teleworkers with access to the HG 1500
on the respective HiPath 3000. The example illustrates the configuration of Teleworker 1 (DSL)
for the HG 1500 of the HiPath 3800. Teleworker 2 (ISDN) is then configured on the HG 1500
of the HiPath 3500.

1.

Generate another peer certificate for the teleworkers using the LW CA in your network and
save them on a data medium:

"Explorers > Security > VPN > Lightweight CA > (right-click) selected certificate > "Gener-
ate CA-Signed Peer Certificate [PKCS#12]".

If you haven’t already done so, export the X.509 certificate for the LW CA to your data me-
dium.

"Explorers > Security > VPN > Lightweight CA > (right-click) selected certificate > Export
Certificate [X.509]".

Install the VPN client software. To do this, follow the installation routine. Please skip the
following installation steps. Please note that a certificate does not need to be generated
using the VPN client software because you have already created a PKCS#12 certificate
using the lightweight CA.

The VPN client icon appears in the tray bar following successful installation and after the
computer has been restarted.

|<E—E,@$ e
Start the Policy Editor (right-click the icon > "Run Policy Editor").
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5. Import the CA certificate generated in the lightweight CA (X509 certificate) under Trusted

Certificates as follows:

"1 55H Sentinel Policy Editor i |
Secuity Palicy  Fep Management |
@ Trusted Policy Servers
EEH Trusted Certificates
E[El Certification Autharitie —
Select fram List. Select From List. ..
i Add Paste Cerly
[#] Remote Hosts
El Directary Services
E|--- by Keys
=% host kay
e EI apt-B certificate
L Add..
B Add.
Add. Eemove Eroperties... B,
Deszcription
The certification authorities that vou trust, ou also automatically
trust all certificates issued by a certification authority listed here,

] I Cancel | Spply |

r

"Trusted" means that peer certificates issued by this CA are accepted by the VPN client

during authentication.

Once you have selected the certificate you want to import, its fingerprint is displayed.

6. Compare this fingerprint with the one you noted down earlier. Click "Yes" in the dialog

showing the fingerprint if both fingerprints match.
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7. Import the peer certificate for the teleworker as follows:

"2 SSH Sentinel Policy Editor ed A

Security Policy  Key Management |

Iﬁl Trusted Policy Servers
EIEH Trusted Certificates
EI Certification Authorities
{ {?T_| Ell:lt-E
BT Lw Ca
=] Select from List. .
{ e Add.
I [#] Femote Hosts
[+-[#] Directary Services
B IEI by Keps

= -‘i‘_"'j

E re—
""" AR Add. Paste Erl4-Y
Remove Del
Agd.. | _ Rename Wi

Dezcription
Authentication keypair: 1024 bit BS54

k. I Cancel Apply |

2

The peer certificate is the certificate the VPN client uses to authenticate itself at the VPN
server. The certificate must be formatted as a PKCS#12 file. Please note that the SSH cli-
ent does not support certificates that use the "DSA" signature algorithm.

8. Because the PKCS#12 certificate also contains the private key, you must encrypt it with a

password. When prompted, enter the password used for encrypting the PKCS#12 certifi-
cate.

9. Compare the fingerprint then displayed with the one you noted down earlier. Click "Yes" in
the dialog showing the fingerprint if both fingerprints match.

A31003-H3590-M102-7-76A9, 06/2012

2-136 HiPath 3000/5000 V9 Configuration Examples, Administrator Documentation



Practical Examples for HG 1500
Setting up a VPN Configuration

10. Rename the PKCS#12 certificate already imported as follows:

"2 55H Sentinel Policy Editor i |

Security Policy  Fey banagement |

=[] Certification Autharities ;l
BT Lw A

i Select from List..
AR Add

- [#] Femote Hosts
[-[&] Directory Services
-3 My Eeys

=% host key

gEI apt-E certificate
AR Add

LA Add, Copy Chrl+C
A Add Paste  ChlY =
Rermove Del
tgd.. | Bem: urE— | view.. |
Description Mgt
Subject name: Teleworker new. lzzuer name; Liw' Ch, TI,
Siemens, DE.

Ok I Cancel | Apply |

A

Renaming makes identification much easier at a later stage. All of the necessary certifi-
cates for tunnel configuration are now available. Please not that it is not possible/neces-
sary to import the CRL in the SSH client.

11. Click "Apply" to save the data.

12. Now configure a new VPN tunnel under "VPN connections - Add Rule..." in the "Security
Policy" tab.

The following dialog appears:

Add YPN Connection

Remate netwark: ary

Fatewan name: hipath3800. dyndns.org
i 0
W

Authentication key: |z Telewarker D5L

Qiagnustics...] [Eruperties... ] [ (] l [ Cancel
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Information on the fields:

Under "Gateway IP address", specify the fixed public IP address or the DNS name of
the VPN server (HG 1500). In our scenario enter the DNS name
"hipath3800.dyndns.org" here. In the default the remote network "any" can be incor-
porated.

Optional: Define the subnets that should be reached by the VPN tunnel under "Remote
network".

If the total IP traffic is routed through the tunnel (this is the standard case in the default
since the IP traffic is monitored in the rules for the HG 1500), you can use the precon-
figured network "any" (corresponds to 0.0.0.0). Note that a corresponding VPN rule
must also be defined on the HG 1500 for any configured subnets. If a rule is not de-
fined, the tunnel will not be configured.

13. In the "Authentication key" field, select the PKCS#12 certificate imported earlier.

Click "Properties" to make further settings for the VPN client.

General | Advanced

Remote endpoint

Security gateway: hipath3200. dyndnz. org

Femate network: any w

IPSec / IKE proposgal

% Authertication key: |kl Telewarker DSL v

Proposzal termplate: niormal e

Settings...

doguire wirtual P address |

BE A vitual IP address is an address from Seftings
= the internal netwaork.

|| Extended authentication
ThePM gateway may require |KE y
Fhuth, BADIUS ar CHAP authentication.

Descrption

OF. H Cancel ]
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14. Activate "Acquire virtual IP address".

The appropriate VPN rules must be configured for the virtual IP address in the HG 1500.
An encrypted connection from the virtual IP address to the remote network already config-
ured must be permitted.

15. Click "Settings" to configure the virtual IP address. The following dialog appears:

Virtual IP Address 2l

Chooze the protocal for aszigning the wirtual IP addrezs or
configure the zettings marnually.

Frotocol
() Dynamic Host Configuration Pratacal [DHCP) over IPSec

() Laver Two Tunneling Protocal [L2TPY
) IKE Config Mode
() Specify manually:

IFP address: fre e 1

Subret mask: 25 .25 .0 .0

[] Specify DMS and WINS servers:

[ 1]8 l[ Cancel ]

16. Enter the address data as shown and confirm with "OK". Note that the VPN client’s virtual
IP address is located in a different subnet to the HG 1500 (VPN server) so that routing is
possible.

You do not need to make any further settings on the VPN client for the VPN connection.
Under "SA lifetimes" you can limit the validity of the negotiated key. This setting can and
should be made on the HG 1500 during tunnel configuration, however. The default settings
for "IPSec / IKE proposal" can also be retained. However, the use of AES encryption is rec-
ommended.

This concludes all activities with the SSH Sentinel Policy Editor.
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17. Create the tunnel for the teleworker in the HG 1500 WBM:
"Explorers > Security > VPN > Tunnels > (right-click) Configured Tunnels > Add Tunnel".

Tunnel Name:

Local Tunnel Endpoint Type:
Local Tunnel Endpoint Address:
Remote Tunnel Endpoint Type:

Remote Tunnel Endpoint Address:
Suggested Encryption Algorithms:

Suggested Hash Algorithms:
Session Key Handling:

Suggested Lifetime of the Session Keys:
Suggested Lifetime of the Key Exchange Session:
Suggested Data Volume of the Session Keys:

Teleworker

DNS Name
hipath3800.dyndns.org
Host

0.0.0.0

AES and DES and 3DES
MD5 and SHA1
Automatically, using IKE protocol
8 hours (default)

10 minutes

unlimited (default)

Select the option "Key Exchange Data" and enter the key exchange parameter for this

new tunnel:
Session Key Handling:

Suggested Diffie-Hellman Groups:
Activate 'Perfect Forward Secrecy":

VPN Peer Authentication
Method:

List of CA Certificates:

Information on the fields:

Automatically, using IKE protocol
DH Group 2, DH Group 5

Yes

Digital signatures

LWCA

e Thetunnelis assigned the IP address 0.0.0.0 as endpoint address. This ensures that,
irrespective of the teleworker’s dynamic IP address, all teleworkers only use this par-

ticular tunnel.

e '"Digital signatures" is used as the authentication procedure.
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18. Define a rule to allow the teleworker to access the HG 1500 ("Teleworker Dial-In Rule"):

"Explorers > Security > VPN > Rules > (right-click) Configured Rules > Add Rule".

Configure the rule with the following data:
Priority:

Service:

Rule-Based Action:

Encryption Required:

Enable Rule:

Source Address Type:

Source Address IP Address:
Destination Address Type:
Destination Address IP Address:
Tunnel on Receive Side:

Tunnel on Transmit Side:

Information on the fields:

64999

Any Service
PASS

Yes

Yes

Host

0.0.0.0

Host

0.0.0.0

From teleworker
No Tunnel Assignment

e Explanation: This rule provides teleworkers with access during IKE negotiation
(Phase1). If this rule were not available, the teleworker’s connection request would be

rejected immediately.

e Priority: The lowest possible priority is set.

e The Source Address should be configured at 0.0.0.0 because the IP address as-
signed to the teleworker by the ISP can be flexible.

e The Destination Address should also be 0.0.0.0 (default setting). Alternatively, the
local destination network of the HG 1500 (192.168.1.0 for instance) can be configured

for this.

A rule for the opposite direction is not needed in this case.
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19. Define a rule for the teleworker's communication. The teleworker uses 172.16.1.1 / 16 as

the "Virtual IP Address".

The destination address will be the subnet 192.168.1.0 / 24.
"Explorers > Security > VPN > Rules > (right-click) Configured Rules > Add Rule".

Configure the rule with the following data:

Priority:

Service:

Rule-Based Action:
Encryption Required:
Enable Rule:

Source Address Type:

Source Address IP Address: Subnet Ad-
dress:

Destination Address Type:

Destination Address IP Address: Subnet Ad-

dress:

Destination Address Subnet Mask:
Tunnel on Receive Side:

Tunnel on Transmit Side:

2-142

200

Any Service
PASS

Yes

Yes

Host
172.16.1.1

Subnet
192.168.1.0

255.255.255.0
From teleworker
No Tunnel Assignment
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20. Now set up a counter rule for source address 192.168.1.0 for the teleworker’s IP address:
"Explorers > Security > VPN > Rules > Configured Rules > (right-click) selected rule > Add
Rule for Opposite Direction".

A rule with the following data is created automatically and simply needs to be accepted:

Priority: 200

Service: Any Service
Rule-Based Action: PASS
Encryption Required: yes

Enable Rule: yes

Source Address Type: Subnet

Source Address IP Address: Subnet Ad- 192.168.1.0
dress:

Source Address Subnet Mask: 255.255.255.0
Destination Address Type: Host
Destination Address IP Address: 172.16.1.1
Tunnel on Receive Side: No Tunnel Assignment
Tunnel on Transmit Side: From teleworker

The SSH VPN client features a diagnostics function for checking the VPN connection. This
indicates if IKE negotiation and tunnel configuration were successful.
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"= 55H|Sentinel Policy Editor,

Security Policy | Key Management

Palicy : | [ Defautt

[#] PrelPSec Filer
=-[#g YPN Connections a
" EAelied s Rl Enabled in
: Audit Ful
[#] Secured Connections v Audt RuBE
[35] Secured Networks Remove Del
@ Default Responze Diagriostics. ..
[#] PostIPSec Filter i
Allow &l traffic R oo
m
a

Add.. ] l Bemave ] [Eroperties... ] ’Qiagnostics...

Dezcription

[ (]S ll Cancel ]

Diagnostics &3]

Diagnostics complete. 'Y'ou can establish an IPSec-protected
= connection to the remote end. To view the connection
parameters, click Details.

Probe

Connection Properties

Remote: 8415489215
Yendor 1D:

Virtual IP 1721611

IKE 5A
Auth.: RS54 signature Mode: main
Encryption: ass-cbe (128 bitz] Group: MODP 1024
Hash: md5 Lifetime:  OME /144005
NAT-T: ehabled

IPSec S5A
Protocol: ESF Mode: turinel
Encryption: aes [128 bits] PF5 group: MODP 1024
HMAL: hrnac-mds-38 Lifetime:  400MB/3E600s

IPComp:  none
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21. Start the teleworker’s VPN connection to his/her gateway manually. To do this, right-click
the Sentinel icon on the Tray bar > Select VPN > and left-click the VPN connection:

&= o [=1F3

R = byte=z=32 time=109m= TTL=126

time=10%m=z TTL=126

time=10%ms TTL=126

time=10%ms TTL=126

time=10%ms TTL=126

time=10%ms TTL=126

time=93ms TIL=126

time=10%ms TTL=126

time=18%ms TTL=126

time=18%ms TTL=126

time=23ms TTL=126

time=10%m=z TTL=126

time=10%m=z TTL=126

time=10%ms TTL=126

time=109m= TTL=126 ¥Yiew Statistics...
time=23msz TITL=126 i
time=-189ms TTL=-126 B Run Policy Editor...
time=10%ms TTL=126
time=10%msz ITL=126
time=1809m= TTL=126 User Key Adgent
time=18%ms TTL=126
time=18%m=z TTL=126

Auditing

: butes=32 Select Active Policy

= byte=z=32

P e e e o e e

{@ Stop Policy Manager

@ Help...
Cnline Support
B about...

*1SSH Sentinel

Hide Tray

Connection setup:

VPN Connection Status

Opening the YPMH connection to hipath3300 dyndns. org [any]

[ 1| ) Cancel

Once the connection has been successfully established you will receive a message to this
effect (success!).

To check the routing function using the tunnel you have created, start a ping to an IP ad-
dress on the remote side.

e To setup a VPN client (Teleworker 2 ISDN) on the HiPath 3500, repeat steps 2 - 16
while observing the modified configuration parameters.
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2.24.9

connection to his/her gateway?

What should be done if a teleworker encounters a DSL disconnect during a VPN

A Windows networking connection warning indicates connection loss in a sep-
arate window. Windows automatically attempts to reestablish the connection.
Once the networking connection has been successfully reestablished, the tele-
worker must manually set up a VPN connection to the gateway. This is done by
right-clicking the Sentinel icon on the Tray bar > Select VPN > and by left-click-
ing the required VPN connection.

Sentinel then establishes the VPN connection.

Connection Setup between Teleworkers

Additional VPN rules are required if the teleworker (currently connected with the HiPath 3800
system) wants to reach more networks. For example, to reach the host 172.20.20.1 / 16 (Tele-
worker 2 ISDN) you need to configure a rule with a counter rule that receives IP packets from
the "From teleworker" tunnel (tunnel on the receive side) and forwards these to the "to HiPath
3500" tunnel (tunnel on transmit side).

Configuration of the HG 1500 on the HiPath 3800:

2-146

Priority:

Service:

Rule-Based Action:
Encryption Required:
Enable Rule:

Source Address Type:
Source Address IP Address:
Destination Address Type:
Destination Address IP Address:
Tunnel on Receive Side:
Tunnel on Transmit Side:

Now configure the associated counter rule.

300

Any Service
PASS

Yes

Yes

Host
172.16.1.1
Host
172.20.20.1
From teleworker
to HiPath 3500

"Explorers > Security > VPN > Rules > Configured Rules > (right-click) selected rule > Add

Rule for Opposite Direction".

In addition, you will need to incorporate a rule with a counter rule into the HG 1500 on the
HiPath 3500 for communication between the teleworkers, which receives IP packets from
the tunnel "to HiPath 3800" (tunnel on the receive side) and forwards them to the "From

teleworker" tunnel.
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Configuration of the HG 1500 on the HiPath 3500:

Priority:

Service:

Rule-Based Action:
Encryption Required:
Enable Rule:

Source Address Type:
Source Address IP Address:
Destination Address Type:
Destination Address IP Address:
Tunnel on Receive Side:
Tunnel on Transmit Side:

2. Now configure the associated counter rule.

300

Any Service
PASS

Yes

Yes

Host
172.16.1.1
Host
172.20.20.1

to HiPath 3800
From teleworker

To check the routing function using the configured tunnel, start a ping to the IP address

on the remote side.

2.24.10 Teleworker 1 (DSL) Access to the Remote Station LAN

Additional VPN rules will be needed if you want to configure more teleworker networks. For ex-
ample, for the subnet "192.168.2.0 / 24 (HiPath 3500 LAN), you need to configure a rule that
receives IP packets from the "From teleworker" tunnel (tunnel on the receive side) and forwards
them to the "HiPath 3500" tunnel (tunnel on transmit side).

1. Configure an additional VPN rule for each HiPath 3000 system for Teleworker 1 (DSL) ac-
cess to the destination network 192.168.2.0 / 24.

HiPath 3800 Configuration:
Priority:

Service:

Rule-Based Action:
Encryption Required:

Enable Rule:

Source Address Type:
Source Address IP Address:
Destination Address Type:
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Any Service
PASS

Yes

Yes

Host
172.16.1.1
Subnet
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Destination Address IP Address: Subnet Ad- 192.168.2.0

dress

Subnet Mask:

Tunnel on Receive Side:
Tunnel on Transmit Side:

2. Now configure the associated counter rule.

HiPath 3500 Configuration:
Priority:

Service:

Rule-Based Action:
Encryption Required:

Enable Rule:

Source Address Type:
Source Address IP Address:
Destination Address Type:

Destination Address IP Address: Subnet Ad-

dress

Subnet Mask:

Tunnel on Receive Side:
Tunnel on Transmit Side:

255.255.255.0
From teleworker
to HiPath 3500

350

Any Service
PASS

Yes

Yes

Host
172.16.1.1
Subnet
192.168.2.0

255.255.255.0
to HiPath 3800
No Tunnel Assignment

To check the routing function using the configured tunnel, start a ping to an IP address on

the remote side.
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2.24.11 Internet Access for Teleworker 1 (DSL) via HiPath 3800

The VPN client that has just been configured does not permit Internet access. When the tunnel
is successfully configured, all data packets are routed to the HG 1500. You will now need to
configure another rule that will permit Teleworker 1 (DSL) to break out to the Internet:

Priority:

Service:

Rule-Based Action:
Encryption Required:
Enable Rule:

Source Address Type:
Source Address IP Address:
Destination Address Type:
Destination Address IP Address:
Tunnel on Receive Side:
Tunnel on Transmit Side:

A counter rule is not required.

360

Any Service
PASS

Yes

Yes

Host

172.16.1.1

Host

0.0.0.0

From teleworker
No Tunnel Assignment

To check the routing function using the tunnel you have created, start a ping to an IP ad-

dress on the remote side.

2.24.12 Creation of Certificates for Multigateway Administration

Target Configuration

Configuration data from one HG 1500 should be transferred via a secure connection to other
connected HG 1500 boards. For this purpose, each HG 1500 must be authenticated with a val-

id SSL server certificate.

PKCS#12 certificates for import into the HG 1500 are generated via the HG
1500 on the HiPath 3800. To do this you will need to configure a high-level certification authority
(CA). In our example, this "virtual certification authority" should reside on the HG 1500 in the

HiPath 3800.
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1. Create a self-signed CA certificate in the HG 1500 on the HiPath 3800:

"Explorers > Security > SSL > (right-click) Certificate Generation > Generate CA Certifi-

cate".

_| Certificate Managermer

_ 4 Security

Lt MAC Address Filtering

IP Address Filtering

IP Accounting

|| TP Admiristration Access

- {53 WP

E| J 550

2.4 Cerbificate Generation

: BB R<clf-signed 55 CA Certificate
|| Certificate Management

Generate O Certificate

Generate Self-Signed Certificate

Help

Java spplet Window

Certificate Information

Certificate Name:

Certificate Type:

Serial Mumber of Certificate:

Serial Number of Certificate (hex):
Type of Signature Algarithm:

Start Time of Yalidity Period (GMT):
End Tirne of Yalidity Period (GMT):
CRL Distribution Point:

selfsigned 351 CA Certificate
Selt-Signed CA Certificate

1

01

mdaR 54,

Friday, 020272007 00:00:00
Thursday, 02/02/2017 00:00:00

info: where is ssl-ca?

)
Organization (0):
)
)

rlssued by CA
Country (C): DE
Organization (0} Siemens Enterprise
Organization Unit (OU): Tl
Common Mame (CH): SSL-CA
r Subject Name
Country (C): DE

Siemens Enterprise

Public Key:

Fingerprint:

Organization Unit (OU): Tl
Common Mame (CH): SSL-CA
~Subject Alternative Name
r Public Key Encryption Data
Public Key Length: 7&3

BLOE 9479 45DE ESCAL ELE7 3DEB
D439 0407 44LF7 0245 CZAF AZ51
7546 F7CS 670F 1001 &99C 7977

e 1 1»

D14F 3E7Z 64BD 6784 AEAL SFFF
D59E 66F5 CS1D 7AED

I

-

The CA certificate should have a validity period of at least 10 years. A CA certificate on the
HG 1500 cannot be extended.
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You can enter the URL of the originating certification authority as the CRL distribution point.
Thisis https://192.168.1.242 in our example. This only provides background infor-
mation. For example, the generated certificate will contain information about who generat-
ed the certificate (in this example this is the HG 1500 on the HiPath 3800).

2. Use the self-signed CA certificate already created to generate a PKCS#12 CA-signed
server certificate for the HG 1500 in HiPath 3800 and HiPath 3500 with the IP addresses
192.168.1.242 and 192.168.2.232:

"Explorers > Security > SSL > Certificate Generation > (right-click) selected certificate >
Generate CA-Signed Server Certificate (PKCS#12)".

4 Securiby

....... # MaC Address Filkering
------- # IP Address Filtering

....... 4 IP Accounking

f-__ ] IP Administration Access
R R

I-fmd S5L

H =elf-signed S5L CA Certifics
Certificate Management Display Certificate
Delete Certificate
Expork Certificate [®.508]

Generate CA-Signed Server Certificake [PRCS#12]

Update CA-Signed Server Certificate [X.509]

A31003-H3590-M102-7-76A9, 06/2012
HiPath 3000/5000 V9 Configuration Examples, Administrator Documentation 2-151



Practical Examples for HG 1500
Setting up a VPN Configuration

Senerate ool cerver Lertitcate

Fassphrase for encryption: I.,",".",

Reenter Passphrase for encryption: I""""

Serial Mumber of Cerificate: |2

Type of Signature Algarithm:  mdSRSA

Fublic Key Length: I;'Eg v|

-Start Time of Validity Period {GMT)

Day Manth Year
|2 |2 IEDD?
Hour hir. Sec.

-End Time of Validity Period {GMT)

)

ay

l:l|
(3] = [}
o
=
=
—= ﬁ|
o
an

2011

=

i, Sec,

18 7
-
-

-Subject Name
Country (C): IDE

Organization [0]): |5iemenens Enterprise

Organization Unit (OU): [Tl

Commaon Name (CH): |192.1EB.1.242

-Subject Alternative Name
Distinguished Mame Format © Other Format

subject Alternative Marme: |

CRL Distribution Point: linfa- whara ic ~?

Use a sufficiently secure passphrase for encryption. After generation, you must save the
certificate to a data medium (a USB stick for instance; after all the certificate needs to be
transferred to the other HiPath somehow). To protect this "certificate transfer”, the certifi-
cate is stored in encrypted format on the data medium.
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3. Enter a unique serial number. The signature algorithm type is md5RSA and the length of
the public key should be set to 768 bytes. The certificate validity period should be four
years. Enter the IP address of the HG 1500 as the common name under Subject Name (in
our example here 192.168.1.242 and 192.168.2.232).

4. Make a note of the fingerprint of the generated certificate and do not forget the passphrase
for encryption.

The local gateway cannot be selected for distribution.

You can now import the generated PKCS#12 certificate into the HG 1500 on the HiPath
3800 and HiPath 3500.

To do this you must also switch the HG 1500 to secure administration mode, in other
words, configure SSL by first generating a certificate over V.24/CLI. If the board can then
be administered over HTTPS, you can perform the following steps.

5. Import and activate the PKCS#12 certificates generated in the HG 1500 in the HiPath 3800
to the HG 1500 in the HiPath 3800 and 3500:
"Explorers > Security > SSL > Certificate Management > (right-click) Server Certificates >
Import Server Certificate [PKCS#12]".
-l 55L
E _uj Certificate Generation
----- self-signed 550 CA Certificate

E 2 | Certificate Management
e Trusted A Certlflcates

...... . 55L Server -ce (Generate Certificate Signing Request (CSR)
Impaort Server Certificate [PKCS#12]

Help

Java Applet Window

Use the passphrase for encryption you selected already. Always remember to compare the
fingerprint.

6. Delete the certificate that you generated with CLI on the HG 1500 in HiPath 3500 to start
up SSL:
"Explorers > Security > SSL > Server Certificates > (right-click) certificate generated with
CLI > Delete Certificate".

7. Delete the certificate that you generated earlier via WBM from the HG 1500 in the HiPath
3800:
"Explorers > Security > SSL > Server Certificates > (right-click) certificate generated with
CLI > Delete Certificate".
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Another certificate is required that describes the issuer of the SSL server certificates on
the systems.

8. Generate this certificate by exporting the SSL CA X.509 certificate. In the example here,
this can only be performed on the HG 1500 in HiPath 3800:

"Explorers > Security > SSL > Certificate Generation > (right-click) selected certificate >
Export Certificate [X.509]".

_ A Security
------ # MAC Address Filkering
. IP Address Filtering
=i TP Accounting
_| IP Administration Access
- PN
-l 551
El _{ Certificate Generation
.- self-signed 551 ChA Certificaty
- q Certificate Management Display Certificate
4 Trusted CA Certificates Dlete Cerbificate
=4 Server Certificates Export Certificate [X,509]
L. ssl-server cerki CA 3300

Generate CA-Signed Server Certificate [PECS#12]
IIpdate CA-Signed Server Certificate [€,509]

Help

Java applet \Window

9. Import the certificate exported in this way as a trusted CA certificate to all HG 1500 boards
in the network:

"Explorers > Security > SSL > Certificate Management > (right-click) Trusted CA Certifi-
cates > Import Trusted CA Certificate [X.509]".

=[] IP Adrninistration Access

[ PN
J 551
=14 Certificate Generation
- self-signed 5501 Ca Certificate
E| _ 4 Certificate Management
o W Trusted Ca Certificates
-4 Server Certificates Irnport Trusted Ca Certificate [2,509]
] sal-server certi CA

Help

Java Applet Window

We recommend using descriptive meaningful names for exports/imports. This will help you
to match the files created during an export with their purpose at a later date.
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2.25 Setting up an E-Mail Connection

2.25.1 Target Configuration

An e-mail function enables notification to be sent to defined destination addresses when events
occur. This function can be configured separately for each event.

HiFath 3000

with HG 1500 A ol : with HG 1500 B Mail server

Administrator

Prerequisites

e Avalid e-mail account must be set up on the destination mail server. The data of the e-mail
server and the names of all e-mail addresses in use are known.

Restrictions

e No authentication methods are supported for SMTP. The e-mail server cannot therefore re-
quest any authentication.

e All e-mail addresses are stored on the same mail server. E-mails cannot be relayed.
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2.25.2 WBM Settings

1. Specify the data for the destination mail server, the originator and the subject of the mail.
Ensure that the board sending the e-mail is clearly identified in the "From" field. The subject
should provide a clear indication of the triggering event.

2. Activate the "Send an E-mail" function for every event that is to be monitored via e-mail.

3. Save the settings.
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2.26 SNMP with HG 1500

2.26.1 Target Configuration

The SNMP function of the HG 1500 should be enabled. PCs in the local network should be as-
signed read-only access to the SNMP traps using the password "hipath", and read and write
access using the password "admin". However, only one PC (IP 1.150.1.10) should be granted
read and write authorization.

The Advent MIB browser should be installed as the SNMP client.

The system name and location of the HG 1500 should be configured. The corresponding
SNMP values "sysName" and "sysLocation" should then be checked using the default MIB file.
The data for system name and location should then be edited using the MIB browser. An "Error
Message" in the event of problems in the HG 1500 should also be enabled. The TrapWatcher
program should be used to check that it is functioning correctly.

2.26.2 Configuration Steps

1. Activate the SNMP function of the HG 1500. Configure the password "hipath" for read-only
access for the PCs in your local network, and the password "admin" for read and write ac-
cess. Read and write authorization is only granted to the PC 1.150.1.10.

To do this, use WBM to configure a read community with the name "hipath" for each PC in
the IP address range 1.150.1.x. Always assign "hipath" as the community name: WBM:
"Maintenance > SNMP > Communities > Read Communities > (right-click) Add Read Com-
munity".

Configure a write community with the community name "admin" for the PC with the IP ad-
dress 1.150.1.10.

WBM: "Maintenance > SNMP > Communities > Write Communities > (right-click) Add
Write Community".

If you then display the configured communities, this should look as follows:

List of Communities

1.150.1.10 admin Write Cornmunity
1.180.1.10 hipath Read Community
1.180.1.11 hipath Read Community

2. Install the Advent MIB browser (\mib_browsenAdvN3201.EXE).
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3. Use the HG 1500 WBM to configure a contact address, system name and location for

SNMP administration on the HG 1500:

WBM: "Explorers > Basic Settings > Gateway > (right-click) Edit Gateway Properties".

Once completed, the mask should look as follows:

Gateway Properties

General
HG 1500 Slot Mumber: O

System Mame: |h91500

Gateway Location: |

Contact Address: |

System Country Code: 49 (Germany)

Function Type: Signaling and Media Gateway

Gateway |IP Address:  192.168.1.146

Gateway Subnet Mask: 0.0.0.0

This data can now be requested using the SNMP protocol.

4. Open the previously installed Advent MIB browser. Check whether the gateway properties

can be viewed as shown in the following screenshot.

E%MIB Browser

. (x|
2] +Port ?— b
> ﬁ-?ltﬁ[ﬁ|@@|?|
Tfl';_:a‘;elfc:“i;hgﬁ‘a'es Host 1150.1.23 Community: [admin
directory Setvalue: Write Cammunity: |
& ’hi :"9"“ b2 Contexthame: ContentEnginelD; |
=) 55 mib-
ﬁi £ system Object Identifier::  |iso.org.dod.internet. mgmt.mib-2 systermn. sy

@y sysDescr

o il sysObjectiD
@y sy=UpTime

B sysContact

M ation

@ sysServices

#- [ intertaces

-0 st

F- 0 ip

- [ icmp

- (] top

- e

[0 eap

transmission

[ [ =nmp

experimental

[ ] private

I+J|_| SNMpY2

=

Sent get regquest to 1,150.1.232

onse receiwved from 1.150.1.232
sysHame.0: HG 1500 V3.0
Sent get regquest to 1.150.1.232
Hesponse received from 1.150.1.232 L=
sysLocation. 0: ICH Training Instit.utel _'I
Syntas DisplayString ( S Status: |mandatnr\,f
Access: read-write Refaranca: I
Index:
Object ID: 11.3.6.1.21.1.6

. "telephone clos
Description: &

The physical location of this nndej
[

4| |

[ multi-war Add

Edit | Delete |
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5. Now edit the data for contact, system name, and location using the MIB browser. You will
need SNMP write authorization for this purpose. In the sample configuration selected here,
the data can only be edited via the PC with the IP address 1.150.1.10, which is a subscriber
belonging to the write community "admin".

To edit the data in the MIB browser’s Explorer view, select the entries "sysContact" (con-
tact), "sysName" (system name), and "sysLocation" (location). You can edit the relevant
field value in the "SetValue" field at the top right of the MIB Browser window.

EngIB Browser _I- _ll:l ll
3 ] = " = :Pn-r b
e nEER|leap um BPo 2
T:E ;;‘;?J;T;”;T;S = Host: [fi501232  Community admin
directary Setvalue: \mile Community:
e H :“j""‘ b ContextMame: | ContextEnginelD:
=] M=,
- £3 system ObjectIdentifier::  [iso.org.dod.internet marnt.mib-2, systern.sysLocation.|
8 sysDescr
g sysgb#e.l:z!ilj Sent set request to 1.150.1.232
sysUpTime

& sysContact

Cl icmp
- tep
[ ] udp
-] eap

transmission

[+ ] =nimp
experimertal
[+ ] private

Fesponse received from 1.150.1.232
svslocation.0:

neue idresse

Synitax:
Access:
Index:
Objact ID:

Description:

SIZE (0.255)) Status: mandatary
read-wirite Reference:
1.3.6.1.21.1.6

The physical location of this node (e.g.,

‘telephone closet, 3xd
1 | »

[ Multi-var Add

Edit

| Delete |

The modified data is sent to the HG 1500 with a "Set" command when you click "Edit". Note
that you must have write authorization ("admin" community) for this action.

6. Now check WBM to see if the gateway properties have changed:
WBM: "Explorers > Basic Settings > Gateway > (right-click) Display Gateway Properties".

Gateway Properties

General

HG 1500 Slat Number: 0O

System Mame:
Gateway Location:
Contact Address:
System Country Code:
Function Type:
Gateway IP Address:
Gateway Subnet Mask:

new

new

new

49 (Germany)

Signaling and Media Gateway
192.168.1.146

0.0.0.0
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7. An "Error Message" in the event of problems in the HG 1500 should now be enabled.

Use WBM to configure a trap community with the name "public" for the IP address range
1.150.1.10.

WBM: "Maintenance > SNMP > Communities > Trap Communities > (right-click) Add Trap

Community".

If you then display the trap community “public”, it should look as follows:
Trap-Community

IP-Adresse: 1.150.1.10

Community: public

8. Activate the TrapWatcher (\mib_browse\SNMPtrap.exe) on the administration PC.
9. Perform a restart of the HG 1500 via WBM (reset icon in lower window area).

Following the HG 1500 restart, the board generates a trap message to the entered PC.
This should be displayed in the TrapWatcher as shown in the following screenshot:

== SNMP Trap Watcher 7 =10] x|
File Edt Setkings
Time | Date | Source Description
1211:37  30/08/02 1.150,1,232 W arm Stant
120336  30/08/02 Local Trap Watcher Started - liztenng on UDP port 162
4| | I
Fram= Length: 43 bytes -

Community: test _]
oID: 1.3.6.1.4.1.231,7.2.7
Addre==- 1. 150.1. 232
sy=llpTime: 0 days, 00:00:12
Gensric: 1 = Warm Start
Specific: 0
El

-

|Trq:us. Received: 1 12:14:12 4
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2.27 Multigateway Administration

2.271 Target Configuration

To simplify the configuration of multiple boards, you can use the "Multigateway Administration"
function to distribute selected configuration tables to other gateways.

There is only ever one transmitting gateway and one or more receiving gateways.

HiPath 3000
with HG 1500

transmitting
Gateway

e
T
-
—

Administration PG

recaiving Gateway

Prerequisites

e The gateway whose configuration is to be distributed must have direct IP access to the re-
ceiving gateways.

e The administration PC must have direct IP access to the gateway whose configuration is
to be distributed.

e All gateways must use the same WBM port (for example, 8085).

e The WBM port of the receiving gateways must be accessible for the transmitting gateway
(external routers, hubs, firewalls and proxy servers must be transparent for this port).

e The WBM port of the transmitting gateway must be accessible for the administration PC
(external routers, hubs, firewalls and proxy servers must be transparent for this port).

e You must be logged on to WBM with a login that is authorized for multi-gateway use.

e The login used must be available at all receiving gateways.
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You must use the same password to log on at any of the gateways involved.

The local gateway cannot be selected for distribution.

2.27.2 Configuration Steps

1.

Ensure that the IP and MAC address filtering settings at the gateways permit connection
to the transmitting or receiving gateway.

Ensure that the IP and MAC address filtering settings at the transmitting gateway permit
connection to the administration PC.

To do this use the WBM Explorer "Security".

Ensure that the interfaces used are correctly configured:

Interface Remark

LAN2 (Ethernet) if a receiving gateway is connected via the second LAN interface
LAN2 (DSL) if a receiving gateway is reached via PPP

HIP if the HiPath gateways are connected via ISDN

Check that all the required gateways are included in the list of gateways for distribution.

be too long. Otherwise, it will take quite a while for the WBM to be available

The list of gateways to which configuration data should be distributed should not
again for other functions.

In the list of configuration tables, specify which tables are to be distributed.

Start the distribution routine and check the status of the processed jobs with the "Display
List of Jobs" function.
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3 Signaling & Payload Encryption (SPE) —
Encryption

This chapter describes in detail how to configure signaling & payload encryption (SPE) for prac-
tical use. The SPE feature is provided in HiPath 3000/5000 from V7 R4 or later. This allows sta-
tion-specific encryption of both signaling and payload data.

HG 1500 must have already been configured under Basic Settings.
Please note that write access must be enabled before you can add, edit or delete
configuration data in WBM. This is not explicitly indicated in the individual examples.

3.1 Overview

This document covers the topics listed in the table below.

Topic
SPE Configuration in a HiPath 3000/5000 from V7 R4 Environment, page 3-2
Generating SPE Certificates via the HG 1500 WBM, page 3-4
Setting Parameters for the SPE Security Configuration, page 3-11
Setting System Flags for SPE via HiPath 3000 Manager E, page 3-12
DLS - SPE Certificate Deployment, page 3-14
Automatic SPE Configuration via DLS, page 3-25

SPE Secure Trace, page 3-26
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3.2 SPE Configuration in a HiPath 3000/5000 from V7 R4
Environment
3.2.1 Prerequisites for Configuration

The following prerequisites must be met before you can configure SPE at a HiPath 3000/5000
system.

Prerequisites

The following prerequisites must be met before you can activate SPE:

All HiPath systems, IP gateways, and IP terminals (see Section 3.2.1.1) must support SPE
(if necessary, upgrade to the relevant version).

All HiPath systems, IP gateways, IP terminals, and the DLS must be synchronized (see
Section 3.2.1.2); the time/time zone must be configured via SNTP/NTP.

SPE certificates and a CA certificate must be deployed for all IP gateways (HG 1500, HG
3500 and HG 3575) in the systems.

configured must be 20% less than when encryption is deactivated.

If encryption has been activated on a HG 1500 board, the number of B channels

The certificates are deployed to the IP gateways via DLS from the customer’s Public Key
Infrastructure (PKI).

Once the SPE certificates have been configured and activated (in the IP gateways and IP
terminals), the SPE feature must be configured in HiPath 3000 Manager E via system flags
(see Section 3.5) and then activated by a system reset.
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3.2.1.1 Telephones with SPE support
Signaling & Payload Encryption is only supported by HFA terminals.
The following HFA terminals support the encryption:
e optiPoint 410 (not optiPoint 410 entry, optiPoint 410 economy)
e optiPoint 420 (not optiPoint 420 economy)
e optiClient 130
e OpenStage CorNet IP (HFA)
- 20E,20,20G
- 40,40G
- 60,60G
- 80,80G

Analog fax machines or modems can be connected to the corporate LAN via the IP adapter,
HiPath AP 98 1120. HiPath AP 1120 does not support encryption, but can still be operated in
the company network.

3.2.1.2 Time Synchronization of all HiPath 3000/5000 Systems
and IP Terminals

All HiPath 3000/5000 systems and IP terminals must operate with chronological synchronism
and be synchronized by the NTP or SNTP server.

optiPoint 410/420 telephones also operate with the system time.
At present, OpenStage terminals only operate on the system time of the HiPath systems.
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3.3 Generating SPE Certificates via the HG 1500 WBM

You can start SPE certificate generation and deployment once all HiPath systems, IP gate-
ways, and IP terminals have been upgraded to the necessary software version. The following
examples show the simplest way to implement SPE in a HiPath 3000/5000 environment from
V7 R4 or later.

3.3.1 Certificate Generation

This function is only available if SSL is enabled. You can generate CA certificates and self-
signed server certificates. You can view, delete or export generated CA certificates using the
Certificate Generation function. In addition, you can create or update server certificates using
your own CA certificate.

WBM path:

Select: WBM > Explorers > Security > SSL > Certificate Generation.

Right-click Certificate Generation to display a menu containing the following entries:
> "Generate CA Certificate"

> "Generate Self-Signed Certificate"

Certificate Generation (folder):

If you have already generated CA certificates (see Section 3.3.2, "Generating the Root CA Cer-
tificate"), Certificate Generation is displayed in the tree structure as an expandable folder. In
this case, double-click "Certificate Generation" in the tree structure to view CA certificates.

Right-click the individual CA certificates to display a menu containing the following entries:

> "Display Certificate"

> "Delete Certificate"

> "Export Certificate [X.509]"

> "Generate CA-Signed Server Certificate [PKCS#12]"
> "Update CA-Signed Server Certificate [X.509]"
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3.3.2 Generating the Root CA Certificate

A root CA certificate must first be created with md5RSA or shalRSA as the signature algorithm
type. A root certificate is the primary certificate in a PKI and is always a self-signed CA certifi-
cate. After you generate the root CA certificate (self-signed SSL-CA certificate), the certificate
generated is checked.

other certificates are stored in a file for subsequent archiving (refer to the customer’s

The fingerprint and information about the private key of the root CA certificate and
security guidelines).

WBM path:

1. Select: WBM > Explorers > Security > SSL > Certificate Generation > Generate Self-
Signed Certificate.

The Generate self-signed SSL CA Certificate mask is displayed. You can edit the following
fields:

e '"Certificate Name:"
This field contains the certificate name. Enter the root CA certificate name in this
field.

e "Serial Number of Certificate:"
Enter a serial number that you defined in this field (e.g., 1). The number must be a pos-
itive integer.

serial number must be unique for every certificate that is created.

A serial number that is used once may not be used for another certificate as the

e "Type of Signature Algorithm:"
Select the signature algorithm to be used for this certificate (md5RrRSA). You can choose
either nd5RSA or shalRSA.

e "Public Key Length:"
Select the key length used for this certificate (1024) as specified in the SPE Security
Setup table under Explorers > Security > Signaling and Payload Encryption (SPE).

e '"Start Time of Validity Period (GMT):"
Enter the start time for certificate validity in these fields. The time specified is interpret-
ed as Greenwich Mean Time (GMT).

e "End Time of Validity Period (GMT):"
Enter the end time for certificate validity in these fields. The time specified is interpret-
ed as Greenwich Mean Time (GMT).
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e "Subject Name:"
Specify the name of the subject who requested the certificate according to the conven-
tions of the X.509 standard; for example, enter

e DE for Germany in the "Country (C):" field

e "Organization (O):" siemens AG

e "Organization Unit (OU):" Com Enterprise Systems
e "Common Name (CN):"HiPath Gateway

e "Subject Alternative Name:"
This optional information distinguishes between the "Distinguished Name Format"
(such as, the data under "Subject Name") and "Other Format" (for example, the IP ad-
dress entry). The input mask is dependent on the selected format.

e "CRL Distribution Point:"
In this optional field, you can enter a URL to specify the location from which certificate
revocation lists (CRL) are to be distributed.

2. Click "Generate Certificate".

3.3.3 Saving the Root CA Certificate

Save the root CA certificate.
1. Click "OK".

2. Click the diskette icon in the control area to save your changes permanently.

3.34 Displaying the Root CA Certificate

You can display and check the root CA certificate (self-signed SSL-CA certificate). This is only
possible if you have already generated at least one CA certificate.
WBM path:

Select: WBM > Explorers > Security > SSL > Certificate Generation > Root CA > Display Cer-
tificate.

The "Certificate Information" mask is displayed.

This displays general certificate data (such as the name, type and serial number), information
on the issuer and the subject name as well as encryption data. The public key used and the
fingerprint are displayed in hexadecimal format.
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3.3.5 Generating a Server Certificate (Peer Certificate)

You must generate a peer certificate for every HG board when you finish generating the root
CA certificate.

You can generate CA certificates and self-signed server certificates. This is only possible if you
have already generated at least one CA certificate.

PKCS#12 files (PKCS#12 stands for "Personal Information Exchange Syntax Standard") save
certificates with the private key. A PKCS#12 file therefore contains the necessary data for per-
sonal encryption and decryption.

WBM path:

1. Select: WBM > Explorers > Security > SSL > Certificate Generation > Root CA > Generate
CA-Signed Server Certificate [PKCS#12].

The "Generate SSL Server Certificate" mask is displayed. You can edit the following fields:

e "Passphrase for encryption:"
Enter a password that you have defined (with at least seven characters) in this field.
This password is requested if you want to import or view a PKCS#12 file. Take note of
the public key length. The public key length must be identical in the SSL server certif-
icate and the root CA certificate; a public key length of 1024 bits must be used (HG
default).

e "Reenter Passphrase for encryption:"
In this field, repeat the password specified above.

e "Serial Number of Certificate:"
Enter a serial number that you defined in this field. The number must be a positive in-
teger.

serial number must be unique for every certificate that is created.

A serial number that is used once may not be used for another certificate as the

e "Subject Name:"
Specify the name of the subject who requested the certificate according to the conven-
tions of the X.509 standard; for example, enter

e DE for Germany in the "Country (C):" field
e "Organization (O):" siemens AG
e "Organization Unit (OU):" Com Enterprise Systems

e "Common Name (CN):"1.150.88.232
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The IP address of the LAN1 interface ("1.150.88.232" for instance) should always
be used as the "Common Name (CN)" for HG 1500. For security reasons, the pass-
phrase for decryption should be made up of letters, digits, and special characters.

The other fields are the same as those available when generating an SSL server certificate
(see Generating the Root CA Certificate).

2. Click "Generate Certificate".

3.3.6 Saving the SSL Server Certificate (Peer Certificate)

A window opens in the Web browser when you click "Generate Certificate" and lets you give
the certificate file a name and save it in a location of your choice.

When prompted to save the "PKCS#12 certificate", make sure you enter a unique name for
peer certificate generation, for instance, "Mch-Lab-H3500-IP-1-150-88-232-HG1500-
EB5-Peer.pl2".

The SSL server certificate must be imported later into the relevant HG board as an "SPE key
certificate" once all certificates have been generated.

3.3.7 Exporting the Root CA Certificate as "X.509"

The root CA certificate must be exported as "X.509" if all peer certificates have been generated.

X.509 is a standard for certificates. The name and the digital signature of the person who is-
sued the certificate are also saved in the certificate. X.509 is part of the X.500 directory service
for world-wide, distributed, and open systems.

WBM path:

Select: WBM > Explorers > Security > SSL > Certificate Generation > Root CA > Export Cer-
tificate [X.509].

The Web browser displays a window that lets you give the file a name and save it in a location
of your choice. The certificate name is used for the file name.
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3.3.8 Importing the SSL Server Certificate [PKCS#12]

The SSL server certificate [PKCS#12] must be imported into all HG 1500s where SPE is active
for SPE.

WBM path:

1. Select: WBM > Explorers > Security > SSL > Signaling and Payload Encryption (SPE) >
SPE Certificate > Import SPE certificate plus private key (PEM or PKCS#12).

The "Load a SPE Key Certificate via HTTP" mask is displayed. You can edit the following
fields:

e "Passphrase for decryption:"
In this field, enter the password which was used for creating the PKCS#12 file (for cer-
tificate generation).

e "File with certificate and private Key (PEM or PKCS#12 format):"
Specify the path and name of the file which contains the certificate data to be imported.
Click "Browse" to open a window to search for the file.

is active.

An automatic reset is performed the first time you install a certificate when SPE

2. Click "View Fingerprint of Certificate". A window showing the fingerprint of the certificate to
be imported is displayed.

Check the fingerprint (= hexadecimal numeral). The fingerprint always changes if a certif-
icate has been changed. An unchanged fingerprint is the only guarantee that the certificate
is authentic. If the two fingerprints are not identical, an attempted attack has probably oc-
curred. Appropriate measures should be taken.

3. Click "Import Certificate from File" if you are satisfied with the fingerprint check.

3.3.9 Checking the SSL Server Certificate

You can display and check the SSL server certificate.
WBM path:

Select: WBM > Explorers > Security > SSL > Signaling and Payload Encryption (SPE) > SPE
Certificate > SPE Certificate.

The "Certificate Information" mask is displayed and can be checked.

This displays general certificate data (such as the name, type and serial number), information
on the issuer and the subject name as well as encryption data. The public key used and the
fingerprint are displayed in hexadecimal format.
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3.3.10 Importing an Exported Root CA Certificate

The exported root CA certificate must now be imported into all HG 1500s.

WBM path:

1.

Select: WBM > Explorers > Security > SSL > Signaling and Payload Encryption (SPE) >
SPE CA Certificate(s) > Import trusted CA Certificate (PEM or Binary).

The "Load a SPE CA Certificate via HTTP" mask is displayed. You can edit the following
fields:

e "File with certificate (PEM or binary):"
Enter the path and file name of the PEM or binary file you want to import. Click
“Browse" to open a window to search for the file.

e CRL Distribution Point (CDP) Protocol:
Select "LDAP" as the CDP.
A CDP is an optional certificate extension. An imported certificate is only checked
against the CRLs for which the CDP was configured.

Click "View Fingerprint of Certificate". A window showing the fingerprint of the certificate to
be imported is displayed.

Check the fingerprint (= hexadecimal numeral). The fingerprint always changes if a certif-
icate has been changed. An unchanged fingerprint is the only guarantee that the certificate
is authentic. If the two fingerprints are not identical, an attempted attack has probably oc-
curred. Appropriate measures should be taken.

3. Click "Import Certificate from File" if you are satisfied with the fingerprint check.
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Setting Parameters for the SPE Security Configuration

You can set parameters for the SPE security configuration.
WBM path:

1. Select: WBM > Explorers > Payload > Signaling & Payload Encryption (SPE) > Show Se-
curity Configuration.

The "SPE Security Setup" mask is displayed. This window contains for the following secu-
rity settings for SPE (that is, for the encryption of signaling and payload data for communi-
cation between the gateway and the VoIP clients and between the two gateways):

"Minimal length of RSA keys:" 1024.

"Certificate validation with CRL verification required:" No.

“Minimum Re-Keying interval [hours]:" 24.

"Subjectname check:" No.

"Salt Key Usage:" Yes.

"SRTP authentication required (SRTP: Secure Realtime Transport Protocol): Yes.

"SRTCP encryption required
(SRTCP: Secure Realtime Transport Control Protocol): Yes.

"SRTP/SRTCP authentication tag length:" 80

2. Accept the default parameters.
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3.5 Setting System Flags for SPE via HiPath 3000 Manager E

To be able to use the SPE feature, you must first set the appropriate SPE system flags and then
activate them by resetting the system.

The SPE system flags can only be set via HiPath 3000 Manager E.

Setting system flags for SPE

The following system flags must be deactivated or activated:

e "No security" flag
1. Select: Systemview > Settings > Network > Gatekeeper > H.323/TS - Security.
2. Deactivate the "No security" flag.

The H.235 security protocol is not used if this flag is deactivated. No crypto tokens are sent
by the IP clients.

e "SPE Support" flag
1. Select: Systemview > Settings > System parameters > Flags > Switches.
2. Activate the "SPE Support" flag.

If this flag is activated, the signaling and payload data and the authentication data are en-
crypted.

e "Payload Security" flag
1. Select: Stationview > Activated features > Payload Security.
2. Activate the "Payload Security" flag ("ON").

If this flag and the "SPE support" flag are activated, signaling and payload data is encrypt-
ed for the selected station(s).

e "SPE Advisory Tone" flag
1. Select: Systemview > Settings > System parameters > Flags > Switches.
2. Activate the "SPE Advisory Tone" flag.

If this flag is activated, subscribers are informed of encryption status changes by a beep.
The call status ("Secure Call" or "Standard Call") is briefly indicated on the terminal at the
start of the call (not for analog telephones).
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3.6 Configuring an optiPoint 410/420 Telephone for SPE

You must configure the optiPoint 410/420 telephone via WBM and Manager E before you can
use the SPE feature.

Configuration via WBM (HG 1500)

1. Select: Administration > Settings > System > Security settings.
The "Security settings" mask is displayed.

2. Set the "Transport mode" parameter to "TLS".

3. Click "Submit".

Configuration via Manager E
1. Select: Systemview > Settings > Network > IP Ports.

The "IP Ports" table contains all values for which the IP port can be modified.

2. Enter the values for the new IP ports in the Port no. column.

WBM.

The "H323-TLS" parameter corresponds to the "H.225 TLS port" parameter in

The modified ports are activated the next time the application system is restarted.

3.6.1 Displaying Connection Information on an IP Phone’s Screen

At the start of a secure SPE connection, the IP phone’s display indicates the call status as "Se-
cure Call" for approximately 5 seconds.

In the case of a "non-secure" connection, the display indicates the call status as "Standard Call"
for approximately 5 seconds at the start of the call.

3.6.2 Configuring a Key for Secure Status Display

You can configure a key on the optiPoint 410/420 phone for secure status display (during a call)
(see Section 1.4, "Programming and Labeling Keys"). You can press this key during a call to
show the current secure status on the optiPoint 410/420 phone’s display.
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3.7 DLS - SPE Certificate Deployment

If you want greater security with a certificate check, you must integrate the DLS V2.0 R2 de-
ployment service in the customer network. The SPE CA certificate needed for this must be im-
ported into the DLS. The DLS then uses a secure connection to deploy the SPE CA certificate
for encryption to all IP phones.

3.7.1 SPE with Certificate Check

You can use the DLS to load the certificates required for SPE to the gateways and IP phones.
To do this, you must activate the certificate check and the TLS (Transport Layer Security) en-
cryption protocol.

HiFath 3000/5000

HG SSL server certificate (PXCS#12)

=

Q SPE CA certificate (X.509)

m Eﬂmii

- - IP workpoint _ i ) )
. A - SPE CA certificate (X.509) cenificate check. 1— | The certificate check is active

on all phones

j[’ Transport mode:  TLS
' TLS must be set as

Gateway - HG 1500 the transport mode
- SSL server certificate (PXCS#12) and SPE CA certificate (X.509)

Activate the certificate check and set the TLS (Transport Layer Security) encryption protocol in
the optiPoint410/420’s WBM.

WBM path:
1. Select: WBM > Administration > Settings > System > Security settings.
The "Security settings" mask is displayed.

2. Activate the "Certificate check" flag.
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3. Set the "Transport mode" parameter to "TLS".

4. Click "Submit".

3.7.2 Checking the HG 1500 Deployment and Licensing Client
Configuration

Check the HG 1500 Deployment and Licensing Client configuration in the HG 1500’s WBM.

WBM path:
Select: WBM > Explorers > Security > Deployment- and Licensing-Client (DLSC).

tificate.

HG 1500 is only allowed to display the 0. DLSC client certificate and the 0. CA cer-

Secure mode

“1. DLSC Client Certificates" and "1. CA Certificate" are only displayed in the HG 1500 if "Se-
cure mode" has already been enabled in HG 1500 by means of HG 1500 — DLS communication
and if the individual DLS certificates have been transferred.

valid DLSC client certificate.

"Secure mode" means that an HG 1500 only communicates with a DLS that has a
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3.7.3 Displaying CA Certificates

You can display and check the 0. DLSC client certificate and the 0. CA certificate.

Example:

Displaying certificate information on the 0. CA certificate:

WBM path:

Select: WBM > Explorers > Security > Deployment- and Licensing-Client (DLSC) > DLSC CA-
Certificates > 0. CA-Certificate.

The "Certificate Information" mask is displayed and can be checked.

The IP address of the DLS is not configured in the HG 1500 by default.

This mask displays general information about the certificate file, such as type (for example,
self-signed CA certificate) and serial number, information about the start and end time of cer-
tificate validity, and encryption data.

3.74 Adding IP Gateways and IP Phones to the DLS

Before you can import and start to deploy SPE certificates or the automatic SPE configuration,
you must add the IP gateways and IP phones to the DLS. To do this, you must start by adding
the HG 1500 to the DLS as a virtual device.
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3.7.5 Adding HG 1500 to the DLS as a Virtual Device

HG 1500 can be added to the DLS as a virtual device. The HG 1500 data can be read in auto-
matically via the HG 1500 WBM - by entering the IP address of the DLS server in the "Edit DLS
Client Basic Setup" mask - or manually via the DLS WBM.

3.7.5.1 Automatically Adding HG 1500 to the DLS
HG 1500 is automatically added as a virtual device via the HG 1500 WBM.

WBM path:

1. Select: WBM > Explorers > Security > Deployment- and Licensing-Client (DLSC).
The "Edit DLS Client Basic Setup" mask is displayed.

2. Enter the IP address of the DLS server in the "IP-Address of DLS Server:" mask.

3. Click "OK".
HG 1500 is automatically added to the DLS as a virtual device.

4. Click the diskette icon in the control area to save your changes permanently.

3.7.5.2 Manually Adding HG 1500 to the DLS
HG 1500 is manually added as a virtual device via the DLS WBM.

WBM path:

1. Select: WBM > Deployment Service > IP Devices > IP Device Administration > IP Device
Configuration.

The "IP Device Configuration" mask is displayed.

Activate "Object" in the "Views:" field.

Select the "DLS Connection" tab.

Enter the IP address of the DLS server in the "DLS Server Address:" field.

Click "Scan".
HG 1500 is added to the DLS as a virtual device.

A DLSC certificate is transferred from the DLS to the HG 1500 and the HG 1500 is switched to
secure mode. From this point on, only a DLS with a valid DLSC certificate can exchange data
with the HG 1500.

a &~ w0 N

changed because the other DLS is unable to authenticate itself.

If you attempt to communicate with the HG 1500 via another DLS, no data is ex-
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3.7.6 Displaying 1. CA and 1. DLSC Client Certificates

You can display and check the 1. CA and 1. DLSC client certificates.
e 1. CA certificate
WBM path:

Select: WBM > Explorers > Security > Deployment- and Licensing-Client (DLSC) > DLSC
CA-Certificates > 1. CA-Certificates.

e 1. DLSC client certificate
WBM path:

Select: WBM > Explorers > Security > Deployment- and Licensing-Client (DLSC) > DLSC
Client Certificate > 1. DLSC Client Certificates.

The "Certificate Information" mask is displayed for the relevant certificate and can be checked.
This mask displays general information about the certificate file, such as type (for example,
self-signed CA certificate) and serial number, information about the start and end time of cer-
tificate validity, and encryption data.
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3.7.7 Correcting DLS - HG 1500 Errors

You can display the HG 1500 event log file in the event of problems between the DLS and HG
1500.

If you have to reinstall the DLS, you must export the DLS CA and DLSC client certificates be-
fore you perform the reinstallation (see Section 3.3.7, "Exporting the Root CA Certificate as
IIX-509IIII).

After you reinstall the DLS, you can reimport the DLS CA and DLSC client certificates needed
in the customer network for HG 1500 communication (see Section 3.3.10, "Importing an Ex-
ported Root CA Certificate").

registers at the DLS.

If the same IP address is reused for the reinstalled DLS, the HG 1500 automatically

If the DLS is unable to communicate with the HG 1500, for instance, after you reinstall the DLS,
you can use the reset dls bootstrapping command inthe HG 1500 CLI to delete the old
"1." DLS certificates (such as "1. CA Certificate").

Commands via the HG 1500 CLI:
Please log in.

username: 31994

password: 31994

Welcome to the HG 1500 V7 SAPP HI-G15.74.000.S Command Line Interpret-
er.

vxTarget> get write access
OK
vxTarget> reset dls bootstrapping

OK
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3.7.8 Adding IP Phones to the DLS
IP phones are added to the DLS via the DLS WBM once you have added the IP gateways.

WBM path:

1. Select: WBM > Deployment Service > IP Devices > IP Device Interaction > Scan IP Devic-
es

The "Scan IP Devices" mask is displayed.

Activate "Object" in the "Views:" field.

Select the "IP Ranges" tab.

Activate "Table" and enter the required data in the fields.
Select the "Configuration" tab.

Activate the "Send DSL Address" flag.

Enter the IP address of the DLS in the "DLS Address:" field.
Enter the DLS port number in the "DLS Port" field.

© © N o o A~ Db

Click "Scan IP Devices".

The parameters set and the software version of the IP phones must be read out once the IP
phones have been fully scanned.

3.7.9 Reading out Parameters and the Software Version of IP Phones

Read out the parameter and the software version of the IP phones via the DLS WBM.

WBM path:

1. Select: WBM > Deployment Service > IP Devices > IP Device Interaction > Read IP De-
vices Data.

The "Read IP Device Data" mask is displayed.
Activate "Table".

Select and mark all IP devices.

Click "Read".

The parameters and the software version of the IP phone are read out.

o > 0 DN
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3.7.10 Updating IP Phones

Any necessary updates to IP phones must be performed via the DLS software.

WBM path:

1. Select: WBM > Deployment Service > Software Deployment > Workpoint Deployment.
The "Workpoint Deployment" mask is displayed.

Activate the table in the "Views:" field.

The "Select Deploy Workpoint-BLK Image" table is displayed.

Click the necessary software in the table.

o &~ 0N

Click "Deploy".

version (* . £11) can be upgraded via DLS.

The current version is required as the NetBoot version for the IP phone. The NetBoot
The customer network must feature an FTP server.

3.7.11 Importing and Deploying SPE CA Certificates

The SPE certificates generated in the HG 1500 or in the customer’s PKIl infrastructure must be
deployed to the IP gateways and IP phones. SPE certificates can only be deployed to the IP
phones via the DLS.

3.7.11.1 Importing SPE CA Certificates for IP Gateways
Import the SPE CA certificates for IP gateways via the DLS WBM.

WBM path:

1. Select: WBM > Deployment Service > IP Devices > IP Gateway Configuration > Signaling
and Payload Encryption (SPE).

The "Signaling and Payload Encryption (SPE)" mask is displayed.
2. Activate "Object" in the "Views:" field.
Select the "Settings" tab.

4. Enter 1024 as the public key length in the "Minimal Public Key Length for Certificates:"
field.
The minimum public key length of the DLS must match the minimum public key length of
the HG 1500 (1024 bits).
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Select the "SPE Certificate" tab.
Activate "SPE CA Certificates [0..15]" in the "Certificate Type" field.
Select the certificate in the "Filename:" field.

Click "Import Certificate".

© © N o O

Activate "SPE Certificate" in the "Certificate Type" field.
10. Select the HG 1500 server certificate in the "Filename:" field.

11. Enter the passphrase in the "Passphrase:" field.
The passphrase is a password made up of several words and containing up to 20 charac-
ters.

12. Click "Import Certificate".

13. Select the "SPE CA Certificates" tab.

14. Activate "Object".

15. Activate the certificates in the "Activate Certificate" table column.
16. Click "Save".

Make sure you read the notes or operating information on the DLS.
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3.7.11.2 Importing SPE CA Certificates for IP Phones
Import the SPE CA certificates for the IP phones via the DLS WBM.

WBM path:

1. Select: WBM > Deployment Service > IP Devices > IP Phone Configuration > Signaling
and Payload Encryption (SPE).

The "Signaling and Payload Encryption (SPE)" mask is displayed.
Activate "Object" in the "Views:" field.

Select the "SPE CA Certificates" tab.

Activate "Table".

Activate "SPE CA Certificates [0..1]" in the "Certificate Type" field.

Select the certificate in the "Filename:" field.

N o o b~ 0D

Click "Import Certificate for TLS Server (optiPoint)".

perform the import procedure for each individual IP phone.

Select all required IP phones before you import the certificates, otherwise you must
Make sure you read the gray DLS note.
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3.7.12 Configuring optiClient 130

SPE is supported in optiClient 130 V5.1 and later. At present, optiClient 130 can only be con-
figured for SPE via the DLS.

3.7.13 optiClient Attendant V8.0

optiClient Attendant V8.0 can only be connected via a terminal device as this is the only way
to ensure that SPE does not impact the functionality of optiClient Attendant V8.0.

3.7.14 "Gateway not found!" Error Message

"Gateway not found!" appears on the display of the optiPoint 410/420 IP phone.

Causes:

The optiPoint 410/420 cannot reach the HG 1500 via TCP/IP.

"Security" TLS is activated on the optiPoint 410/420, but the IP ports for TLS are not con-
figured in the HiPath 3000.

"Security" TLS is activated on the optiPoint 410/420, but the SPE certificates are not avail-
able/imported into the HG 1500.

TLS "unavailable" - SPE certificates are available in the HG 1500. The certificate check is
activated in the IP phone, but a different SPE certificate is active in the HG 1500.
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3.8 Automatic SPE Configuration via DLS

Automatic SPE configuration can be performed via DLS. To do this, all IP gateways must first
be imported into the DLS. The DLS automatically recognizes and reads out all IP phones con-
figured in the system. Automatic configuration can commence once all IP gateways and IP
phones have been entered in DLS.

Proceed as follows to start automatic SPE configuration via DLS.

WBM path:

1. Select: WBM > Deployment Service > Administration > CDB Configuration > Automatic
SPE Configuration.

The "Automatic SPE Configuration" mask is displayed.

2. Click "Create CA".
A new autoSPE credential is generated.

3. Click "Deploy CA".
The autoSPE credential is deployed to all IP gateways and IP phones.

4. Click "Activate".
The deployed credential is activated, that is, "generate and deploy" is active at every IP
gateway for a CA-signed certificate. Following activation, only IP phones that accept the
associated CA certificate can receive DLS requests.

Credential:

A credential is an instrument for confirming the identity of a system or user to another system.
This credential is usually a user ID in conjunction with an authentication feature.

Credentials can be identity papers, certificates, passwords, keys or results of cryptographic
methods or physical components for access authorization, such as smart cards or keys.
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3.9 SPE Secure Trace

SPE secure traces are used to detect defects in an SPE environment. SPE secure traces pro-
vide recordings of encrypted signaling and payload datastreams, for instance, from and to the
gateway. Completed SPE secure trace recordings are sent to BackLevel Support. The record-
ed data can only be viewed by a developer with his or her private key.

3.9.1 SPE Secure Trace Certificate

This certificate is the prerequisite for activating or generating an SPE secure trace in the

HG 1500 and is provided by the developer. It contains the public key and must be provided in
PEM or binary format. The certificate is valid for up to one month and must be imported into the
HG 1500.

3.9.2 Importing the SPE Secure Trace Certificate
Import the SPE secure trace certificate into all HG 1500s now via the HG 1500 WBM.

WBM path:

1. Select: WBM > Explorers > Maintenance > Secure Trace > Import Secure Trace certificate
(PEM or Binary).

The "Load the Secure Trace Certificate via HTTP" mask is displayed.

2. Enter the path and file name of the PEM or binary file you want to import in the "Certificate
file (PEM or binary):" field.

3. Click "Browse" to open a window to search for the file.

4. Click "View Fingerprint of Certificate". A window showing the fingerprint of the certificate to
be imported is displayed.

Check the fingerprint (= hexadecimal numeral). The fingerprint always changes if a certif-
icate has been changed. An unchanged fingerprint is the only guarantee that the certificate
is authentic. If the two fingerprints are not identical, an attempted attack has probably oc-
curred. Appropriate measures should be taken.

5. Click "Import Certificate from File" if you are satisfied with the fingerprint check.

You can now create an SPE secure trace.
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3.9.3 Displaying the SPE Secure Trace Certificate
You can display and check the SPE secure trace certificate via the HG 1500 WBM.

WBM path:
Select: WBM > Explorers > Maintenance > Secure Trace > Secure Trace Certificate.

The "Certificate Information" mask is displayed and can be checked. This mask displays gen-
eral information about the certificate file, such as type (for example, CA-signed peer certificate)
and serial number, information about the start and end time of certificate validity, and encryption
data.

3.9.4 Starting the SPE Secure Trace

Prerequisites:

You can only start the SPE secure trace if the following prerequisites have been met:

e The "sniffer" (WireShark version 0.99.6, for instance) has been started.

e The HiPath plug-in for the "sniffer" has been connected and IP package recording is active.
e You received a public key from the developer and imported it into WBM.

e The secure trace activation passphrase has been entered in the WBM (passphrase: a
password made up of a number of words and containing up to 20 characters).

without a passphrase. You cannot start a secure trace if you have forgotten your
passphrase. You must bootstrap the HG 1500 before you can create a new
passphrase.

Make sure you note the passphrase because an SPE secure trace is impossible
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3.9.4.1 Editing the SPE Secure Trace Passphrase

You can change the secure trace passphrase via the HG 1500 WBM.

WBM path:

1.

Select: WBM > Explorers > Maintenance > Secure Trace > Change Secure Trace Activa-
tion Passphrase.

The "Change Secure Trace Activation Passphrase" mask is displayed.

Fill out the input fields "Current Passphrase”, "New Passphrase", and "Confirm New Pass-
phrase".

Click "OK".

Click the diskette icon in the control area to permanently save changes.

3.94.2 Activating the SPE Secure Trace

If the SPE secure trace is started in the HG 1500, a secure trace beacon for TSL is sent for
every terminal device (IP gateway and IP terminal). This enables you to decrypt the data later
with the private key generated for Development.

Activate the SPE secure trace via the HG 1500 WBM.

WBM path:

1.

3.
4.
5.

Select: WBM > Explorers > Maintenance > Secure Trace > Start Secure Trace.
The "Start Secure Trace" mask is displayed.

Enter the passphrase in the "Secure Trace Activation Passphrase:" field.
The passphrase is a password made up of several words and containing up to 20 charac-
ters.

Enter the trace duration (in minutes) in the field "Duration of Secure Trace (Mins.):".
Activate all protocols.

Click "Start Secure Trace".

The secure trace is generated.
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4 Networking Scenarios for HiPath 3000/5000 V8

This chapter describes scenarios with typical, practical configurations. The application scenar-
ios are displayed and the configuration steps are described. In the practical examples, Manager
E and WBM are used for configuration.

4.1 Overview

This document covers the topics listed in the table below.

Topic

Networking HiPath 3000/5000 V9 to HiPath 2000 V2 / HiPath OpenOffice EE via CorNet IP,
page 4-2

Networking HiPath 3000/5000 V9 to HiPath 2000 V2 / HiPath OpenOffice EE via SIP-Q V2,
page 4-10

Networking Between HiPath 2000 / HiPath OpenOffice EE and HiPath 3000 with Two CorNet-
NQ Trunks, page 4-18

Networking Between HiPath 2000 / HiPath OpenOffice EE and HiPath 3000 with Breakout to
the ITSP, page 4-25

Networking HiPath 3000 V9 with HiPath 3000 V9 via IP, page 4-27

Networking HiPath 3000 V9 with HiPath 3000 V9 via TDM, page 4-34

Networking HiPath 3000 V9 with HiPath 3000 V9 using E.164, page 4-38

Networking HiPath 3000 V8 with HiPath 4000 V4 via IP, page 4-44

Networking HiPath 3000 V8 with HiPath 4000 V5 via SIP-Q V2, page 4-48

Networking HiPath 3000 V9 with HiPath 4000 V4 via TDM, page 4-57

Networking HiPath 3000 V8 and HiPath 4000 V4 with E.164, page 4-60

Networking of HiPath 3000 with OpenScape Voice via SIP-Q V2, page 4-63

Networking HiPath 3000 V9 with External Systems via ISO-QSIG or ECMA-QSIG, page 4-122
Information on Configuring Networking Routes, page 4-125

Information on the Rerouting Parameter and Path Optimization Flag, page 4-127
Least Cost Routing (LCR) for E.164, page 4-128
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4.2

4.2

1

Networking HiPath 3000/5000 V9 to HiPath 2000 V2 /
HiPath OpenOffice EE via CorNet IP

Target Configuration

The target configuration involves establishing a CorNet-IP connection from HiPath 3000/5000
to HiPath 2000 V2 / HiPath OpenOffice EE.V9

HiPath 3000/5000
Stno 571XX

Node 1

HiPath 2000
Stno 573XX

Node 3

LAN switch

4.2.2 Configuring HiPath 3000/5000

Setup is performed via Manager E.

Add trunks

1.

S e

Start HiPath 3000 Manager E and read the customer database (CDB).

Select "Lines/networking > IP Trunks".

Select the gatekeeper board slot.

Enable gateway resources.

Add the required number of IP trunking lines.

Click Apply.
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Configure routes

1. Select "Lines/networking > Routes".

Under "Routes", the last possible route should be selected (clicked).
Enter the route name (e.g., LAN).

Enter the 2nd trunk code (e.g., 0) for the missed calls list.

If a routing prefix is set, delete it.

Click Apply.

® 0 A N

Configure routing parameters

1. Select "Lines/networking > Routing parameters".

2. Select "PABX" and "No. and type, outgoing" for the selected route (LAN).
3. Click Apply.

Configure QSIG features

1. Select "Lines/networking > QSIG features > Own system data".

2. Enter the system number, e.g., 1 (corresponds to the node number).
3. Click Apply.

Configure system parameters

1. Select "System parameters > Flags > Node number", enter the node number (for example,
57199), and check if "Path optimization" is set.

2. Click Apply.

Configure LCR

Go to "Settings > Least cost routing" and select the tab Flags and COS.
In the area " LCR flags" check the "Activate LCR" checkbox.

Click the Apply button.

Go to "Settings > Lines/networking" and select the tab Routes.

Under "Digit transmission" area select "en-bloc sending".

Click the Apply button.

o a0 A~ W hd =
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Configuring least cost routing

1. Select "Least cost routing > Dial plan > Dialed digits".

Enter the HiPath 2000 / HiPath OpenOffice EE station numbers (e.g., -573XX).
Assign a route table to the station number (e.g., route table 1).

Select the IP trunking route (the last possible trunk group) for the route table.

Assign a dial rule to the IP trunking route (e.g., dial rule 1).

A e

Select "Corporate network" as the network provider's method for dial rule 1 in the Dial rule
wizard.

N

Enter "E1A" as the dial rule format.
8. Select "Unknown" as the type of number (TON).
9. Click Apply.

Licensing...

1. Select "Licensing... > HXG > HG 1500 B-channel".
License the number of IP trunking lines configured.
Click Apply.

Transfer the CDB to HiPath 3000 (delta mode possible).

A 0D
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4.2.3 Configuring the HG 1500 in HiPath 3000/5000
Setup is performed via WBM.

Add node

1.

© © N o g &~ w Db

—
©

11.

Start WBM.

Select "Explorers > Voice Gateway > PBX > Nodes".

Right-click "Add PBX Node".

Enter the node number (e.g., 3).

Click Apply.

Right-click the added node number and select "Edit IP Addresses".

HXG gatekeeper board 1: Enter the IP address of HiPath 2000 / HiPath OpenOffice EE.
Click Apply.

Click the diskette icon.

Use the reset icon to reset the HG.

Once HG 1500 is ready for operation, quit and restart WBM.

Configuring routing

1.
2.
3.

Select "Explorers — Voice Gateway — PBX — Routing".
Right-click "Add Station Number".

Enter the station number(s) for the node number of HiPath 2000 / HiPath OpenOffice EE
(e.g. 573). with this input all numbers from 57300 to 57399 are routed to HiPath 2000 / Hi-
Path OpenOffice EE.

Click Apply.
Click the diskette icon.

You may have to reset the HG with the reset icon to activate the trunking line.
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4.2.4 Configuring HiPath 2000 / HiPath OpenOffice EE
Setup is performed via WBM.

Add trunks

Start WBM.

Select "Expert Mode" and confirm with "OK".

Select "Explorers > Trunks/Routing > Trunks > LAN: Slot 2 > Port 3 CorNet-IP".
Right-click "Add Trunk".

Enter the required number of IP trunking lines.

Click Apply.

o g bk~ w b~

Configure routes

Select "Lines/Networking > Route > Last Possible Route".
Right-click "Last Possible Route".

Enter the route name (e.g., LAN).

Enter the 2nd trunk code (e.g., 0) for the missed calls list.
If seizure codes are set, delete them.

Click Apply.

o gk~ w b=

Configure routing parameters
1. Select "Lines/networking > Routing parameters > Trk Grp 8".
Right-click "Trk Grp 8 > Change Routing Parameters".

Select "PABX" under "Route type", "Direct inward dialing" under "Callnumber typ" and "In-
ternal" under "No. and type, outgoing" for "Trk Grp 8" (currently only possible via
Manager E).

4. Click Apply.

Configure QSIG features
1. Select "Explorers > Lines / networking... > QSIG features".
2. Right-click "QSIG-Feature" and select "QSIG-Feature change".

3. Select "Own system data > System number" and enter the system number (for example,
3; corresponds to the node number).

4. Click Apply.
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Configuring system flags

1.
2.
3.

4.

Select "Explorers > Basic Settings > System > System Flags".
Right-click "System Flags" and select "Edit System Flags".

Enter the node number (currently only possible in Manager E) and check if path optimiza-
tion is set.

Click Apply.

Configure LCR

9.

© N o bk Db =

Select "Explorers > Routing > LCR".

Right-click "Edit LCR flags".

Select "Activate LCR".

If necessary, activate "Digit-by-digit" under "Digit transmission".

Click Apply.

Configure the dial plan.

Select "Explorers > Routing > LCR > Dial Plan".

Right-click "Edit Dial Plan".

Enter the HiPath 3000 station numbers (e.g.,-571XX) under "Dialed digits".

10. Assign a free route table to the station number (e.g., 12).
11. Click Apply.

Configuring the route table

4.

Select "Explorers > Routing > LCR > Routing table".
Right-click the selected route table (e.g., 12) and click "Change Routing table".

Enter the "Trk Grp 8" for the IP trunking lines under Index 1 and select a free dial rule
(e.g., outdial rule 4).

Click Apply.

Configuring the outdial rule

4.

Select "Explorers > Routing > LCR > Dialrule".
Right-click the selected dial rule (e.g., dial rule 4) and click "Change Dialrule".

Assign a rule name, enter "E1A" as the dial rule format; select "Corporate network" as the
network provider’s method for the dial rule and "Unknown" as the type.

Click Apply.
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Add node

1.

N o o &~ 0D

Select "Explorers > Voice Gateway > PBX > Nodes".

Right-click "Add PBX Node".

Enter the node number (e.g., 1).

Click Apply.

Right-click the added node number and select "Edit IP Addresses".
HXG board 1: Enter the IP address of HG 1500 in HiPath 3000.
Click Apply.

Configuring routing

1.

© N o o &

Select "Explorers — Voice Gateway — PBX — Routing" (if the Routing folder does not appear,
exit the window by clicking Maintenance, for example, and return to "Explorers > Voice
Gateway > PBX > Routing". This refreshes Java; the page is now correctly displayed).

Right-click "Add Station Number".

Enter the station number(s) in the Station number field for the HiPath 3000 node number
(e.g., 571). This entry routes all station numbers in the range 57100 - 57199 to
HiPath 3000.

Click Apply.

Select "Explorers > Basic Settings > License Management > License File".
Select and load the associated license file.

Click the diskette icon.

Click the reset icon.

Note on node monitoring

longing to the network. In the case of HiPath 3000 and HiPath 2000 /
HiPath OpenOffice EE networks, the use of TCP is preferable.

The same node monitoring settings (TCP or ICMP) must be used for all nodes be-
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4.2.5 Using Signaling & Payload Encryption

Signaling & Payload Encryption is supported as of HiPath 3000/5000 R4 and HiPath 2000 V2
R4 / HiPath OpenOffice EE. It allows station-specific encryption of both signaling and payload
data (see Chapter 3, "Signaling & Payload Encryption (SPE) — Encryption").

The system-wide flag for SPE support must be activated for all systems belonging to the net-
work.

"Payload Security" must be activated to allow a station to use SPE. In addition, one of the fol-
lowing IP workpoints must be available:

e OpenStage CorNet IP (HFA)

- 20E,20,20G

- 40,40G

- 60,60G

- 80,80G
e optiPoint 410 (not optiPoint 410 entry, optiPoint 410 economy)
e optiPoint 420 (not optiPoint 420 economy)
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4.3 Networking HiPath 3000/5000 V9 to HiPath 2000 V2 /
HiPath OpenOffice EE via SIP-Q V2
4.3.1 Target Configuration

The target configuration involves establishing a SIP-Q connection from HiPath 3000/5000 V9
to HiPath 2000 V2 / HiPath OpenOffice EE.

HiPath 3000/5000 HiPath 2000
Stno 571XX Stno 573XX
Node 1 Node 3
LAN switch
4.3.2 Prerequisites

e HiPath 3000 as of V7 R4
e HiPath 2000 as of V2 R4 / HiPath OpenOffice EE

4.3.3 Configuring HiPath 3000/5000

Setup is performed via Manager E.

Add trunks

1. Start HiPath 3000 Manager E and read the customer database (CDB).
Select "Lines/networking > IP Trunks".

Select the gatekeeper board slot.

Enable gateway resources.

Add the required number of IP trunking lines.

Click Apply.

o 0 A~ Db

A31003-H3590-M102-7-76A9, 06/2012
4-10 HiPath 3000/5000 V9 Configuration Examples, Administrator Documentation



Networking Scenarios for HiPath 3000/5000 V8
Networking HiPath 3000/5000 V9 to HiPath 2000 V2 / HiPath OpenOffice EE via SIP-Q V2

Configure routes

1. Select "Lines/networking > Routes".

Under "Routes", the last possible route should be selected (clicked).
Enter the route name (e.g., SIP-Q).

Enter the 2nd trunk code (e.g., 0) for the missed calls list.

If a routing prefix is set, delete it.

Click Apply.

® 0 A N

Configure routing parameters

1. Select "Lines/networking > Routing parameters".

2. Select "PABX" and "No. and type, outgoing" for the selected route (SIP-Q).
3. Click Apply.

Configure QSIG features

1. Select "Lines/networking > QSIG features > Own system data".

2. Enter the system number, e.g., 1 (corresponds to the node number).
3. Click Apply.

Configure system parameters

1. Select "System parameters > Flags > Node number", enter the node number (for example,
57199), and check if "Path optimization" is set.

2. Click Apply.

Configure LCR

Go to "Settings > Least cost routing" and select the tab Flags and COS.
In the area " LCR flags" check the "Activate LCR" checkbox.

Click the Apply button.

Go to "Settings > Lines/networking" and select the tab Routes.

Under "Digit transmission" area select "en-bloc sending".

Click the Apply button.

o a0 A~ W hd =
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Configuring least cost routing

1.

A e

N

Select "Least cost routing > Dial plan > Dialed digits".

Enter the HiPath 2000 / HiPath OpenOffice EE station numbers (e.g., -573XX).
Assign a route table to the station number (e.g., route table 1).

Select the SIP-Q route (the last possible trunk group) for the route table.
Assign a dial rule to the SIP-Q route (e.g., dial rule 1).

Select "Corporate network" as the network provider's method for dial rule 1 in the Dial rule
wizard.

Enter "E1A" as the dial rule format.
Select "Unknown" as the type of number (TON).
Click Apply.

Licensing...

1.

A 0D

Select "Licensing... > HXG > HG 1500 B-channel".
License the number of SIP-Q lines configured.

Click Apply.

Transfer the CDB to HiPath 3000 (delta mode possible).
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4.3.4 Configuring the HG 1500 in HiPath 3000/5000
Setup is performed via WBM.

Add node

1.

© © N o g &~ w Db

—
©

11.

Start WBM.

Select "Explorers > Voice Gateway > PBX > Nodes".

Right-click "Add PBX Node".

Enter the node number (e.g., 3).

Click Apply.

Right-click the added node number and select "Edit IP Addresses".

HXG gatekeeper board 1: Enter the IP address of HiPath 2000 / HiPath OpenOffice EE.
Click Apply.

Click the diskette icon.

Use the reset icon to reset the HG.

Once HG 1500 is ready for operation, quit and restart WBM.

Configuring routing

1.
2.
3.

Select "Explorers — Voice Gateway — PBX — Routing".
Right-click "Add Station Number".

Enter the station number(s) for the node number of HiPath 2000 / HiPath OpenOffice EE
(e.g. 573). with this input all numbers from 57300 to 57399 are routed to HiPath 2000 /
HiPath OpenOffice EE.

Click Apply.
Click the diskette icon.

You may have to reset the HG with the reset icon to activate the trunking line.
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4.3.5 Configuration of HiPath 2000 / HiPath OpenOffice EE
Setup is performed via WBM.

Add trunks

Start WBM.

Select "Expert Mode" and confirm with "OK".

Select "Explorers > Trunks/Routing > Trunks > LAN: Slot 2 > Port 3 CorNet-IP".
Right-click "Add Trunk".

Enter the required number of SIP-Q lines.

Click Apply.

o g bk~ w b~

Configure routes

Select "Lines/Networking > Route > Last Possible Route".
Right-click "Last Possible Route".

Enter the route name (e.g., SIP-Q).

Enter the 2nd trunk code (e.g., 0) for the missed calls list.
If seizure codes are set, delete them.

Click Apply.

o gk~ w b=

Configure routing parameters
1. Select "Lines/networking > Routing parameters > Trk Grp 8 (SIP-Q)"
Right-click "Trk Grp 8 (SIP-Q) > Change Routing Parameters".

Select "PABX" under "Route type", "Direct inward dialing" under "Callnumber typ" and "In-
ternal" under "No. and type, outgoing" for "Trk Grp 8 (SIP-Q)" (currently only possible via
Manager E).

4. Click Apply.

Configure QSIG features
1. Select "Explorers > Lines / networking... > QSIG features".
2. Right-click "QSIG-Feature" and select "QSIG-Feature change".

3. Select "Own system data > System number" and enter the system number (for example,
3; corresponds to the node number).

4. Click Apply.
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Configuring system flags

1.
2.
3.

4.

Select "Explorers > Basic Settings > System > System Flags".
Right-click "System Flags" and select "Edit System Flags".

Enter the node number (currently only possible in Manager E) and check if path optimiza-
tion is set.

Click Apply.

Configure LCR

1.

© © N o a &~ w Db

Select "Explorers > Routing > LCR".

Right-click "Edit LCR flags".

Select "Activate LCR".

If necessary, activate "Digit-by-digit" under "Digit transmission".

Click Apply.

Configure the dial plan.

Select "Explorers > Routing > LCR > Dial Plan".

Right-click "Edit Dial Plan".

Enter the HiPath 3000 station numbers (e.g.,-571XX) under "Dialed digits".

10. Assign a free route table to the station number (e.g., 12).

11.

Click Apply.

Configuring the route table

1.

0D

Select "Explorers > Routing > LCR > Routing table".

Right-click the selected route table (e.g., 12) and click "Change Routing table".

Enter the "Trk Grp 8 (SIP-Q)" under Index 1 and select a free dial rule (e.g., dial rule 4).
Click Apply.
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Configuring the outdial rule

1.

Select "Explorers > Routing > LCR > Dialrule”.

2. Right-click the selected dial rule (e.g., dial rule 4) and click "Change Dialrule".

3. Assign a rule name, enter "E1A" as the dial rule format; select "Corporate network" as the
network provider's method for the dial rule and "Unknown" as the type.

4. Click Apply.

Add node

1. Select "Explorers > Voice Gateway > PBX > Nodes".

2. Right-click "Add PBX Node".

3. Enter the node number (e.g., 1).

4. Click Apply.

5. Right-click the added node number and select "Edit IP Addresses".

6. Select "SIP-Q" as the LAN trunking protocol.

7. HXG board 1: Enter the IP address of HG 1500 in HiPath 3000.

8. Click Apply.

Configuring routing

1.

© N o 0o &

Select "Explorers — Voice Gateway — PBX — Routing" (if the Routing folder does not appear,
exit the window by clicking Maintenance, for example, and return to "Explorers > Voice
Gateway > PBX > Routing". This refreshes Java; the page is now correctly displayed).

Right-click "Add Station Number".

Enter the station number(s) in the Station number field for the HiPath 3000 node number
(e.g., 571). This entry routes all station numbers in the range 57100 - 57199 to
HiPath 3000.

Click Apply.

Select "Explorers > Basic Settings > License Management > License File".
Select and load the associated license file.

Click the diskette icon.

Click the reset icon.
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Note on node monitoring

longing to the network. In the case of HiPath 3000 and HiPath 2000 /

The same node monitoring settings (TCP or ICMP) must be used for all nodes be-
HiPath OpenOffice EE networks, the use of TCP is preferable.

4.3.6 Using Signaling & Payload Encryption

Signaling & Payload Encryption is supported in HiPath 3000/5000 R4 and later. It allows sta-
tion-specific encryption of both signaling and payload data (see Chapter 3, "Signaling & Pay-
load Encryption (SPE) — Encryption").

The system-wide flag for SPE support must be activated for all systems belonging to the net-
work.

"Payload Security" must be activated to allow a station to use SPE. In addition, one of the fol-
lowing IP workpoints must be available:

e OpenStage CorNet IP (HFA)

- 20E,20,20G

- 40,40G

- 60,60G

- 80,80G
e optiPoint 410 (not optiPoint 410 entry, optiPoint 410 economy)
e optiPoint 420 (not optiPoint 420 economy)
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4.4 Networking Between HiPath 2000 / HiPath OpenOffice EE
and HiPath 3000 with Two CorNet-NQ Trunks

441 Target Configuration

The target configuration involves establishing a network between HiPath 2000 /
HiPath OpenOffice EE and HiPath 3000 withtwo CorNet-NQ trunks.

HiPath 3000 HiPath 2000 /
HiPath Ope-
nOffice EE

RN02302667XXXXXn

ode 1 Stno
089722 XXXXX
Node 3

LAN switch

4.4.2 Configuring the HiPath 3000/5000, HiPath 2000 /
HiPath OpenOffice EE and HG 1500

For information on configuring HiPath 3000/5000, HG 1500 and HiPath 2000 / HiPath OpenOf-
fice EE, see Section 4.2. Internet telephony is configured with various ITSPs and works (see
Section 2.8 and Section 2.10 HiPath 2000 /

HiPath OpenOffice EE Setup Wizard).

4.4.3 Configuring the HiPath 3000/5000, HiPath 2000 /
HiPath OpenOffice EE and HG 1500 for E.164

The following examples describe the additional configuration of HiPath 3000/5000,
HiPath 2000 / HiPath OpenOffice EE, and HG 1500 for E.164.
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4.4.4 Configuring HiPath 3000 Node1

Setup is performed via Manager E.

Add trunks

1.
2.
3.

4.

Start HiPath 3000 Manager E and read the customer database (CDB).
Select "System parameters > Flags > E.164 numbering scheme".

Activate "System parameters > Display > outreach call number transparent” (if the charge-
able feature is active on a remote CO connection and you want to use breakout there; dis-
plays and caller lists relevant).

Click Apply.

Configure routing parameters

1.
2.

3.
4.

Select "Lines/networking > Routing parameters".

Select "Add direction prefix incoming", "Add direction prefix outgoing for the last possible
route".

Select "Country code" under "No. and type, outgoing".
Click Apply.

Configure routes

1.

o g A~ W b

Select "Lines/networking > Routes".

Under "Routes", the last possible route should be selected (clicked).

Enter the country code (e.g., 49) under "PABX number-incoming > Country code".

Enter the local area code (e.g., 2302) under "PABX number-incoming > Local area code".
Enter the PABX number (e.g., 667) under "PABX number-incoming > PABX number".

Activate the flag "Location number current" (if the system has a CO connection and the en-
tries for the trunk group are the same as the last trunk group, the "Location number current"
flag is set for the CO connection’s trunk group).

Delete the routing prefix.
Enter a CO code > 2nd trunk code (e.g., 0).
Click Apply.
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Configuring least cost routing

1.

2 e

~N

10.
11.
12.
13.

14.

15.

16.
17.

Select "Least cost routing > Dial plan > Dialed digits".

Enter the HiPath 2000 / HiPath OpenOffice EE Node3 station number (e.g., 0C0-89-Z).
Assign a route table to the station number (e.g., route table 3).

Select the IP trunking route (the last possible trunk group) for the route table.

Assign a dial rule to the IP trunking route (e.q., dial rule 3).

Select "Corporate network" as the network provider's method for dial rule 3 in the Dial rule
wizard.

Enter "D49E3A" as the dial rule format.
Select "Country code" under "Type of Number (TON)".

Enter the HiPath 2000 / HiPath OpenOffice EE Node3 station number (e.g., 0C00-49-89-
2).

Assign a route table to the station number (e.g., route table 4).
Select the IP trunking route (the last possible trunk group) for the route table.
Assign a dial rule to the IP trunking route (e.g., dial rule 4).

Select "Corporate network" as the network provider’s method for dial rule 4 in the Dial rule
wizard.

Enter "E3A" as the dial rule format.

Select "Country code" under "Type of Number (TON)" (if Node1 is in the same location as
Node3, another LCR entry is needed, for example, 0C722-Z with D4989E2A and "Country
code" as the TON).

Click Apply.
Transfer the CDB to HiPath 3000 (delta mode possible).
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4.4.5 Configuring the HG 1500 in HiPath 3000 Node1
Setup is performed via WBM.

Add node

1. Start WBM

Select "Explorers > Voice Gateway > PBX > Nodes".

Right-click "Add PBX Node".

Enter the node number (e.g., 3).

Click Apply.

Right-click the added node number and select "Edit IP Addresses".

HXG gatekeeper board 1: Enter the IP address of HG 1500 in HiPath 2000 / HiPath Ope-
nOffice EE Node3.

8. Click Apply.
9. Click the diskette icon.

N o o K~ D

10. Use the reset icon to reset the HG 1500.
11. If necessary, configure a static route for Node3.

12. Once HG 1500 is ready for operation, quit and restart WBM.

Configuring routing
1. Select "Explorers — Voice Gateway — PBX — Routing".
2. Right-click "Add Station Number".

3. Enter the station number(s) for the node number of HiPath 2000 / HiPath OpenOffice EE
Node3 (e.qg., 49 or 4989).

4. Click Apply.
5. Click the diskette icon.

6. You may have to reset the HG 1500 with the reset icon to activate the trunking line.
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4.4.6 Configuring HiPath 2000 / HiPath OpenOffice EE Node3
Setup is performed via WBM.

Configure routes

1.
1.

© N o o A~ 0D

9.

Start WBM.

Select "Explorers > Lines/Networking > Route > Last Possible Route".

Right-click "Last Possible Route".

Delete the seizure code.

Enter the CO code (2nd trunk code, e.g., 0).

Enter the country code (e.g., 49) under "PABX number-incoming > Country code".
Enter the local area code (e.g., 89) under "PABX number-incoming > Local area code".
Enter the PABX number (e.g., 722) under "PABX number-incoming > PABX number".

Activate the flag "Location number current” (if the system has a CO connection and the en-
tries for the trunk group are the same as the last trunk group, the "Location number current"
flag is set for the CO connection’s trunk group).

Click Apply.

Configure routing parameters

1.
2.
3.

4.
5.

Select "Explorers > Trunks/Routing > Routing Parameter".
Right-click "Trk Grp 8" and select "Change Routing Parameters".

Select "Add direction prefix incoming”, "Add direction prefix outgoing for the last possible
route”.

Select "Country code" under "No. and type, outgoing".
Click Apply.

Configure LCR

1.
2.
3.

Select "Explorers > Routing > LCR".
Right-click "Edit Dial Plan".

Enter the HiPath 3000 Node1 station numbers (e.g., 0C0-2302-Z)) under
"Dialed digits".

Assign a free route table to the station number (e.g., 13).

A31003-H3590-M102-7-76A9, 06/2012

4-22 HiPath 3000/5000 V9 Configuration Examples, Administrator Documentation



Networking Scenarios for HiPath 3000/5000 V8

Networking Between HiPath 2000 / HiPath OpenOffice EE and HiPath 3000 with Two CorNet-

6.
7.

Enter the HiPath 3000 Node1 station numbers (e.g., 0C00-49-2302-Z) under
"Dialed digits".

Assign a free route table to the station number (e.g., 14).
Click Apply.

Configuring the route table

1.
2.
3.

7.

Select "Explorers > Routing > LCR > Routing table".
Right-click the selected route table (e.g., 13) and click "Change Routing table".

Enter the "Trk Grp 8" for the IP trunking lines under Index 1 and select a free outdial rule
(e.g., outdial rule 5).

Click Apply.
Right-click the selected route table (e.g., 14) and click "Change Routing table".

Enter the "Trk Grp 8" for the IP trunking lines under Index 1 and select a free outdial rule
(e.g., outdial rule 6).

Click Apply.

Configuring the outdial rule

1.

Select "Explorers > Routing > LCR > Dialrule".

2. Right-click the selected dial rule (e.g., dial rule 5) and click "Change Dialrule".

3. Assign a rule name, enter "D49E3A" as the dial rule format; select "Corporate network" as
the network provider’s method for the dial rule and "Country code" as the type.

4. Click Apply.

5. Right-click the selected dial rule (e.g., dial rule 6) and click "Change Dialrule".

6. Assign arule name, enter "E3A" as the dial rule format; select "Corporate network" as the
network provider's method for the dial rule and "Country code" as the type.

7. Click Apply.

Add node

1. Select "Explorers > Voice Gateway > PBX > Nodes".

2. Right-click "Add PBX Node".

3. Enter the node number (e.g., 1).

4. Click Apply.
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5.
6.
7.

Right-click the added node number and select "Edit IP Addresses".
HXG board 1: Enter the IP address of HG 1500 in HiPath 3000.
Click Apply.

Configuring routing

1.

= © © N o g k~ 0 D

11.

Select "Explorers — Voice Gateway — PBX — Routing" (if the Routing folder does not appear,
exit the window by clicking Maintenance, for example, and return to "Explorers > Voice
Gateway > PBX > Routing". This refreshes Java; the page is now correctly displayed).

Right-click "Add Station Number".

Enter the station number(s) for the node number of HiPath 3000 (e.g., 49 or 492302).
Click Apply.

Select "Explorers > Basic Settings > System".

Right-click "Edit System Flags".

Activate "E.164 numbering scheme".

Click Apply.

Right-click "Display and edit display".

. Activate "outreach call number transparent” (if the chargeable feature is active on a remote

CO connection and you want to use breakout there; displays and caller lists relevant).
Click Apply.

Licensing...

1.

0D

Select "Explorers > Basic Settings > License Management > License File".
Select and load the associated license file.
Click the diskette icon.

Click the reset icon.
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4.5 Networking Between HiPath 2000 / HiPath OpenOffice EE
and HiPath 3000 with Breakout to the ITSP

4.5.1 Target Configuration

The target configuration involves establishing a network between HiPath 2000 / HiPath Ope-
nOffice EE and HiPath 3000 with breakout to the ITSP.

HiPath 3000 HiPath 2000 /
Internet Tele- Router HiPath Ope-
phony Service nOffice EE

Provider

Stno 571XX Stno 573XX

Node 1 Node 3

NodeStno 57199 NodeStno 57399

LAN switch

Prerequisites

e ITSP (Internet Telephony Service Provider) is configured at HiPath 3000 Node1 and is
ready for operation.

e The route to the Internet Telephony Service Provider provider is seized with code 85.

e Networking is configured between HiPath 3000 and HiPath 2000 /
HiPath OpenOffice EE as described in Section 4.2 and Section 4.4.

4.5.2 Configuration for "Breakout" from HiPath 2000 /
HiPath OpenOffice EE via HiPath 3000 to ITSP

The following example describes the additional configuration needed for breakout from
HiPath 2000 / HiPath OpenOffice EE via HiPath 3000 to the ITSP.
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4.5.3 Configuring the HiPath 2000 / HiPath OpenOffice EE Node3
Setup is performed via WBM.

Configure LCR

1. Start WBM.

Select "Expert Mode" and confirm with "OK".
Select "Explorers > Routing > LCR".
Right-click "Edit Dial Plan".

Enter the station numbers for dialing the ITSP of HiPath 3000 Node1 under "Dialed digits"
(e.g., 85C2).

Assign a free route table to the station number (e.g., 15).
7. Click Apply.

o &~ 0D

o

Configuring the route table
1. Select "Explorers > Routing > LCR > Routing table".
2. Right-click the selected route table (e.g., 15) and click "Change Routing table".

3. Enter the "Trk Grp 8" for the IP trunking lines under Index 1 and select a free outdial rule
(e.g., outdial rule 7).

4. Click Apply.

Configuring the outdial rule
1. Select "Explorers > Routing > LCR > Dialrule".
2. Right-click the selected outdial rule (e.g., outdial rule 7) and click "Change Dialrule".

3. Assign arule name, enter "D57199E1A" as the dial rule format; select "Corporate network"
as the network provider's method for the dial rule and "Unknown" as the type.

4. Click Apply.
5. Click the diskette icon.
No further configuration is needed for HiPath 3000 Node1 and HG 1500.
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4.6 Networking HiPath 3000 V9 with HiPath 3000 V9 via IP

4.6.1 Target Configuration

The target configuration involves establishing an IP trunking connection in a HiPath 3000 V9
with a HiPath 3000 V9.

HiPath 3000/5000 HiPath 3000
Stno 571XX Stno 572XX
Node 1 Node 2

LAN switch

4.6.2 Configuring HiPath 3000 Node1

Setup is performed via Manager E.

Adding IP trunks

1. Start HiPath 3000 Manager E and read the customer database (CDB).
Select "Lines/networking > IP Trunks".

Select the gatekeeper board slot.

Enable gateway resources.

Add the number of trunking lines.

Click Apply.

o g A~ w0 b

Configure routes
1. Select "Lines/networking > Routes".
Under Routes: Click the last possible Trk Grp.

Enter the route name (e.g., LAN).

W N

Enter the 2nd trunk code (e.g., 0) for the missed calls list.
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5. If a routing prefix is set, delete it.
6. Click Apply.

Configure routing parameters
1. Select "Lines/networking > Routing parameters".

2. Select "PABX" under "Route type" and "Internal" under "No. and type, outgoing" for the se-
lected Trk Grp (LAN).

3. Click Apply.

Configure QSIG features

1. Select "Lines/networking > QSIG features > Own system data".

2. Enter the system number, e.g., 1 (corresponds to the node number).
3. Click Apply.

Configure system parameters

1. Select "System parameters > Flags > Node number", enter the node number (for example,
57199), and check if "Path optimization" is set.

2. Click Apply.

Configure LCR

1. Go to "Settings > Least cost routing" and select the tab Flags and COS.
In the area " LCR flags" check the "Activate LCR" checkbox.

Click the Apply button.

Go to "Settings > Lines/networking" and select the tab Routes.

Under "Digit transmission" area select "en-bloc sending".

Click the Apply button.

o g M w N

Configuring least cost routing
1. Select "Least cost routing > Dial plan > Dialed digits".
Enter the HiPath 3000 Node2 station numbers (e.g., -572XX).

Assign a route table to the station number (e.g., route table 2).

0D

Select the IP trunking route (the last possible trunk group) for the route table.
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5. Assign a dial rule to the IP trunking route (e.g., dial rule 2).

6. Select "Corporate network" as the network provider’s method for dial rule 2 in the Dial rule
wizard.

7. Enter "E1A" as the dial rule format.

8. Select "Unknown" as the type of number (TON).

9. Click Apply.

Licensing...

1. Select "Licensing... > HXG > HG 1500 B-channel".

2. License the number of IP trunking lines configured.

3. Click Apply.

4. Transfer the CDB to HiPath 3000 (delta mode possible).

4.6.3 Configuring the HG 1500 in HiPath 3000 Node1
Setup is performed via WBM.

Add node

1.

© ® N O ok © D

Start WBM.

Select "Explorers > Voice Gateway > PBX > Nodes".

Right-click "Add PBX Node".

Enter the node number (e.g., 2).

Click Apply.

Right-click the added node number and select "Edit IP Addresses".

HXG gatekeeper board 1: Enter the IP address of HG 1500 in HiPath 3000 Node2.
Click Apply.

Click the diskette icon.

10. Use the reset icon to reset the HG.

11. Once HG 1500 is ready for operation, quit and restart WBM.
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Configuring routing

1.
2.
3.

Select "Explorers — Voice Gateway — PBX — Routing".
Right-click "Add Station Number".

Enter the station number(s) for the HiPath 3000 Node2 number (e.g., 572). This entry
routes all station numbers in the range 57200 - 57299 to HiPath 3000 Node2.

Click Apply.
Click the diskette icon.

You may have to reset the HG 1500 with the reset icon to activate the trunking line.

4.6.4 Configuring HiPath 3000 Node2

4.6.4.1 Setup is performed via Manager E.

Adding IP trunks

1.

o o M Db

Start HiPath 3000 Manager E and read the customer database (CDB).
Select "Lines/networking > IP Trunks".

Select the gatekeeper board slot.

Enable gateway resources.

Add the number of trunking lines.

Click Apply.

Configure routes

1.

o 0 M 0D

Select "Lines/networking > Routes".

Under Routes: Click the last possible Trk Grp.

Enter the route name (e.g., LAN).

Enter the 2nd trunk code (e.g., 0) for the missed calls list.
If a routing prefix is set, delete it.

Click Apply.
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Configure routing parameters
1. Select "Lines/networking > Routing parameters".

2. Select "PABX" under "Route type" and "Internal" under "No. and type, outgoing" for the se-
lected Trk Grp (LAN).

3. Click Apply.

Configure QSIG features

1. Select "Lines/networking > QSIG features > Own system data".

2. Enter the system number, e.g., 2 (corresponds to the node number).
3. Click Apply.

Configure system parameters

1. Select "System parameters > Flags > Node number", enter the node number (for example,
57299), and check if "Path optimization" is set.

2. Click Apply.

Configure LCR

Go to "Settings > Least cost routing" and select the tab Flags and COS.
In the area " LCR flags" check the "Activate LCR" checkbox.

Click the Apply button.

Go to "Settings > Lines/networking" and select the tab Routes.

Under "Digit transmission" area select "en-bloc sending".

Click the Apply button.

o o M b =

Configuring least cost routing

1. Select "Least cost routing > Dial plan > Dialed digits".

Enter the HiPath 3000 Node1 station numbers (e.g., -571XX).

Assign a route table to the station number (e.g., route table 2).

Select the IP trunking route (the last possible trunk group) for the route table.

Assign a dial rule to the IP trunking route (e.g., dial rule 2).

o o M 0D

Select "Corporate network" as the network provider’s method for dial rule 2 in the Dial rule
wizard.
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7. Enter "E1A" as the dial rule format.

8. Select "Unknown" as the type of number (TON).

9. Click Apply.

Licensing...

1. Select "Licensing... > HXG > HG 1500 B-channel".

2. License the number of IP trunking lines configured.

3. Click Apply.

4. Transfer the CDB to HiPath 3000 (delta mode possible).

4.6.4.2 Configuration via WBM

Add node

1.
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Start WBM.

Select "Explorers > Voice Gateway > PBX > Nodes".

Right-click "Add PBX Node".

Enter the node number (e.g., 1).

Click Apply.

Right-click the added node number and select "Edit IP Addresses".

HXG gatekeeper board 1: Enter the IP address of HG 1500 in HiPath 3000 Node1.
Click Apply.

Click the diskette icon.

. Use the reset icon to reset the HG.
11.

Once HG 1500 is ready for operation, quit and restart WBM.

Configuring routing

1.
2.
3.

Select "Explorers — Voice Gateway — PBX — Routing".
Right-click "Add Station Number".

Enter the station number(s) for the HiPath 3000 Node1 number (e.g., 571). This entry
routes all station numbers in the range 57100 - 57199 to HiPath 3000 Node1.

Click Apply.
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5. Click the diskette icon.

6. You may have to reset the HG with the reset icon to activate the trunking line.

have precedence in HiPath 3000 and HiPath 3000 networks.

Alive monitoring over TCP or ICMP must be identical on both nodes and TCP must
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4.7 Networking HiPath 3000 V9 with HiPath 3000 V9 via TDM
4.7.1 Target Configuration
The target configuration involves establishing a network in a HiPath 3000 V9 with a HiPath 3000
V9 via TDM.
HiPath 3000 HiPath 3000
Stno 571XX Stno 572XX
Node 1 Node 2
Master system Slave system

Example of networking via an SO trunk
with the Cornet NQ protocol

LAN switch

4.7.2 Configuring HiPath 3000 Node1

Setup is performed via Manager E.

Add trunks

1.
2.
3.

Start HiPath 3000 Manager E and read the customer database (CDB).
Select "Lines/networking > Trunks".

Double-click the parameter field once in the row containing the required STLS or STMD
trunk.

Select the protocol in the pop-up window under "ISDN flags > Protocol: Description" (SO:
Cornet-NQ Master Direct CR=2 CHI=S2 (standard)); the protocol applies at all times to the
port; in other words, there are always two trunks assigned to an SO port.

Click Apply.
Click Close.

Select a free route in the row containing the required STLS or STMD trunk
(e.g., Trk Grp 2).

Assign the same route (e.g., Trk Grp 2) to the second trunk associated with the
SO0 port.

Click Apply.
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Configure routes

1. Select "Lines/networking > Routes".

Under Routes: Click the selected route (e.g., Trk Grp 2).
Enter the route name (e.g., Tie).

Enter the 2nd trunk code (e.qg., 0); for the missed calls list.
If a routing prefix is set, delete it.

Click Apply.
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Configure routing parameters

1. Select "Lines/networking > Routing parameters".

2. Select "PABX" under "Route type" for the trunk group selected.
3. Click Apply.

Configure QSIG features

1. Select "Lines/networking > QSIG features > Own system data".
2. Enter the system number (e.g., 1).

3. Click Apply.

Configure LCR

1. Select "Least cost routing > Codes and flags".
2. Select "Activate LCR".

3. Click Apply.

Configuring least cost routing

1. Select "Least cost routing > Dial plan > Dialed digits".

Enter the HiPath 3000 Node2 station numbers (e.g., -572XX).
Assign a route table to the station number (e.g., route table 2).
Select the chosen route (e.g., Trk Grp 2 or Tie) for the route table.

Assign a dial rule to the route (e.g., dial rule 2).

o 0 M 0D

Select "Corporate network" as the network provider’s method for dial rule 2 in the Dial rule
wizard.
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10.
11.

Enter "E1A" as the dial rule format.

Select "Unknown" as the type of number (TON).

Enter "E1A" as the dial rule format.

Click Apply.

Transfer the CDB to HiPath 3000 (delta mode possible).

4.7.3 Configuring HiPath 3000 Node2

Setup is performed via Manager E.

Adding IP trunks

1.
2.
3.

9.

Start HiPath 3000 Manager E and read the customer database (CDB).
Select "Lines/networking > Trunks".

Double-click the parameter field once in the row containing the required STLS or STMD
trunk.

Select the protocol in the pop-up window under "ISDN flags > Protocol: Description" (SO:
CorNet-NQ Slave CR=2 CHI=S2 (standard)); the protocol applies at all times to the port;
in other words, there are always two trunks assigned to an SO port.

Click Apply.
Click Close.

Select a free route in the row containing the required STLS or STMD trunk
(e.qg., Trk Grp 2).

Assign the same route (e.g., Trk Grp 2) to the second trunk associated with the
SO0 port.

Click Apply.

Configure routes

1.

S e

Select "Lines/networking > Routes".

Under Routes: Click the selected route (e.g., Trk Grp 2).
Enter the route name (e.g., Tie).

Enter the 2nd trunk code (e.g., 0) for the missed calls list.
If a routing prefix is set, delete it.

Click Apply.
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Configure routing parameters

Select "Lines/networking > Routing parameters".

1. Select "PABX" under "Route type" for the trunk group selected.
2. Click Apply.

Configure QSIG features

1. Select "Lines/networking > QSIG features > Own system data".
2. Enter the system number (e.g., 2).

3. Click Apply.

Configure LCR

1. Select "Least cost routing > Codes and flags".
2. Select "Activate LCR".

3. Click Apply.

Configuring least cost routing

1. Select "Least cost routing > Dial plan > Dialed digits".

Enter the HiPath 3000 Node2 station numbers (e.g., -571XX).
Assign a route table to the station number (e.g., route table 2).
Select the chosen route (e.g., Trk Grp 2 or Tie) for the route table.

Assign a dial rule to the route (e.g., dial rule 2).

o o M 0D

Select "Corporate network" as the network provider’s method for dial rule 2 in the Dial rule
wizard.

7. Enter "E1A" as the dial rule format.

8. Select "Unknown" as the type of number (TON).

9. Enter "E1A" as the dial rule format.

10. Click Apply.

11. Transfer the CDB to HiPath 3000 (delta mode possible).
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4.8

Networking HiPath 3000 V9 with HiPath 3000 V9 using E.164

4.8.1 Target Configuration

The target configuration involves establishing a network in a HiPath 3000V9 to a HiPath
3000V9 with E.164.

HiPath 3000 HiPath 3000
Stno Stno
02302667XXXXX 089722 XXXXX
Node 1 Node 2

LAN switch

Prerequisites

Networking is configured between HiPath 3000 and HiPath 3000 as described in Section 4.6
and Section 4.7.

Note: If HiPath 3000 is connected to a point to multipoint, destination phone number detection
no longer works when using E.164. Therefore, HiPath 3000 must be connected to a point to
point and the "PABX number" input field in Manager E completed —as described below.

4.8.2 Configuring HiPath 3000 Node1

Setup is performed via Manager E.

Add trunks

1.
2.
3.

Start HiPath 3000 Manager E and read the customer database (CDB).
Select "System parameters > Flags > E.164 numbering scheme".

Activate "System parameters > Display > outreach call number transparent” (if the charge-
able feature is active on a remote CO connection and you want to use breakout there; dis-
plays and caller lists relevant).

Click Apply.
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Configure routing parameters

1. Select "Lines/networking > Routing parameters".

2. Select "Country code" under "No. and type, outgoing".
3. Click Apply.

Configure routes

1. Select "Lines/networking > Routes".

Under "Routes", the last possible route should be selected (clicked).

Enter the country code (e.g., 49) under "PABX number-incoming > Country code".

Enter the local area code (e.g., 2302) under "PABX number-incoming > Local area code".
Enter the PABX number (e.g., 667) under "PABX number-incoming > PABX number".
Activate the flag "Location number current".

Delete the routing prefix.

® N O 0 s DN

Click Apply.

Configuring least cost routing

1. Select "Least cost routing > Dial plan > Dialed digits".

Enter the HiPath 3000 Node2 station number (e.g., 0C0-89722-Z).

Assign a route table to the station number (e.g., route table 3).

Select the IP trunking route (the last possible trunk group) for the route table.

Assign a dial rule to the IP trunking route (e.q., dial rule 3).

o 0 A Db

Select "Corporate network" as the network provider’s method for dial rule 3 in the Dial rule
wizard.

7. Enter "D49E3A" as the dial rule format.

8. Select "Country code" under "Type of Number (TON)".

9. Enter the HiPath 3000 Node2 station number (e.g., 0C00-49-89722-2).

10. Assign a route table to the station number (e.g., route table 4).

11. Select the IP trunking route (the last possible trunk group) for the route table.

12. Assign a dial rule to the IP trunking route (e.g., dial rule 4).
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13.

14.

15.

16.
17.

Select "Corporate network" as the network provider’s method for dial rule 4 in the Dial rule
wizard.

Enter "E3A" as the dial rule format.

Select "Country code" under "Type of Number (TON)" (if Node1 is in the same location as
Node2, another LCR entry is needed, for example, 0C722-Z with D4989E2A and "Country
code" as the TON).

Click Apply.
Transfer the CDB to HiPath 3000 (delta mode possible).

4.8.3 Configuring the HG 1500 in HiPath 3000 Node1
Setup is performed via WBM.

Add node

1. Start WBM.

2. Select "Explorers > Voice Gateway > PBX > Nodes".

3. Right-click "Add PBX Node".

4. Enter the node number (e.g., 2).

5. Click Apply.

6. Right-click the added node number and select "Edit IP Addresses".

7. HXG gatekeeper board 1: Enter the IP address of HG 1500 in HiPath 3000 Node2.
8. Click Apply.

9. Click the diskette icon.

10. Use the reset icon to reset the HG 1500.

11. If necessary, configure a static route for Node2 or enter the default router.
12. Once HG 1500 is ready for operation, quit and restart WBM.
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Configuring routing
1. Select "Explorers — Voice Gateway — PBX — Routing".
2. Right-click "Add Station Number".

3. Enter the station number(s) for the node number of HiPath 3000 Node2
(e.g., 4989722).

4. Click Apply.
5. Click the diskette icon.

6. You may have to reset the HG 1500 with the reset icon to activate the trunking line.

4.8.4 Configuring HiPath 3000 Node2

Setup is performed via Manager E.

Add trunks
1. Start HiPath 3000 Manager E and read the customer database (CDB).
2. Select "System parameters > Flags > E.164 numbering scheme".

3. Activate "System parameters > Display > outreach call number transparent” (if the charge-
able feature is active on a remote CO connection and you want to use breakout there; dis-
plays and caller lists relevant).

4. Click Apply.

Configure routing parameters

1. Select "Lines/networking > Routing parameters".

2. Select "Country code" under "No. and type, outgoing".
3. Click Apply.

Configure routes

1. Select "Lines/networking > Routes".

Under "Routes", the last possible route should be selected (clicked).

Enter the country code (e.g., 49) under "PABX number-incoming > Country code".
Enter the local area code (e.g., 89) under "PABX number-incoming > Local area code".
Enter the PABX number (e.g., 722) under "PABX number-incoming > PABX number".

® o A N

Activate the flag "Location number current".
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7.
8.

Delete the routing prefix.
Click Apply.

Configuring least cost routing

1.

o ok~ w0 D

10.
11.
12.
13.

14.

15.

16.
17.

Select "Least cost routing > Dial plan > Dialed digits".

Enter the HiPath 3000 Node1 station number (e.g., 0C0-2302667-Z).

Assign a route table to the station number (e.g., route table 3).

Select the IP trunking route (the last possible trunk group) for the route table.
Assign a dial rule to the IP trunking route (e.q., dial rule 3).

Select "Corporate network" as the network provider's method for dial rule 3 in the Dial rule
wizard.

Enter "D49E3A" as the dial rule format.

Select "Country code" under "Type of Number (TON)".

Enter the HiPath 3000 Node1 station number (e.g., 0C00-49-2302667-Z).
Assign a route table to the station number (e.g., route table 4).

Select the IP trunking route (the last possible trunk group) for the route table.
Assign a dial rule to the IP trunking route (e.q., dial rule 4).

Select "Corporate network" as the network provider's method for dial rule 4 in the Dial rule
wizard.

Enter "E3A" as the dial rule format.

Select "Country code" under "Type of Number (TON)" (if Node2 is in the same location as
Node1, another LCR entry is needed, for example, 0C667-Z with D492302E2A and "Coun-
try code" as the TON).

Click Apply.
Transfer the CDB to HiPath 3000 (delta mode possible).
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4.8.5 Configuring the HG 1500 in HiPath 3000 Node2
Setup is performed via WBM.

Add node

1. Start WBM.

2. Select "Explorers > Voice Gateway > PBX > Nodes".

3. Right-click "Add PBX Node".

4. Enter the node number (e.g., 2).

5. Click Apply.

6. Right-click the added node number and select "Edit IP Addresses".
7. HXG gatekeeper board 1: Enter the IP address of HG 1500 in HiPath 3000 Node2.
8. Click Apply.

9. Click the diskette icon.

10. Use the reset icon to reset the HG 1500.

11. If necessary, configure a static route for Node1.

12. Once HG 1500 is ready for operation, quit and restart WBM.

Configuring routing

1.
2.
3.

Select "Explorers — Voice Gateway — PBX — Routing".
Right-click "Add Station Number".

Enter the station number(s) for the node number of HiPath 3000 Node2
(e.g., 492302667).

Click Apply.
Click the diskette icon.

You may have to reset the HG 1500 with the reset icon to activate the trunking line.

SIP phones always have to register at an E.164 network with their E.164 station

number.
The default setting "System check" is maintained in the sections "Called Party Num-
ber" and "All others" under "Lines/networking > Routes > Special".
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4.9 Networking HiPath 3000 V8 with HiPath 4000 V4 via IP

4.9.1 Target Configuration

The target configuration involves establishing an IP trunking connection to a HiPath 3000 V8 in
a HiPath 4000 V4.

HiPath 3000/5000 HiPath 4000
Stno 571XX Stno 56 XXX
Node 1

LAN switch

4.9.2 Configuring HiPath 3000 Node1

Setup is performed via Manager E.

Adding IP trunks

1. Start HiPath 3000 Manager E and read the customer database (CDB).
Select "Lines/networking > IP Trunks".

Select the gatekeeper board slot.

Enable gateway resources.

Add the number of Ext. H323 trunks needed.

Click Apply.

I T

Configure routing parameters

1. Select "Lines/networking > Routing parameters".
Click "Trk Grp11".

Select "Internal" under "No. and type, outgoing".
Select "PABX" under "Route type".

Click Apply.

o & 0 DN
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Configure routes

1.

Select "Lines/networking > Routes".

2. Click "Trk Grp11".

3. Enter the route name (e.g., HiPath 4000).

4. Enter the country code (e.g., 49) under "PABX number-incoming > Country code".

5. Enter the local area code (e.g., 2302) under "PABX number-incoming > Local area code".
6. Enter the PABX number (e.g., 9878) under "PABX number-incoming > PABX number".

7. If necessary, activate the flag "Location number current”.

8. Delete the routing prefix.

9. Enter a CO code > 2nd trunk code (e.g., 0).

10. Click Apply.

Configure special networking

1.

0D

Select "Lines/networking > Special".
Click "Trk Grp11".

Activate the "Always Use DSP" switch.
Click Apply.

Enter the IP address of HiPath 4000

a &~ 0N

Select "Network > Ext. H323".

Activate a connection with the external H.323 target.
Select the HP 4000 environment.

Enter the IP address of STMI in HiPath 4000.

Click Apply.

Configuring least cost routing

1.

0D

Select "Least cost routing > Dial plan > Dialed digits".
Enter the HiPath 4000 station numbers (e.g., -56XXX).
Assign a route table to the station number (e.g., route table 5).

Select route 11 in the Ext. H323 route for the route table.
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5. Assign a dial rule to route 11 (e.g., dial rule 5).

6. Select "Corporate network" as the network provider’s method for dial rule 5 in the Dial rule
wizard.

7. Enter "E1A" as the dial rule format.
8. Click Apply.

9. If necessary, clarify DMC settings with HiPath 4000 under "System parameters/Flags/Di-
rect Media Connection" or "Early DMC" or "No DMC".

10. Transfer the CDB to HiPath 3000 (delta mode possible).

4.9.3 Configuring the HG 1500 in HiPath 3000 Node1
Setup is performed via WBM.

Configuring IP networking data

1. Start WBM

2. Select "Explorers — Voice Gateway — PBX".

3. Right-click "IP Networking Data" and select "Edit".
4. Select Alive Monitoring via Ping (ICMP).

5. Click Apply.

Add node

1. Select "Explorers > Voice Gateway > PBX > Nodes".

Right-click "Add PBX Node".

Enter the node number (e.g., 4).

Click Apply.

Right-click the added node number and select "Edit IP Addresses".
HXG gatekeeper board 1: Enter the IP address of STMI in HiPath 4000.
Click Apply.

Click the diskette icon.

© © N o o A~ Db

Use the reset icon to reset the HG.
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Note

A number entry for the path to HiPath 4000 is not needed under "Explorers\Voice Gate-
way\PBX\Routing".

If you want to use a non-standard setting (for the audio codes, for instance) with the Ext. H323
connection to HiPath 4000, you must configure a node that references the IP address of the
HiPath 4000 under Voice Gateway in the HG 1500. A routing entry is not necessary here.

The required settings can then be made via this node. Alive monitoring from the HiPath 3000
to the HiPath 4000 is generally only possible with a "ping"; this is also set with the node entry.

When using the DB Feature Server in the scenario described above, this node must be entered
as an "external HiPath 5000RSM/Allserve domain". The node entry is then automatically cre-
ated on all HGs. A number entry in the Call No. field is not needed for this.
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410 Networking HiPath 3000 V8 with HiPath 4000 V5 via SIP-Q V2

Overview

This section describes how to configure a SIP-Q network between HiPath 3000 V8 and HiPath
4000 V5. This requires specific settings to be made at the HiPath 3000 V8 using Manager E
and in the WBM of the HG 1500.

Prerequisites

e HiPath 3000 as of V8

e HiPath 4000 as of V5
4.10.1 HiPath 3000 V8 Configuration

4.10.1.1 Settings in Manager E on HiPath 3000
Start Manager E.

Network... -> Ext. SIP
1. In the system view, select Network... -> Ext. SIP. The window "Ext. SIP" is displayed.

2. Select the check box "Operate with external SIP-Registrar". Selection fields, entry fields
and selection options in the "Gateway" and "Security" window areas are enabled.

3. Inthe window "Ext. SIP", make the following settings:
e Environment: HiPath 4000
e Trunking mode: STP-Q
e Call Number: Enter the alias number of the HiPath 4000 endpoint.
e Registration expiry: The value may not be less than 300 seconds.

e |P address: Enter the IP address of the SIP Signaling Manager (SIPSM) for HiPath
4000.

e Port: 5060
e Perform registration: select the check box.
e Security: is optional.

4. Click Apply. Your changes are saved.

A31003-H3590-M102-7-76A9, 06/2012
4-48 HiPath 3000/5000 V9 Configuration Examples, Administrator Documentation



Networking Scenarios for HiPath 3000/5000 V8
Networking HiPath 3000 V8 with HiPath 4000 V5 via SIP-Q V2

Lines/networking -> IP Trunks

1.

3.

In the system view, select Lines/networking -> IP Trunks. The window "IP Trunks" is dis-
played.

Enter the required number of "Ext. SIP" lines. To do so, make the following settings:
e Gatekeeper HG1500: slot5

e Access gateway resources: select the check box.

e Number: 10 and Ext.SIP.

Click Add. In the "Trunks" table, the following, forexample, is then shown in a line: Trunk:
Trk 21, Code: 7821, Type: Ext. SIP, Route: Trk Grp1l0.

Click Apply. Your changes are saved.

Lines/networking -> Routes

1.

4.

In the system view, select Lines/networking -> Routes. The window "Routes" is dis-
played.

Select the route "Trk Grp 10". The settings for this route are displayed.
For "Trk Grp 10", make the following settings:
e Route Name/Name: H4KSIP

e CO code/2nd trunk code: 0

e PABX number-incoming: Enter the location number in the E.164 format for the country
code, local area code and system number.

e Overflow route: None

Click Apply. Your changes are saved.

Lines/networking -> Routing parameters

1.

In the system view, select Lines/networking -> Routing parameters. The window "Rout-
ing parameters" is displayed.

Select the route "H4kSIP" or "Trk Grp 10". The settings for this route are displayed.
For "H4kSIP" or "Trk Grp 10", make the following settings:

e Route type: PABX"

e No. and type, outgoing: Country code

e Route optimize active: No

Click Apply. Your changes are saved.
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Least cost routing

Basic settings:

1.

o g M w DN

Go to "Settings > Least cost routing" and select the tab Flags and COS.
In the area " LCR flags" check the "Activate LCR" checkbox.
Click the Apply button.

Go to "Settings > Lines/networking" and select the tab Routes.

Under "Digit transmission" area select "en-bloc sending".
Click the Apply button.
Least cost routing to the CO (ISDN):

Codes and flagsl Clazses of service " Dial plan  LCR - schedulel

Digit analysis wizard

Name | Disled digits | Frru e bobe J
1 |co ‘m:z/
Fioute table |1 j Dial rule wizard I
|_ |—|:u.-.. '*ﬂl, Dial rul= 4 |m
co i e | 1T ;I|15
E dited dial rule: [Dial e 1 -l
Network provider's method of —— [Main network supplier |
Access code:
Pause [max. 12 zece.]:
Authorization code:
Dial e format: 3
min. COS: |-|5 j
Schedule: I j
Warning: INnne j
Type of Mumber [TON] [Urknown -l
Hep | [ ok ] Concel |
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1. Inthe system view, select Least cost routing -> Dial plan. The window "Dial plan" is dis-
played.

2. Inthe upper table, set the route to the CO. The table then shows, forexample: Name: co,
Dialed digits: 0cz, Route table: 1.

3. Inthe "Route table" selection field, check that route table 1 is selected (defined in the pre-
vious step). If not, select it.

4. Select the route co in the lower table in the column "Route".

5. In the "Dial rule" column, define the dial rule, select it, and click on Dial rule wizard. The
Dial rule wizard is displayed.

6. Inthe Dial rule wizard, you can make the following settings:
e Edited dial rule: co
e Network provider's method of: Main network provider
e Dial rule format: A
e min.COS.: e.g. 15
e Schedule: e.g. -
e Warning: e.g. None
e Type of Number (TON): Unknown
7. Click OK. The Dial rule wizard is closed.
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Least cost routing to HiPath 4000:

The first line should be routed to HiPath 4000. As an option, a second line can be configured
for least cost routing via the CO. The second line bridges the gap in the case of LAN failure.

During a LAN failure, calls are routed via the local CO to another HiPath 4000 gateway. All dial
rules to HiPath 8000 must be configured using the international E.164 station number format.

Codes and flags | Claszes of service ” Dial plan  LCR - schedule |
Digit analysis wizard I
M ame | Dialed digits | Route table
1 |Hp8k intemal A3 _E
Route table m Dial rule wizard I
Route Dial rule | i,
1 |Hpsk *{_ Dial e 5 ) =2
2 |co e _Disiie7 T
Line for LAN failure, rerouted via CO Direct line to HiPath 8000
Dial rule wizard
Edited dial rule: [rerovting CO -] Edited dial rule: [E 164 intem -]
Mebwark provider's method of IMain network supplier j Mebwark provider's method of IEorpnrate hiekwork, j
Access code: Access code:
Pause [max. 12 zecs.]: Pausge [max. 12 secs.]:
Authorization code: Authorization code:
Dial rule format: |[)|:|3[|4n[||.:2,a-~ Dial rule format; |D4EIEE|51 E2f
min. COS: |15 j min. CO%: |-|5 j
Schedule: [- - Schedule: [- -
W arming: I Mohe j W arming: I Mohe j
Twpe of Humber [TON] IUnknown j Type of Number [TON]
Help I ak. I Cancel | Help | 0k I Cancel |

1. Inthe system view, select Least cost routing -> Dial plan. The window "Dial plan” is dis-
played.

2. Inthe upper table, set the route to HiPath 4000. The table then shows, forexample: Name:
H4k internal, Dialed digits: -13XxX, Route table: 5.

3. Inthe "Route table" selection field, check that route table 1 is selected (defined in the pre-
vious step). If not, select it.

4. Select the route H4k in the lower table in the column "Route".
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In the "Dial rule" column, define the dial rule, select it, and click on Dial rule wizard. The
Dial rule wizard is displayed.

Make the following settings in the Dial rule wizard for the direct line to HiPath 8000:
e Edited dial rule: E.164 internal

e Network provider's method of: Corporate network

e Dial rule format: e.g. D496951E2A

e min.COS.: e.g. 15

e Schedule: e.g.-

e Warning: e.g. none

e Type of Number (TON): Country code

Select the route co in the lower table in the column "Route".

In the "Dial rule" column, define the dial rule, select it, and click on Dial rule wizard. The
Dial rule wizard is displayed.

Make the following settings in the Dial rule wizard for the line to be used for rerouting to the
CO during LAN failure:

e Edited dial rule: rerouting CO

e Network provider's method of: Main network provider
e Dial rule format: e.g. D030400E2A

e min.COS.:e.g. 15

e Schedule: e.g.-

e Warning: e.g. none

e Type of Number (TON): Unknown

10. Click OK. The Dial rule wizard is closed.

System parameters -> Flags

3.

In the system view, select System parameters -> Flags. The window "Flags" is displayed.
Make the following settings:
e Table "Switches" -> E.164 numbering scheme: select the check box.

e Area "Transit permission” -> External traffic transit: select the check box (for rerouting
via CO to another HiPath 8000 gateway in the case of LAN failure).

Click Apply. Your changes are saved.
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4.10.1.2 Settings in the HG 1500 WBM

Deactivating the "T.38 Fax"

Start WBM.

Select Explorers -> Voice Gateway -> Codec Parameters.

Right-click "Edit Codec Parameters". The "Codec Parameters" mask is displayed.
T.38 Fax: clear the check box.

Click Apply.

Click the diskette icon. Your changes are saved.

Click the reset icon. HG 1500 is reset.

© N o g bk~ 0w b =

Once HG 1500 is ready for operation, quit and restart WBM.

Resetting SIP parameters

1. Start WBM.
2. Select Explorers -> Voice Gateway -> SIP Parameters.
3. Right-click "Edit SIP Parameters". The "SIP Parameters" mask is displayed.
4. Reset the SIP parameters to the default values. These are:
e SIP Transport Protocol
— SIP via TCP: Yes
— SIP via UDP: Yes
— SIPvia TLS: Yes
e SIP session timer
— RFC 4028 support: Yes
— Session-Expires (sec): 1800
—  Minimal-SE (sec): 90
e Provider calls
—  Maximum number of call possible via the provider: 0
5. Click Apply.
6. Click the diskette icon. Your changes are saved.
7. Click the reset icon. HG 1500 is reset.
8. Once HG 1500 is ready for operation, quit and restart WBM.
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Adding PBX nodes

1.
2.
3.

Start WBM.

Select Explorers -> Voice Gateway -> PBX -> Nodes.

Add PBX nodes:

1. Right-click "Add PBX Node". The menu "Add PBX Node" is displayed.
2. Enter the node number.

3. Click Apply.

Click the diskette icon. Your changes are saved.

Click the reset icon. HG 1500 is reset.

Once HG 1500 is ready for operation, quit and restart WBM.

Editing IP addresses for the newly-added PBX node

1.
2.
3.

5.
6.

Start WBM.
Select Explorers -> Voice Gateway -> PBX -> Nodes -> <node number>.
Edit IP addresses:
1. Right-click "Edit IP Addresses". The menu "PBX Node / IP Addresses" is displayed.
2. Make the following settings:
—  LAN trunking protocol: SIP-Q

— HXG Gatekeeper Board 1 IP Address: Enter the IP address of the SIP Signaling
Manager (SIPSM) for HiPath 8000.

— Alive Monitoring: clear the check box
—  Security Level of Node Encryption: traditional
3. Click Apply.
Click the diskette icon. Your changes are saved.
Click the reset icon. HG 1500 is reset.
Once HG 1500 is ready for operation, quit and restart WBM.

Adding route station numbers

Station numbers do not have to be configured in WBM under Explorers -> Voice Gateway ->
PBX -> Routing for HiPath 4000.
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4.10.2 HiPath 4000 V5 Configuration

The configuration of the HiPath 4000 is described in detail in the "SIP Connectivity" chapter of
the Service Manual for HiPath 4000 V5, Volume 4 - IP Solutions. The commands for configuring
a HiPath 4000 for SIP-Q can be found in the “SIP-Q Trunking” section.

A31003-H3590-M102-7-76A9, 06/2012
4-56 HiPath 3000/5000 V9 Configuration Examples, Administrator Documentation



Networking Scenarios for HiPath 3000/5000 V8
Networking HiPath 3000 V9 with HiPath 4000 V4 via TDM

4.1 Networking HiPath 3000 V9 with HiPath 4000 V4 via TDM

4.11.1 Target Configuration

The target configuration involves establishing a network in a HiPath 3000 V8 to a HiPath 4000
V4 via TDM.

HiPath 3000 HiPath 4000
Stno 571XX Stno 570XX
Node 1 slave Master

Example of networking via an SO trunk

with the Cornet NQ protocol LAN switch

4.11.2 Configuring HiPath 3000 Node1

Setup is performed via Manager E.

Add trunks
1. Start HiPath 3000 Manager E and read the customer database (CDB).
2. Select "Lines/networking > Trunks".

3. Double-click the parameter field once in the row containing the required STLS or STMD
trunk.

4. Select the protocol in the pop-up window under "ISDN flags > Protocol: Description" (SO:
CorNet-NQ Slave CR=2 CHI=S2 (standard)); the protocol applies at all times to the port;
in other words, there are always two trunks assigned to an S0 port.

Click Apply.

Click Close.

Select a free route in the row containing the required STLS or STMD trunk (e.g., Trk Grp 2).
Assign the same route (e.g., Trk Grp 2) to the second trunk associated with the SO port.
Click Apply.

© ® N o o
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Configure routes

Select "Lines/networking > Routes".

Under Routes: Click the selected route (e.g., Trk Grp 2).
Enter the route name (e.g., HiPath 4000).

Enter the 2nd trunk code (e.g., 0) for the missed calls list.
If a routing prefix is set, delete it.

Click Apply.

o 0 s~ b =

Configure routing parameters

1. Select "Lines/networking > Routing parameters".

2. Select "PABX" under "Route type" for the trunk group selected.
3. Click Apply.

Configure QSIG features

1. Select "Lines/networking > QSIG features > Own system data".
2. Enter the system number (e.g., 1).

3. Click Apply.

Configure LCR

1. Select "Least cost routing > Codes and flags".
2. Select "Activate LCR".

3. Click Apply.

Configuring least cost routing

Select "Least cost routing > Dial plan > Dialed digits".

Enter the HiPath 4000 station numbers (e.g., -570XX).

Assign a route table to the station number (e.g., route table 2).
Select the chosen route (e.g., Trk Grp 2) for the route table.
Assign a dial rule to the route (e.g., dial rule 2).

o 0 s~ b =

Select "Corporate network" as the network provider’s method for dial rule 2 in the Dial rule
wizard.

Enter "E1A" as the dial rule format.
Click Apply.
Transfer the CDB to HiPath 3000 (delta mode possible).
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HiPath 4000, if the camp-on functionality shall be set (e.g. if an incoming call from
HiPath 4000 to a HiPath 3000 busy subscriber occurs) then the following Manager E
configuration must be applied:

Set under the S trunks that refer to the HiPath 4000 Ext. SIP Trunks -> Param col-
umn (double-click) -> General flags tab -> Circuit flags section: check the Call
prio./immed. tone call wait. flag.

Important: For an ISDN direct interconnection between HiPath 3000 and
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4.12 Networking HiPath 3000 V8 and HiPath 4000 V4 with E.164

4121 Target Configuration

The target configuration involves establishing a network in a HiPath 3000 V8 to a HiPath 4000
V4 with E.164.

HiPath 3000 HiPath 4000
Stno Stno
02302667 XXXXX 089722 XXXXX
Node 1

LAN switch

Prerequisites

Networking is configured between HiPath 3000 and HiPath 4000 as described in Section 4.9
and Section 4.11.

4.12.2 Configuring HiPath 3000 Node1

Setup is performed via Manager E.

Add trunks
1. Start HiPath 3000 Manager E and read the customer database (CDB).
2. Select "System parameters > Flags > E.164 numbering scheme".

3. Activate "System parameters > Display > outreach call number transparent" (if the charge-
able feature is active on a remote CO connection and you want to use breakout there; dis-
plays and caller lists relevant).

4. Click Apply.
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Configure routing parameters

1.

0D

Select "Lines/networking > Routing parameters".
Click "Trk Grp11".

Select "Country code" under "No. and type, outgoing".
Click Apply.

Configuring least cost routing

1.

2 T A

10.
11.
12.
13.

14.

15.

16.
17.

Select "Least cost routing > Dial plan > Dialed digits".

Enter the HiPath 4000 station numbers (e.g., 0C0-89722-Z).
Assign a route table to the station number (e.g., route table 6).
Select route 11 in the Ext. H323 route for the route table.
Assign a dial rule to route 11 (e.g., dial rule 6).

Select "Corporate network" as the network provider's method for dial rule 6 in the Dial rule
wizard.

Enter "D49E3A" as the dial rule format.

Select "Country code" under "Type of Number (TON)".

Enter the HiPath 4000 station numbers (e.g., 0C00-49-89722-7).
Assign a route table to the station number (e.g., route table 7).
Select route 11 in the Ext. H323 route for the route table.

Assign a dial rule to route 11 (e.qg., 7).

Select "Corporate network" as the network provider's method for dial rule 7 in the Dial rule
wizard.

Enter "E3A" as the dial rule format.

Select "Country code" under "Type of Number (TON)" (if Node1 is in the same location as
HiPath 4000, another LCR entry is needed, for example, 0C722-Z with D4989E2A and
"Country code" as the TON).

Click Apply.
Transfer the CDB to HiPath 3000 (delta mode possible).
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Note

If you want to use a non-standard setting (for the audio codes, for instance) with the Ext. H323
connection to HiPath 4000, you must configure a node that references the IP address of the
HiPath 4000 under Voice Gateway in the HG 1500. A routing entry is not necessary here.

The required settings can then be made via this node. Alive monitoring from the HiPath 3000
to the HiPath 4000 is generally only possible with a "ping"; this is also set with the node entry.

When using the DB Feature Server in the scenario described above, this node must be entered
as an "external HiPath 5000RSM/Allserve domain". The node entry is then automatically cre-
ated on all HGs. A number entry in the Call No. field is not needed for this.

Special features of the HiPath 5000 RSM network

Calls between the nodes in the RSM network are only set up with speed-dialing numbers (the
called party is "Unknown"). This is necessary because in future only extensions will be loaded
to the HG 1500 routing table (CAR table).

For correct number display, only enter the location number for all RSM nodes (HiPath 3000 and
HiPath 2000 / HiPath OpenOffice EE) under "Lines/networking > E.164 Table". None of the oth-
er E.164 nodes (HiPath 4000) are entered in this table.
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4.13 Networking of HiPath 3000 with OpenScape Voice via SIP-Q V2

Overview

This section describes the configuration of the SIP-Q networking between HiPath 3000 and
OpenScape Voice. This requires HiPath 3000 settings in the Manager E and in the WBM of the
HG 1500. OpenScape Voice settings are made in the Common Management Portal and in
StartCli. The Common Management Portal is also used for OpenScape Branch.
Requirements

e HiPath 3000, V8 MR5 and later

e OpenScape Voice, V5 RO and later

Contents

This section describes the following topics:

e Section 4.13.1, "Networking Limitations"

e Section 4.13.2, "Configuration of HiPath 3000"

e Section 4.13.3, "Configuring OpenScape Voice"
e Section 4.13.4, "Configuring OpenScape Branch"
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4.13.1 Networking Limitations

The following restrictions have to be applied:

The connection of analog trunks to HiPath 3000 gateways is not released (Exception: Bra-
zil, due to dual-sided “Silent Reversal” support in Brazilian exchanges).

Networking of HiPath 3000 gateways to one another or with systems other than
OpenScape Voice is not supported. HiPath 5000 Real-Time Services Manager RSM is not
supported. Networking of HiPath 3000 gateways to OpenScape Office must use a star
structure.

Path replacement via SIP-Q V2 is not supported for TDM workpoints which are connected
to a HiPath 3000 gateway.

To avoid poor voice quality for transit connections, avoiding the use of the G.729 voice co-
dec is recommended. The use of G.729 voice compression could degrade voice quality
(especially when HiPath 3000 HFA telephones are connected to OpenScape Voice). The
use of the G.711 codec is recommended.

Transit trunk connections can stem from features such as Conference, Call Forwarding,
and Transfer as path replacement is not supported.

There is no cross-system support of features such as call pick groups, group calls and hunt
groups between OpenScape Voice and HiPath 3000 gateways. The groups must only con-
tain OpenScape Voice, or only HiPath 3000 stations. The sole exception is the “One Num-
ber Service” of OpenScape Office.

Encryption (SPE) is not supported between OpenScape Voice and HiPath 3000 gateways.

The TDM workpoints and trunk lines connected to a HiPath 3000 gateway cannot be inte-
grated into OpenScape Voice applications and cannot use these. Dialing from OpenScape
Voice applications over HiPath 3000 gateways will be supported from HiPath 3000 V8 MR5
onward.

Only networking with an E.164 numbering plan will be supported.
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4.13.2 Configuration of HiPath 3000

Contents

This section describes the following topics:

e Section 4.13.2.1, "Settings in the Manager E of HiPath 3000"
e Section 4.13.2.2, "Settings in the WBM of the HG 1500"

4.13.2.1 Settings in the Manager E of HiPath 3000

Procedure
1. Start the Manager E.

2.  Work through the following sections in sequence.

Contents

Make the following settings in the Manager E of HiPath 3000:

e Section 4.13.2.1.1, "Lines/networking -> IP Trunks"

e Section 4.13.2.1.2, "Lines/networking -> Routes (route to CO)"
e Section 4.13.2.1.3, "Lines/networks -> Routes (route to OpenScape Voice)"
e Section 4.13.2.1.4, "Lines/networking -> Routing parameters"
e Section 4.13.2.1.5, "Network -> Ext. SIP"

e Section 4.13.2.1.6, "Network -> Gatekeeper"

e Section 4.13.2.1.7, "Least Cost Routing"

e Section 4.13.2.1.8, "System parameters -> Flags"

e Section 4.13.2.1.9, "Flag: Transit allowed via Hook-on"

e Section 4.13.2.1.10, "Phone Payload Security"
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4.13.2.1.1 Lines/networking -> IP Trunks

Add IP trunks of the "Ext. SIP" type. Proceed as follows:

1.

Select Systemview -> Settings -> Lines/networking -> IP Trunks. The "IP Trunks" win-
dow is displayed.

Make the following settings under "Selection":

o Gatekeeper HG1500: e.g. Slot5

e Access gateway resources: Activate the checkbox.
Make the following settings under "Number":

e €.g.10

e Ext.SIP

Click Add. Ten IP trunks of the "Ext.SIP" type are inserted in the "Trunks" table. Each row
then contains the following information, for example:

Trunk: Line 21, Code: 7821, Type: Ext . SIP, Route: Hp8k.

(Hp8k = OpenScape Voice).

Click Apply. The changes are stored.

4.13.2.1.2 Lines/networking -> Routes (route to CO)

Set up a route to the CO. Proceed as follows:

1.

Select Systemview -> Settings -> Lines/networking -> Routes. The "Routes" window is
displayed.

Select the "Trk Grp. 1" route (route to CO). The settings of this route are displayed.

Make the following settings for "Trk Grp. 1":
e Route Name/Name: co

e PABX number-incoming: For the "Country code", "Local area code" and "PABX num-
ber", enter the location number in the E.164 format, e.g. 49, 69, 5113.

e Location number: Activate the checkbox.

Click Apply. The changes are stored.
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4.13.2.1.3 Lines/networks -> Routes (route to OpenScape Voice)

Set up a route to OpenScape Voice (= Hp8k). Proceed as follows:

1. Select Systemview -> Settings -> Lines/networking -> Routes. The "Routes" window is
displayed.

2. Select the "Trk Grp. 10" route (route for OpenScape Voice). The settings of this route are
displayed.

3. Make the following settings for “Trk Grp. 10":

Route Name/Name: Hp8k

Second CO code: 0 as the second CO code.

PABX number-incoming: For "Country code", "Local area code" and "PABX number",
enter the location number in the E.164 format. This number is usually the same num-
ber as in the route to the CO (see previous section); thus, for example, 49, 69, 5113.

Digit transmission: en-block sending

Always use DSP: Activate the checkbox.

4. Click Apply. The changes are stored.

4.13.2.1.4 Lines/networking -> Routing parameters

The routing parameters must be set up for the route to OpenScape Voice "Hp8k" that was con-
figured in the previous section. Proceed as follows:

1. Select Systemview -> Settings -> Lines/networking -> Routing parameters. The
"Routing parameters" window is displayed.

Select the "Hp8k" route. The settings of this route are displayed.

Make the following settings for the "Hp8k" route:

Route type: PABX
No. and type, outgoing: Country code
Rerouting active: No

4. Click Apply. The changes are stored.
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4.13.2.1.5 Network -> Ext. SIP

Set up the parameters for the external SIP registrar. Proceed as follows:

1. Select Systemview -> Settings -> Network -> Ext. SIP. The "Ext. SIP" window is dis-

played.

2. Activate the "Operate with external SIP-Registrar" checkbox. Selection fields, entry fields
and selection options in the "Gateway" and "Security" window areas are enabled.

3. Make the following settings in the "Gateway" window area:

Environment: HiPath 8000
Trunking mode: SIP-Q
Call Number: Alias number of the OpenScape Voice end point,
e.g. 13310.

Registration expiry: At least 300.
IP address: Select one of the following sections as required for the sys-
Port: tem:

- e "Settings for »TLS Not Activated« (TCP trunking to
TLS: OpenScape Voice)"

Alternate RG IP address: e "Settings for »TLS Activated« (TLS trunking to Open-

Scape Voice)"
e "Settings for »Branch Solution with OpenScape

Branch«"
Perform registration: Activate the checkbox.
Security: Optional.

4. Make the following settings in the "Security" window area:

a) If digest authentication is needed for OpenScape Voice: Activate the "Authentication
Required" option. The entry fields are activated.

b) Complete the entry fields:

SIP User ID: e.g. hipath3000br13
Password: Enter the password.
Confirm password: Re-enter the password to confirm.

Realm: Enter the range for which the authentication should apply, for example,
sol.

5. Click Apply. The changes are stored.
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Settings for »TLS Not Activated« (TCP trunking to OpenScape Voice)
Set the following items:

e |P address: Enter the IP address of the SIP Signaling Manager [sipsm1 (for node 1) or
sipsm2 (for node 2)] of OpenScape Voice, e.g. 10.22.14.24.

e Port: 5060
e TLS: Deactivate the checkbox.

e Alternate RG IP address: Enter a fallback IP address, i.e. the IP address of sipsm2 for node
2 or the IP address of sipsm1 for node 1.

Return to step 3.

Settings for »TLS Activated« (TLS trunking to OpenScape Voice)
Set the following items:

e |P address: Enter the IP address of the SIP Signaling Manager [sipsm3 (for node 1) or
sipsm4 (for node 2)] of OpenScape Voice, e.g. 10.22.14.26.

e Port: 5061
e TLS: Activate the checkbox.

e Alternate RG IP address: Enter a fallback IP address, i.e. the IP address of sipsm4 for node
2 or the IP address of sipsm3 for node 1.

Return to step 3.

Settings for »Branch Solution with OpenScape Branch«
Set the following items:

e |P address: Enter the IP address of the OpenScape Branch proxy server,
€.g.10.22.113.10.

e Port: 5060
e TLS: Deactivate the checkbox.

e Alternate RG IP address: As an alternate IP address, enter the IP address of sipsm1 for
TCP or the IP address of sipsm3 for TLS.

Return to step 3.
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4.13.2.1.6 Network -> Gatekeeper
Enter the NTP server address. Proceed as follows:

1. Select Systemview -> Settings -> Network -> Gatekeeper. The "Gatekeeper" window is
displayed.

2. Inthe "SNTP Server" area, make the following settings:

e |P address: Enter the IP address of the NTP servers, e.g. 10.21.255.7.

This is achieved by all components using the same NTP server.

Important: For TLS connections, the same time must be set for all components.

3. Click Apply. The changes are stored.
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4.13.2.1.7 Least Cost Routing

The first route should lead to the co. As an option, a second route can be configured for least
cost routing to OpenScape Voice (Hp8k). This route is only used to bridge trunk failures. During
a trunk failure, calls are routed to OpenScape Voice (with a transition to another OpenScape
Voice gateway).

This section describes the following topics:
e Basic Settings
e First Route: Least Cost Routing to CO

e Second Route: Least Cost Routing to OpenScape Voice

Basic Settings
Proceed as follows:

1. Select Systemview -> Settings -> Least Cost Routing -> Flags and COS. The "Flags
and COS" window is displayed.

2. Make the following settings:
e Activate LCR: Activate the checkbox.
e Inthe "Class of service" table, assign COS 14 to all phone numbers.

3. Click Apply. The changes are stored.
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First Route: Least Cost Routing to CO
Overview

Here you are given an overview of the settings to be made in this section. This is followed by a
detailed description of the procedure.

Dialed digits

The upper table shows which LCR rule, e.g. Hp8k local, is to be applied for which dialed
digits, e.g. 0CzZ.

Name Dialed digits Route table |Acc. code [COS Emergency
number
1 |Hp8k local|0CZz 1 no ves no
2 |Hp8k nat 0C0-Z 2 no ves no
3 |Hp8k int 0C00-% 3 no yes no

Route tables
A route table must be created for each LCR rule defined above.

1. For Local Calls:

e LCRrule, dialed digits and route table to be used: Hp8k local, 0CZ, 1

e Route table 1:

Route Dial rule min. COS Schedule |Warning
1 |co co 14 - None
2 |Hp8k E.164 city 14 - Display +
tone
2. For National Calls:
e LCRrule, dialed digits and route table to be used: Hp8k nat, 0C0-Z, 2
e Route table 2:
Route Dial rule min. COS Schedule |Warning
1 |co co 14 - None
2 |Hp8k E.164 nat. 14 - Display +
tone
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3. For International Calls:

e LCRrule, dialed digits and route table to be used: Hp8k int, 0C00-Z, 3

e Route table 3:

Route Dial rule min. COS Schedule |Warning
co co 14 - None
2 |Hp8k E.164 int. 14 - Display +
tone

Dial rule table

The dial rules listed in the above route tables are defined as follows:

Rule name Rule format Procedure TON
1 |E.164 city D4969E2A Corporate Network Country code
2 |E.164 nat. D49E3A Corporate Network Country code
3 |E.164 int. E3A Corporate Network Country code
4 |co A Main network provider |Unknown

al E.164 phone number format.

Important: All dial rules for OpenScape Voice must be configured in the internation-
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For Local Calls

Proceed as follows:

1. Select Systemview -> Least cost routing -> Dial plan. The "Dial plan" window is dis-
played.

2. Inthe uppertable, set the route to the CO. The table then shows, for example: Name: Hp8k
local, Dialed digits: 0Cz, Route table: 1.

3. Inthe "Route table" selection field, check that route table 1 is selected (defined in the pre-
vious step). If not, select it.

4. Routeto CO:

a)
b)

C)

d)

In the "Route" column in the lower table, select the co route.

In the "Dial rule" column, define the dial rule for the selected route, highlight it and then
click Dial rule wizard. The dial rule wizard is displayed.

Make the following settings in the dial rule wizard:

o Edited dial rule: co

e Network provider's method of: Main network provider
e Dial rule format: A

e min.COS.: e.g. 14

e Schedule: e.g. -

e Warning: e.g. None

e Type of number (TON): Unknown

Click OK. The dial rule wizard is closed. The dial rule is entered in the lower table.

5. Route to OpenScape Voice:

4-74

In the "Route" column of the lower table, select the Hp8k route (directly under the route
to CO).

In the "Dial rule" column, define the dial rule for the selected route, highlight it and then
click Dial rule wizard. The dial rule wizard is displayed.

Make the following settings in the dial rule wizard:

ternational E.164 phone number format.

Important: All dial rules to OpenScape Voice must be configured in the in-

e FEditeddialrule: E.164 city

e Network provider's method of: Corporate Network
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e Dial rule format: e.g. D4969E2A
e min.COS.: e.g. 14
e Schedule: e.g. -
e Warning: e.g. Display + tone
e Type of Number (TON): Country code
d) Click OK. The dial rule wizard is closed. The dial rule is entered in the lower table.

6. Click Apply. The changes are stored.
Result (Manager E tables and entry windows):

Dial plan
Name Dialed digits Route table
1 |Hp8klocal [0CZ ][]
Route table[:]/
Route Dial rule min. COS Schedule Warning
1 |CO (Ico 14 - None
2 |Hpsk (E.164 city )Y 14 - Display + tone
To CO: To OpenScape Voice:
Dial rule wizard Dial rule wizard
Edited dial rule CO Edited dial rule E.164 city
Network provider’s Main network sup- Network provider’s Corporate network
method of plier method of
Dial rule format A Dial rule format D4969E2A
min. COS 14 min. COS 14
Schedule - Schedule -
Warning None Warning Display + tone
Type of Number (TON) | Unknown Type of Number (TON) | Country code
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For National Calls

Proceed as follows:

1. Select Systemview -> Least cost routing -> Dial plan. The "Dial plan" window is dis-
played.

2. In the upper table, set the route to the CO. The table then shows, for example:
Name: Hp8k nat, Dialed digits: 0Cc0-2z, Route table: 2.

3. Inthe "Route table" selection field, check that route table 2 is selected (defined in the pre-
vious step). If not, select it.

4. Route to CO:

a)
b)

c)

d)

In the "Route" column in the lower table, select the co route.

In the "Dial rule" column, define the dial rule for the selected route, highlight it and then
click Dial rule wizard. The dial rule wizard is displayed.

Make the following settings in the dial rule wizard:

e Edited dial rule: co

e Network provider's method of: Main network supplier
e Dial rule format: A

e min. COS.: e.g. 14

e Schedule: e.g. -

e Warning: e.g. None

e Type of number (TON): Unknown

Click OK. The dial rule wizard is closed.

5. Route to OpenScape Voice:

4-76

In the "Route" column of the lower table, select the Hp8k route (directly under the route
to CO).

In the "Dial rule" column, define the dial rule for the selected route, highlight it and then
click Dial rule wizard. The dial rule wizard is displayed.

Make the following settings in the dial rule wizard:

Important: All dial rules to OpenScape Voice must be configured in the in-
ternational E.164 phone number format.

e Edited dial rule: E.164 nat.
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e Network provider's method of: Corporate network
e Dial rule format: e.g. D49E3A
e min. COS.: e.g. 14
e Schedule: e.g. -
e Warning: e.g. Display + tone
e Type of Number (TON): Country code
d) Click OK. The dial rule wizard is closed.

6. Click Apply. The changes are stored.
Result (Manager E tables and entry windows):

Dial plan
Name Dialed digits Route table
2 |Hpsknat [oco-z ]2 |
Routetabldz |+
Route Dial rule min. COS Schedule Warning
1 |CO (Ico ) 14 - None
2 |Hp8k / (E.164 nat. ) 14 - Display + tone
To CO: To OpenScape Voice:
Dial rule wizard Dial rule wizard
Edited dial rule CO Edited dial rule E.164 nat.
Network provider’s Main network sup- Network provider’s Corporate network
method of plier method of
Dial rule format A Dial rule format D49E3A
min. COS 14 min. COS 14
Schedule - Schedule -
Warning None Warning Display + tone
Type of Number (TON) | Unknown Type of Number (TON) | Country code

A31003-H3590-M102-7-76A9, 06/2012
HiPath 3000/5000 V9 Configuration Examples, Administrator Documentation 4-77



Networking Scenarios for HiPath 3000/5000 V8
Networking of HiPath 3000 with OpenScape Voice via SIP-Q V2

For International Calls

Proceed as follows:

1. Select Systemview -> Least cost routing -> Dial plan. The "Dial plan" window is dis-
played.

2. Inthe upper table, set the route to the CO. The table then shows, for example:
Name: Hp8k int, Dialed digits: 0C00-2, Route table: 3.

3. Inthe "Route table" selection field, check that route table 3 is selected (defined in the pre-
vious step). If not, select it.

4. Route to CO:

a)
b)

c)

d)

In the "Route" column in the lower table, select the co route.

In the "Dial rule" column, define the dial rule for the selected route, highlight it and then
click Dial rule wizard. The dial rule wizard is displayed.

Make the following settings in the dial rule wizard:

e Edited dial rule: co

e Network provider's method of: Main network supplier
e Dial rule format: A

e min. COS.: e.g. 14

e Schedule: e.g. -

e Warning: e.g. None

e Type of number (TON): Unknown

Click OK. The dial rule wizard is closed.

5. Route to OpenScape Voice:

4-78

In the "Route" column of the lower table, select the Hp8k route (directly under the route
to CO).

In the "Dial rule" column, define the dial rule for the selected route, highlight it and then
click Dial rule wizard. The dial rule wizard is displayed.

Make the following settings in the dial rule wizard:

Important: All dial rules to OpenScape Voice must be configured in the in-
ternational E.164 phone number format.

e Edited dial rule: E.164 int.
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e Network provider's method of: Corporate network
e Dial rule format: e.g. E3A
e min. COS.: e.g. 14
e Schedule: e.g. -
e Warning: e.g. Display + tone
e Type of Number (TON): Country code
d) Click OK. The dial rule wizard is closed.

6. Click Apply. The changes are stored.
Result (Manager E tables and entry windows):

Dial plan
Name Dialed digits Route table
3 |Hpsk int 0coo-z |38 |
Routetablds |+
Route Dial rule min. COS Schedule Warning
1 |CO (Ico ) 14 - None
2 |Hp8k / (E.164 int. ) 14 - Display + tone
To CO: To OpenScape Voice:
Dial rule wizard Dial rule wizard
Edited dial rule CO Edited dial rule E.164 int.
Network provider’s Main network sup- Network provider pro- | Corporate network
method of plier cedure
Dial rule format A Dial rule format E3A
min. COS 14 min. COS 14
Schedule - Schedule -
Warning None Warning Display + tone
Type of Number (TON) | Unknown Type of Number (TON) | Country code
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Second Route: Least Cost Routing to OpenScape Voice

Overview

Here you are given an overview of the settings to be made in this section. This is followed by a
detailed description of the procedure.

Dialed digits

The upper table shows which LCR rule, e.g. int. 10x, is to be applied for which dialed digits,

e.g. -10X.
Name Dialed digits Route table |Acc. code |COS Emergency
number
4 |int. 10x |-10X 5 no yves no
5 |HQ30 -30XXX 17 no yes no
6 |HQ10 0C0-3040030XXX |8 no yes no

Route tables:

A route table must be created for each LCR rule defined above.

1. Dialing a Short Phone Number Within the Same Location in OpenScape Voice:

e LCRrule, dialed digits and route table to be used: int. 10x, -10x, 5

e Route table 5:

Route Dial rule min. COS Schedule |Warning
1 |Hp8k E.164 internal |14 - None
2 |co Rerouting HQ30 |14 - Display + tone

2. Dialing a Short Phone Number of All Other Locations of OpenScape Voice:
e LCRrule, dialed digits and route table to be used: HQ30, -30xxx, 17

e Route table 17:

Route Dial rule min. COS |Schedule |Warning
1 |co Rerouting HQ30 |15 - None
2 |Hp8k HQ30 14 - None
3 |co Rerouting HQ30 |14 - Display + tone

Three routes must be set up to avoid loops.

4-80
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3. E.164 Routing to All Other Phone Numbers in OpenScape Voice:
e LCRrule, dialed digits and route table to be used: HQ10, 0C0-3040030XXX, 8

e Route table 8:

Route Dial rule min. COS Schedule |Warning
1 |co co 15 - None
2 |Hp8k E.164 nat. 14 - None
3 |co co 14 - Display + tone

Three routes are required to avoid loops.

Dial rule table:

The dial rules listed in the above route tables are defined as follows:

Rule name Rule format Procedure TON
1 |co A Main network supplier |[Unknown
2 |E.164 nat. D49E3A Corporate Network Country code
3 |E.164 internal D49695113A Corporate Network Country code
4 |HQ30 D4930400E2A |Corporate Network Country code
5 |Rerouting HQ30 |D030400E2A Main network supplier [Unknown

E.164 phone number format.

Important: All dial rules for OpenScape Voice must be configured in the international
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Dialing a Short Phone Number Within the Same Location in OpenScape Voice

ber, the phone number must be searched for locally in HiPath 3000 and in
OpenScape Voice. The settings in this section take this situation into account.

Important: If HiPath 3000 and OpenScape Voice stations have the same CO num-

Routes that need to be set up:

The first route goes "To OpenScape Voice".

Optionally, the second route can be set up "For LAN failure — Reroute via CO". This second
route is used to bridge LAN failures. During LAN failure, calls must be conducted through
the local CO to another gateway of OpenScape Voice.

Procedure:

Proceed as follows:

1.

Select Systemview -> Least cost routing -> Dial plan. The "Dial plan" window is dis-
played.

In the upper table, define the route to OpenScape Voice. The table then shows, for exam-
ple: Name: int. 10x, Dialed digits: -10x, Route table: 5.

In the "Route table" selection field, check that route table 5 is selected (defined in the pre-
vious step). If not, select it.

First route "To OpenScape Voice":
a) Inthe "Route" column in the lower table, select the Hp8k route.

b) Inthe "Dial rule" column, define the dial rule for the selected route, highlight it and then
click Dial rule wizard. The dial rule wizard is displayed.

c) Make the following settings in the dial rule wizard:
e Editeddialrule: E.164 internal
e Network provider's method of: Corporate network
e Dial rule format: D49695113A
e min. COS: 14
e Schedule: -
e Warning: None

e Type of Number (TON): Country code
d) Click OK. The dial rule wizard is closed.
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5. Second route "For LAN failure — Reroute via CO":

a) Inthe "Route" column in the lower table, select the co route.

b) Inthe "Dial rule" column, define the dial rule for the selected route, highlight it and then
click Dial rule wizard. The dial rule wizard is displayed.

c) Make the following settings in the dial rule wizard:

e Edited dial rule: Rerouting HQ30

e Network provider's method of: Main network provider

e Dial rule format: D030400E2A. The phone number of another gateway is used to
reach the OpenScape Voice network.

e min. COS: 14
e Schedule: -

e Warning: Display + tone

e Type of number (TON): Unknown
d) Click OK. The dial rule wizard is closed.
6. Click Apply. The changes are stored.

Result (Manager E tables and entry windows):

Dial rule wizard

Dial rule wizard

Dial plan
Name Dialed digits Route table

4 lint. 10x -10X ]

Route table@A/
Route Dial rule min. COS Schedule Warning

1 |Hp8k (|E.164 internal ) None
2 |CO (Rerouting HQ30 ] Display + tone
To OpenScape Voice: For LAN failure — Reroute via CO:

Edited dial rule

E.164 internal

Edited dial rule

Rerouting HQ30

Network provider’s

Corporate Network

Network provider pro-

Main network sup-

method of cedure plier

Dial rule format D49695113A Dial rule format DO030400E2A
min. COS 14 min. COS 14

Schedule - Schedule

Warning None Warning Display + tone
Type of Number (TON) | Country code Type of Number (TON) | Unknown

A31003-H3590-M102-7-76A9, 06/2012
HiPath 3000/5000 V9 Configuration Examples, Administrator Documentation

4-83




Networking Scenarios for HiPath 3000/5000 V8
Networking of HiPath 3000 with OpenScape Voice via SIP-Q V2

Dialing a Short Phone Number of All Other Locations of OpenScape Voice
Routes that need to be set up:

The first route "From OpenScape Voice via HiPath 3000 to CO" is only intended for calls
from OpenScape Voice via HiPath 3000 to the CO. This direction is used if OpenScape
Voice is not available and OpenScape Branch redirects the call via HiPath 3000. The "min.
COS" (minimum class of service) value must be set to 15 so that only trunks and no sta-
tions can use this route.

The second route "From HiPath 3000 to OpenScape Voice" is used for calls from
HiPath 3000 to OpenScape Voice. The "min. COS" (minimum class of service) value must
be set to 14 so that HiPath 3000 telephones can use this route.

The third route "For LAN failure — Reroute via CO" is used if the LAN on the route to Open-
Scape Voice/OpenScape Branch fails. During LAN failure, calls must be conducted
through the local CO to another gateway of OpenScape Voice.

Procedure:

Proceed as follows to set up the routes:

1.

Select Systemview -> Least cost routing -> Dial plan. The "Dial plan" window is dis-
played.

In the upper table, define which route table is to be used for which dialed digits. The table
then shows, for example: Name: HQ30, Dialed digits: -30xxx, Route table: 17.

In the "Route table" selection field, check that the route table 17 was selected automatically
(defined in the previous step). If not, select it.

First route "From OpenScape Voice via HiPath 3000 to CO":
a) Inthe "Route" column in the lower table, select the co route.

b) Inthe "Dial rule" column, define the dial rule for the selected route, highlight it and then
click Dial rule wizard. The dial rule wizard is displayed.

c) Make the following settings in the dial rule wizard:
e Edited dial rule: Rerouting HQ30
e Network provider's method of: Main network provider
e Dial rule format: D030400E2A
e min. COS: 15
e Schedule: -
e Warning: None

e Type of number (TON): Unknown
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d) Click OK. The dial rule wizard is closed and the changes are adopted in the route table.
5. Second route "From HiPath 3000 to OpenScape Voice":
a) Inthe "Route" column in the lower table, select the Hp8k route.

b) Inthe "Dial rule" column, define the dial rule for the selected route, highlight it and then
click Dial rule wizard. The dial rule wizard is displayed.

c) Make the following settings in the dial rule wizard:
e Edited dial rule: HQ30
e Network provider's method of: Corporate Network
e Dial rule format: e.g. D4930400E2A
e min. COS: 14
e Schedule: -
e Warning: None
e Type of Number (TON): Country code
d) Click OK. The dial rule wizard is closed and the changes are adopted in the route table.
6. Third route "For LAN failure — Reroute via CO":
a) Inthe "Route" column in the lower table, select the co route.

b) Inthe "Dial rule" column, select the Rerouting HQ30 dial rule for the selected route
and then click Dial rule wizard. The dial rule wizard is displayed.

c) Make the following settings in the dial rule wizard:
e Edited dial rule: Rerouting HQ30
e Network provider's method of: Main network supplier
e Dial rule format, e.g. D030400E2A
e min. COS: 14
e Schedule: -
e Warning: Display + tone
e Type of number (TON): Unknown
d) Click OK. The dial rule wizard is closed and the changes are adopted in the route table.

7. Click Apply. The changes are stored.
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Result (Manager E tables and entry windows):

Dial plan
Name Dialed digits Route table
5 |HQ30  [-30XXX [[17 |
Route table
Route Dial rule min. COS Schedule Warning
1 |CO ([Rerouting HQ30) |15 - None
2 |Hpsk / |HQ30 14 - None
3 |CO / (ReroutinsHQ30 )| 14 - Display + tone

/

From OpenScape Voice via
HiPath 3000 to CO:

T

From HiPath 3000 to
OpenScape Voice:

T

For LAN failure — Reroute via CO:

Dial rule wizard

Dial rule wizard

Dial rule wizard

Edited dial rule

Rerouting HQ30

Edited dial rule

HQ30

Edited dial rule

Rerouting HQ30

Network provid-

Main network sup-

Network provid-

Corporate network

Network provid-

Main network

er’s method of | plier er’s method of er’s method of |supplier

Dial rule format | DO30400E2A Dial rule format | D4930400E2A Dial rule format | DO30400E2A

min. COS 15 min. COS 14 min. COS 14

Schedule - Schedule - Schedule -

Warning None Warning None Warning Display + tone

Type of Number | Unknown Type of Number | Country code Type of Number | Unknown

(TON) (TON) (TON)
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E.164 Routing to All Other Phone Numbers in OpenScape Voice

least cost routing. The phone numbers can be found in the OpenScape Voice Assis-
tant under Global Translation and Routing -> Directory Number -> Office
Codes.

Important: All phone numbers in the OpenScape Voice network must be set up for

Routes that need to be set up:

e The first route "From OpenScape Voice via HiPath 3000 to CO" is only intended for calls
from OpenScape Voice via HiPath 3000 to the CO. This route is used when another node
is in restricted operation (WAN failure) and OpenScape Voice routes the call via
HiPath 3000. The "min. COS" (minimum class of service) value must be set to 15 so that
only trunks and no stations can use this route.

e The second route "From HiPath 3000 to OpenScape Voice" is used for calls from
HiPath 3000 to OpenScape Voice. The "min. COS" (minimum class of service) value must
be set to 14 so that HiPath 3000 telephones can use this route.

e The third route "For LAN failure — Reroute via CO" is used if the LAN on the route to
OpenScape Voice/OpenScape Branch fails. During LAN failure, calls must be conducted
through the local CO to another gateway of OpenScape Voice.

Procedure:

Proceed as follows to set up the routes:

1. Select Systemview -> Least cost routing -> Dial plan. The "Dial plan" window is dis-
played.

2. Inthe upper table, define which route table is to be used for which dialed digits. The table
then shows, for example: Name: HQ10, Dialed digits: 0c0-3040030XXX, Route table: 8.

3. Inthe "Route table" selection field, check that route table 8 was selected automatically (de-
fined in the previous step). If not, select it.

4. First route "From OpenScape Voice via HiPath 3000 to CO":
a) Inthe "Route" column in the lower table, select the co route.

b) Inthe "Dial rule" column, define the dial rule for the selected route, highlight it and then
click Dial rule wizard. The dial rule wizard is displayed.

c) Make the following settings in the dial rule wizard:
e Edited dial rule: co
e Network provider's method of: Main network supplier
e Dial rule format: A
e min. COS: 15
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e Schedule: -
e Warning: None
e Type of number (TON): Unknown
d) Click OK. The dial rule wizard is closed and the changes are adopted in the route table.
5. Second route "From HiPath 3000 to OpenScape Voice":
a) Inthe "Route" column in the lower table, select the Hp8k route.

b) Inthe "Dial rule" column, define the dial rule for the selected route, highlight it and then
click Dial rule wizard. The dial rule wizard is displayed.

c) Make the following settings in the dial rule wizard:
e Edited dial rule: E.164 nat.
e Network provider's method of: Corporate Network
e Dial rule format: e.g. D49E3A
e min. COS: 14
e Schedule: -
e Warning: None
e Type of Number (TON): Country code
d) Click OK. The dial rule wizard is closed and the changes are adopted in the route table.
6. Third route "For LAN failure — Reroute via CO":
a) Inthe "Route" column in the lower table, select the co route.

b) Inthe "Dial rule" column, select the co dial rule for the selected route and then click
Dial rule wizard. The dial rule wizard is displayed.

c) Make the following settings in the dial rule wizard:
e Edited dial rule: co
e Network provider's method of: Main network supplier
e Dial rule format: A
e min. COS: 14
e Schedule: -
e Warning: Display + tone

e Type of number (TON): Unknown
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d) Click OK. The dial rule wizard is closed and the changes are adopted in the route table.
7. Click Apply. The changes are stored.

Result (Manager E tables and entry windows):

Dial plan
Name Dialed digits Route table
6 [HQ10  [0C0-3040030XXX |8 |
Route tabl
Route Dial rule min. COS Schedule Warning
1 |CO (Jco ) [15 - None
2 |Hpsk / |[Ed64nat) 14 - None
3 |CO / (CO )14 - Display + tone

/

From OpenScape Voice via
HiPath 3000 to CO:

Dial rule wizard

T

From HiPath 3000 to
OpenScape Voice:
Dial rule wizard

T

For LAN failure — Reroute via CO:

Dial rule wizard

Edited dial rule

CcoO

Edited dial rule

E.164 nat.

Edited dial rule

CO

Network provid-
er’s method of

Main network sup-
plier

Network provid-
er’s method of

Corporate net-
work

Network provid-
er’s method of

Main network sup-
plier

Dial rule format

Dial rule format

Dial rule format

A D49E3A A
min. COS 15 min. COS 14 min. COS 14
Schedule - Schedule - Schedule -
Warning None Warning None Warning Display + tone
Type of Number | Unknown Type of Number | Country code Type of Number | Unknown
(TON) (TON) (TON)
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4.13.2.1.8 System parameters -> Flags

Proceed as follows:

1. Select Systemview -> System parameters -> Flags. The "Flags" window is displayed.
2. Make the following settings in the "Switch" table:

e Path optimization: Deactivate the checkbox.
e E.164 numbering scheme: Activate the checkbox.

e If a HiPath 4000 is contained in the network:
— Direct Media Connection (DMC): Activate the checkbox.
— HiPath 4000 networking: Early DMC: Activate the checkbox.
e If TLS is used:
—  SPE support: Activate the checkbox.
— SPE advisory tone: Activate the checkbox.
3. Make the following settings in the "Transit permission” area:

e External traffic transit: Activate the checkbox.
If the LAN fails, this setting enables forwarding via the CO to another OpenScape
Voice gateway.

4. Click Apply. The changes are stored.
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4.13.2.1.9 Flag: Transit allowed via Hook-on

Overview

For certain internal stations, the following can be defined by activating the "Transit allowed via
Hook-on" flag:

e Aninternal station can, by hanging up, transfer an external call to another external station.

e If aninternal station is participating in a conference as the conference leader and hangs
up, the other participants can continue the conference.

This setting also applies in restricted operating mode (in the case of WAN failure).

Procedure
Proceed as follows to activate the flag:

1. Select Stationview -> Flags. The "Station flags" tab applicable to a specific internal station
is displayed.

2. Inthe "Station selection" area, select the internal station you wish to make settings for. The
"Station flags" tab applicable to the selected internal station is displayed.

3. "Transit allowed via Hook-on": Activate the checkbox.

4. Click Apply. The changes are stored.

4.13.2.1.10 Phone Payload Security

Overview

If TLS is used, the "Payload Security" setting is must be activated for all phones on HiPath 3000.

Procedure
Proceed as follows to activate the flag:

1. Select Stationview -> Activated features. The "Activated features" tab applicable to a
specific internal station is displayed.

2. Inthe "Station selection" area, select the internal station you wish to make settings for. The
"Activated features" tab applicable to the selected internal station is displayed..

In the "Payload Security" area, activate the "ON" option.

4. Click Apply. The changes are stored.
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4.13.2.2 Settings in the WBM of the HG 1500

Contents

This section describes the following topics:

e Section 4.13.2.2.1, "Setting the Codec Parameters (T.38 fax, frame size)"
e Section 4.13.2.2.2, "Resetting SIP Parameters"

e Section 4.13.2.2.3, "Adding and Configuring PBX Nodes"

e Section 4.13.2.2.4, "Importing the Certificate for TLS"

4.13.2.2.1 Setting the Codec Parameters (T.38 fax, frame size)

Overview

T.38 fax:

e T.38faxis not supported in HiPath 3000 V8 MR4 and earlier versions and must be deactivated.
e T.38 fax is supported in HiPath 3000 V8 MR5 and later versions and must be activated.
Frame size:

HiPath Cordless IP and OpenScape Mobile Connect support only a frame size of 20 ms for co-
dec G.711. If the network contains either of these products, the frame size must be set to 20
ms in the WBM of the HG 1500.

Procedure

Proceed as follows to set the codec parameters:

1. Start WBM for HG 1500 (in the Manager E: Systemview -> HG 1500 / Xpress@LAN).
2. Select the following menu items: Explorers -> Voice Gateway -> Codec parameters.

3. Select Codec parameters (right mouse button) -> Edit codec parameters. The "Codec
Parameters" menu is displayed.

4. Make the settings:
e G.711 A-law: Select the frame size 20 ms.
e G.711 p-law: Select the frame size 20 ms.
e T.38fax:
— HiPath 3000 V8 MR4 and earlier: Deactivate the "T.38 Fax" checkbox.
— HiPath 3000 V8 MR5 and later: Activate the "T.38 Fax" checkbox.
5. Click Apply.

A31003-H3590-M102-7-76A9, 06/2012
4-92 HiPath 3000/5000 V9 Configuration Examples, Administrator Documentation



Networking Scenarios for HiPath 3000/5000 V8
Networking of HiPath 3000 with OpenScape Voice via SIP-Q V2

4.13.2.2.2 Resetting SIP Parameters
Proceed as follows to reset the SIP parameter (condition: WBM is running):
1. Select the following menu items: Explorers -> Voice Gateway -> SIP Parameters.

2. Select SIP Parameters (right mouse button) -> Edit SIP Parameters. The "SIP Parame-
ters" menu is displayed.

3. Reset the SIP parameters to the default settings. These are:
e SIP Transport Protocol

— SIP via TCP: Yes

— SIP via UDP: Yes

— SIPvia TLS: Yes
e SIP session timer

— RFC 4028 support: Yes

— Session-Expires (sec): 1800

— Minimal-SE (sec): 90
e Provider calls

— Maximum number of calls possible via the provider: 0
Click Apply.
Click the diskette icon. The changes are stored.

Click the reset icon. HG 1500 is shut down and restarted.

N o o bk

Once HG 1500 is ready for operation again, quit WBM and restart.
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4.13.2.2.3 Adding and Configuring PBX Nodes

Networking Scenarios

All IP addresses that communicate with HiPath 3000 must be configured as separate PBX
nodes. If HiPath 3000 is networked with OpenScape Voice, multiple networking scenarios are
available because of the different variants of OpenScape Voice.

Networking scenarios for OpenScape Voice V4 RO and earlier:

e Scenario 1: OpenScape Voice — Networking with HiPath 3000 with TCP. The following IP
addresses must be configured as separate PBX nodes:

IP address of sipsm1 for node 1
IP address of sipsm1backup (sipsm1_vip2) for node 1
IP address of sipsm2 for node 2
IP address of sipsm2backup (sipsm2_vip2) for node 2

IP address of proxy server if HiPath 3000 is registered via a proxy server.

e Scenario 2: OpenScape Voice — Networking with HiPath 3000 with TLS. The following IP
addresses must be configured as separate PBX nodes:

IP address of sipsm3 for node 1
IP address of sipsm3backup (sipsm3_vip2) for node 1
IP address of sipsm4 for node 2
IP address of sipsm4backup (sipsm4_vip2) for node 2

IP address of proxy server if HiPath 3000 is registered via a proxy server.

Networking scenario for OpenScape Voice V4 R1 and later:

The following IP addresses must be configured as separate PBX nodes:

4-94

IP address of sipsm1 for node 1
IP address of sipsm2 for node 2
IP address of sipsm3 for node 1
IP address of sipsm4 for node 2

IP address of proxy server if HiPath 3000 is registered via a proxy server.
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Adding PBX nodes:

Proceed as follows to add a PBX node:

1. Start WBM for HG 1500 (in the Manager E: Systemview -> HG 1500 / Xpress@LAN).
2. Select the following menu items: Explorers -> Voice Gateway -> PBX -> Nodes.

3. Adding PBX nodes:

a) Select Nodes (right mouse button) -> Add PBX Node. The "Add PBX Node" menu is
displayed.

b) Enter the node number.

c) Click Apply.

Configuring PBX nodes:

Proceed as follows to configure the added PBX node:
1. Start WBM for HG 1500 (in the Manager E: Systemview -> HG 1500 / Xpress @LAN).

2. Select the following menu items: Explorers -> Voice Gateway -> PBX -> Nodes -> <Node
number of the added PBX node>.

3. Configuring PBX nodes:

a) Select <Node number of the added PBX node> (right mouse button) -> Edit IP Ad-
dresses. The "PBX Node / IP Addresses" menu is displayed.

b) Make the following settings:

LAN trunking protocol: STP-Q
LAN trunking type: Ext . SIP

HXG Gatekeeper Board 1 - IP Address: Enter the IP address of the SIP Signaling
Manager (SIPSM) of OpenScape Voice, see Section "Networking Scenarios".

Alive Monitoring: Deactivate the checkbox

Security Level of Node Encryption:
in TCP networking: traditional
in TLS networking: secure

c) Click Apply.

4. Click the diskette icon. The changes are stored.

5. Click the reset icon. HG 1500 is shut down and restarted.
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6. Once HG 1500 is ready for operation again, quit WBM and restart.

WBM under Explorers -> Voice Gateway -> PBX -> Routing.

Important: For OpenScape Voice, no phone numbers need to be configured in

4.13.2.2.4 Importing the Certificate for TLS

Overview

For signaling and payload encryption via TLS, certificates must be imported in HG 1500. This
pertains to the following certificates:

e rootcert.pem: This certificate must be generated from the root.pem certificate. This certif-
icate is located under: /usr/local/ssl/certs/root.pem.

e client.pem: This certificate is located in OpenScape Voice under /usr/local/ssl/

private/client.pem.

Procedure
Generate certificate rootcert.pem:
Proceed as follows to generate the certificate:

1. Copythe /usr/local/ssl/certs/root.pen certificate and rename to the copy to
rootcert.pem.

2. Open the certificate with an editor and delete the RSA PRIVATE KEY out of the certificate.
The text begins with BEGIN RSA PRIVATE KEY and ends with END RSA PRIVATE KEY.

3. Store the changes.

Importing the rootcert .pem certificate:

Proceed as follows to import the certificate:

1.  Start WBM for HG 1500 (in the Manager E: Systemview -> HG 1500 / Xpress @LAN).

2. Select the following menu items: Explorers -> Security -> Signaling and Payload En-
cryption (SPE) -> SPE CA Certificates .

3. Select SPE CA Certificates (right mouse button) -> Import trusted CA Certificate (PEM
or binary format) . The "Load an SPE CA Certificate via HTTP" menu is displayed.

4. Click on the Browse button and select the rootcert . pem certificate.
5. Click View Fingerprint of Certificate. The finger print of the certificate is displayed.

6. Check whether the finger print of the certificate matches the expected finger print. Then
click OK.
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7. Ifthey match: Click Import Certificate from File. A message indicating that the action was
successful is displayed.

Importing the client.pemn certificate:
Proceed as follows to import the certificate:
1. Start WBM for HG 1500 (in the Manager E: Systemview -> HG 1500 / Xpress @LAN).

2. Select the following menu items: Explorers -> Security -> Signaling and Payload En-
cryption (SPE) -> SPE Certificate .

3. Select SPE Certificate (right mouse button) -> Import SPE certificate plus private key
(PEM or PKCS#12) . The "Load a SPE Key Certificate via HTTP" menu is displayed.

4. Click the Browse button and select the c1ient .pem certificate.

Click the View Fingerprint of Certificate button. The finger print of the certificate is dis-
played.

6. Check whether the finger print of the certificate matches the expected finger print. Then
click OK.

7. Ifthey match: Click Import Certificate from File. A message indicating that the action was
successful is displayed.

HG 1500 is shut down automatically and restarted. This activates the imported certificate.
Deactivating the "Subject name check" security setting:

Proceed as follows to check this setting:

1. Start WBM for HG 1500 (in the Manager E: Systemview -> HG 1500 / Xpress @LAN).

2. Select the following menu items: Explorers -> Security -> Signaling and Payload En-
cryption (SPE) .

3. Select Signaling and Payload Encryption (SPE) (right mouse button) -> Edit Security
Configuration. The "Edit SPE Security Setup" menu is displayed.

4. Check whether the Subject name check checkbox is deactivated. If not, deactivate it.

After a change is made: Click Apply. The change is stored.
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4.13.3 Configuring OpenScape Voice

Overview

HiPath 3000 as a gateway (endpoint) and OpenScape Voice stations must be in separate pri-
vate numbering plans but in the same business group. Thus, each location receives a separate
private numbering plan for the stations and a separate private numbering plan for the gateways
(endpoints).

Settings must be made in the Common Management Portal and in StartCli to configure Open-
Scape Voice.

Contents

This section describes the following topics:

e Section 4.13.3.1, "Settings in the Common Management Portal"

e Section 4.13.3.2, "Settings in StartCIi"

4.13.3.1 Settings in the Common Management Portal

Procedure
1. Start the Common Management Portal.

2.  Work through the following sections in sequence.

Contents
This section describes the following topics:
e Section 4.13.3.1.1, "Creating a New, Private Numbering Plan for the Gateways"

e Section 4.13.3.1.2, "Creating and Configuring the Endpoint Profile for a HiPath 3000 End-
point"

e Section 4.13.3.1.3, "Creating and Configuring the Endpoint for HiPath 3000"

e Section 4.13.3.1.4, "Creating a Digest Authentication for HiPath 3000"

e Section 4.13.3.1.5, "Configuring a Gateway Numbering Plan for Incoming Calls"
e Section 4.13.3.1.6, "Configuring Outgoing Calls"

e Section 4.13.3.1.7, "Changing the Display Number for OpenScape Voice V5"
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4.13.3.1.1 Creating a New, Private Numbering Plan for the Gateways

Proceed as follows:

1.
2.

Select OpenScape Voice -> Business Group.
Select the following in the left window area:
a) Available Switches: Select OpenScape Voice.

b) Available Business Groups: Select the business group for which the new private num-
bering plan is to be created, e.g. bg_sol.

In the left window area, select Private Numbering Plans. The right window area shows a
list of all private numbering plans.

To create a new private numbering plan, click the Add button. The configuration window is
displayed.

In the "Name:" entry field, enter the name of the private numbering plan to be created,
€.g. NP_brl3_gw.

Click Save. The changes are stored.

4.13.3.1.2 Creating and Configuring the Endpoint Profile for a HiPath 3000 Endpoint

Proceed as follows:

1.
2.

Select OpenScape Voice -> Business Group.
Select the following in the left window area:
a) Available Switches: Select OpenScape Voice.

b) Available Business Groups: Select the business group for which the endpoint profile is
to be created, e.g. bg_sol.

In the left window area, select Profiles -> Endpoint Profiles. The right window area shows
a list of the endpoint profiles.

To create a new endpoint profile, click the Add button. The configuration window for this
endpoint profile is displayed.
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5. Open the General tab. Make the following settings on this tab:
Endpoint Profile:
e Name: Enter a name for the endpoint profile, e.g. EP_hg1500.br13.

e Numbering Plan: Select the numbering plan for the endpoint profile,
€.g. NP_brl3_gw.

Management Information:
e Class of Service: No setting necessary.
e Routing Area: No setting necessary.
e Calling Location: No setting necessary.
e SIP Privacy Support: Basic
e Failed Calls Intercept: Disabled
e Language: e.g. German
6. Open the Services tab. Make the following settings on this tab:

OpenScape Voice V4 R1 and earlier:

Make the following settings on the "Services" tab:
General:

e Name delivery: Yes

e Voice mail: Yes

e Called name delivery: Yes

o Called number delivery: Yes

e Call transfer: No

e Call Forward Invalid Destination: Yes and enter the phone number.
Toll and Call Restrictions:

e International World Zone 1: No

e International: No

e National: No

e Local: No
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OpenScape Voice V5 RO and later:
Make the following settings on the "Services" tab:

e Voice mail: Yes

e Call Transfer: No

e Call Forward Invalid Destination: Yes and enter the phone number.
e Toll and Call Restrictions: No

Click OK. The changes are stored. The endpoint profile is created and configured. The new
endpoint profile in the table on the right side of the window (<Nodes> - Endpoint Profiles -
bg_sol) now looks similar to the following example:

Name Class of Service |Routing [Calling |Remark |Numbering
Area Location Plan Name
EP_hgl500.brl3 [international |- - no NP_brl3 gw

4.13.3.1.3 Creating and Configuring the Endpoint for HiPath 3000

Proceed as follows:

1.
2.

Select OpenScape Voice -> Business Group.
Select the following in the left window area:
a) Available Switches: Select OpenScape Voice.

b) Available Business Groups: Select the business group for which the endpoint is to be
created, e.g. bg_sol.

c) Available Branch Offices: Select the branch office for which the endpoint is to be cre-
ated, e.g. BR13.

In the left window area, select Members -> Endpoints. The list of endpoints is displayed.

To create a new endpoint, click the Add button. The configuration window for this endpoint
is displayed.

Open the General tab. Make the following settings on this tab:
e Name: Enter a name for the endpoint, e.g. EP_hg1500.br13.

e Profile: Select the endpoint profile that was selected in the previous step, e.g.
EP_hgl1500.br13.
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Open the SIP tab. Make the following settings on this tab:
a) SIP-Q Signaling: Activate the option field.
b) for: Select HiPath 4000/3000.
c) Transport protocol:
e For a traditional network: Select TCP.
e For a secure network: Select MTLsS.
Open the Attributes tab. Make the following settings on this tab:
a) Activate the "Rerouting Forwarded Calls" checkbox.
b) Deactivate all other checkboxes.

Open the Aliases tab. Make the following settings on this tab:

a) Click Add and enter the registration number for HiPath 3000, e.g. 13310.

b) Click Add and enter the IP address of HG 1500, e.g. 10.22.113.191.

Open the Accounting tab. Make the following settings on this tab:
e Accounting Type: PSTN Gateway

e Endpoint Location Name: No setting necessary.
e Endpoint Location Code: No setting necessary.

e Endpoint Service Provider: No setting necessary.

10. Click Save. The changes are stored.

The endpoint is created and configured.
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4.13.3.1.4 Creating a Digest Authentication for HiPath 3000

Proceed as follows:

1. Select OpenScape Voice -> Administration.

2. Inthe left window area, select Signaling Management -> Digest Authentication . The
"Digest Authentication" window opens.

Open the Realms tab.

To create "Digest Authentication" access, click the Add button. The "SIP Configuration”
window opens.

5. Make the following settings:

Trusted entity: Deactivate the checkbox.

Signaling IP: Enter the IP address of the HG 1500, e.g. 10.22.113.191.
All Ports: Do not activate the option field.

Port Range: The option field can be neither activated nor deactivated.
Local Realm: Enter the local realm, e.g. sol.

Local User Name: Enter the local user name, e.g. hipath3000br13.
Local Password: Enter the local password.

Confirm Local Password: Enter the local password once more.

Remote Realm: Enter the realm of the branch office, e.g. sol.

Remote User Name: Enter the user name for the branch office,
e.g. hipath3000br13.

Remote Password: Enter the password for the branch office.

Confirm Remote Password: Enter the password for the branch office once more.

Click OK. The "SIP Configuration" window is closed.

Click Save. The changes are stored and the "Digest Authentication" window is closed.
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4.13.3.1.5 Configuring a Gateway Numbering Plan for Incoming Calls

Important: This is a simple example of how to configure the routing of incoming

calls. A detailed description is contained in the routing concept under "Reference Ar-
chitecture".

This section describes how to configure destination codes for incoming calls. These destination
codes are required for forwarding incoming calls.

Proceed as follows:

1.
2.

Select OpenScape Voice -> Business Group.
Select the following in the left window area:
e Available Switches: Select openScape Voice.

e Available Business Groups: Select the business group for which the destination code
is to be configured, e.g. bg_sol.

e Available Private Numbering Plan: Select the private numbering plan for which the
destination code is to be configured.

In the left window area, select Translation -> Destination Codes.

To create a new destination code, click the Add button. The "Add Destination Code" win-
dow opens.

Create a new E.164 destination code with the following parameters:
e Destination Code: z.B. 49695113

e Nature of Address: International

e Destination Type: Home

e Office Code: e.g. +49 (69) 5113

Click Save. The changes are stored and the "Add Destination Code" window is closed.
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4.13.3.1.6 Configuring Outgoing Calls

calls. A detailed description is contained in the routing concept under "Reference Ar-

Important: This is a simple example of how to configure the routing of outgoing
chitecture".

Station numbering plan — Prefix Access Codes
Proceed as follows:
1. Select OpenScape Voice -> Business Group.
2. Select the following in the left window area:
e Available Switches: Select openScape Voice.

e Available Business Groups: Select the business group for which the prefix access
codes are to be configured, e.g. bg_sol.

e Available Private Numbering Plan: Select the private numbering plan in which the sta-
tion is located.

3. In the left window area, select Translation -> Prefix Access Codes.

4. To create a new prefix access code, click the Add button. The "Add Prefix Access Code"
window opens.

5. Make the following settings in the configuration window:
e Prefix Access Code: e.g. 0
e Minimum Length: e.g. 1
e Maximum Length: e.g. 30
e Digit Position: e.g. 1
e Digitstoinsert: e.g. 4969
e Prefix Type: e.g. On-net Access
e Nature of Address: e.g. International
e Destination Type: e.g. BG Common Destination
e Destination Name: No settings necessary.

6. Click Save. The changes are stored.
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General numbering plan — Destinations

Proceed as follows:

1.
2.

Select OpenScape Voice -> Business Group.
Select the following in the left window area:
e Available Switches: Select openScape Voice.

e Available Business Groups: Select the business group for which the destinations are
to be configured, e.g. bg_sol.

e Available Private Numbering Plan: Select the general numbering plan.
In the left window area, select Destination and Routes -> Destinations.

To create a new destination, click the Add button. The "Add Destination" window is dis-
played. Proceed as follows in this window:

a) Open the General tab.
b) Enter the name of the destination in the "Name" entry field, e.g. ¢.hg1500.br13
c) Click Save. The changes are stored and the "Add Destination" window is closed.

Open the new destination for editing. The "Edit Destination" window is displayed. Proceed
as follows in this window to create an endpoint:

a) Open the Routes tab.
1. Click the Add button.

2. Make the following settings:
ID: e.g. 100
Type: SIP Endpoint
SIP Endpoint: e.g. hg1500.br13
Nature of Address: Undefined

3. Click Save. The changes are stored.
b) Open the Route Lists tab. Proceed as follows on this tab:

1. Make the following settings:
Prioritized: Activate the checkbox.
Fallback to Local Numbering Plan: Leave the checkbox deactivated.

2. Click Save. The changes are stored.

On the Routes tab, use the Add button to add another endpoint as a fallback in case
HiPath 3000 fails.
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General numbering plan — Prefix Access Codes
Proceed as follows:
1. Select OpenScape Voice -> Business Group.
2. Select the following in the left window area:
e Available Switches: Select openScape Voice.

e Available Business Groups: Select the business group for which the prefix access
codes are to be configured, e.g. bg_sol.

e Available Private Numbering Plan: Select the general numbering plan.
In the left window area, select Translation -> Prefix Access Codes.

4. To create a new prefix access code, click the Add button. The "Add Prefix Access Code"
window opens.

5. Make the following settings in the configuration window:
e Prefix Access Code: e.g. 4
e Minimum Length: 1
e Maximum Length: 30
e Digit Position: 0
e Digits to insert: Leave this entry field empty.
e Prefix Type: On-net Access
e Nature of Address: International
e Destination Type: None
e Destination Name: No settings necessary.

6. Click Save. The changes are stored.
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General numbering plan — Destination Codes

1.
2.

Select OpenScape Voice -> Business Group.
Select the following in the left window area:
e Available Switches: Select openScape Voice.

e Available Business Groups: Select the business group for which the destination code
is to be configured, e.g. bg_sol.

e Available Private Numbering Plan: Select the general numbering plan.
In the left window area, select Translation -> Destination Codes.

To create a new destination code, click the Add button. The "Add Destination Code" win-
dow opens.

Make the following settings:

e Destination Code: e.g. 4969

e Nature Of Address: International

e Destination Type: Destination

e Destination Name: Select the previously created destination, e.g. ¢.hgl1500.br13.

Click Save. The changes are stored and the "Add Destination Code" window is closed.
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4.13.3.1.7 Changing the Display Number for OpenScape Voice V5

Display Number Definition

Proceed as follows:

1.
2.

Select OpenScape Voice -> Business Group.

Select the following in the left window area:

e Available Switches: Select openScape Voice.

e Available Business Groups: Select the business group, e.g. bg_sol.

In the left window area, select Display Number Modification -> Definitions.

To define a new display number, click the Add button. The "Display Number Definition" win-
dow opens.

Make the following settings:

e Business Group: Select the business group being used, e.g. bg_sol.
e Numbering Plan: ANY

e Numbering plan indicator: Public

e Country/L2 Code: 49

e Area/L1 Code: 69

e Local Office/LO Code: 5113

e Number of digits to skip: Enter the number of digits in the station phone numbers,
e.g. 4.

e Min. Digits: 8
e Max. Digits: 30

Click Save. The changes are stored and the "Display Number Definition" window is closed.
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Prefixes

Proceed as follows:

1. Select OpenScape Voice -> Business Group.

2. Select the following in the left window area:
e Available Switches: Select openScape Voice.
e Available Business Groups: Select the business group, e.g. bg_sol.
In the left window area, select Display Number Modification -> Prefixes.

4. To create a global prefix definition, click the Add button. The "Edit Display Number Prefix"
window opens.

5. Make the following settings under "Public Prefix Definition":

Public Network Access Code Prefix
International 0 00
National 0 0
Subscriber 0

6. Click Save. The changes are stored and the "Edit Display Number Prefix" window is
closed.
Modifications — Gateway numbering plan
Proceed as follows:
1. Select OpenScape Voice -> Business Group.
2. Select the following in the left window area:
e Available Switches: Select openScape Voice.
e Available Business Groups: Select the business group, e.9. bg_sol.
In the left window area, select Display Number Modification -> Modifications.
4. Click the Add button. The "Display Number Modification" window opens.
5. Make the following settings in the "Originating Context Setting" window area:
e Business Group: ANY

e Numbering Plan: ANY
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Make the following settings in the "Terminating Context Setting" window area:

e Business Group: Select the business group being used, e.g. bg_sol.

e Numbering Plan: Select the numbering plan of the endpoint, e.g. NP_br13_gw.
e Endpoint: NONE

Make the following settings in the "Modification Rule" window area:

Input Type Of Number: ANY

e Priority: 1

e Output Type Of Number: International

e Number Source: Input Number

e Presentation Restricted: Leave the checkbox deactivated.
e Prefix Required: Leave the checkbox deactivated.

e Optimize Type Of Number: None

Click Save. The changes are stored and the "Display Number Modification" window is
closed.

Modifications — Station numbering plan

Proceed as follows:

1.
2.

Select OpenScape Voice -> Business Group.

Select the following in the left window area:

e Available Switches: Select openScape Voice.

e Auvailable Business Groups: Select the business group, e.g. bg_sol.

In the left window area, select Display Number Modification -> Modifications.
Click the Add button. The "Display Number Modification" window opens.

Make the following settings in the "Originating Context Setting" window area:

e Business Group: ANY

e Numbering Plan: ANY
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6. Make the following settings in the "Terminating Context Setting" window area:

Business Group: Select the business group being used, e.g. bg_sol.
Numbering Plan: Select the numbering plan of the endpoint, e.g. NP_br13_eg.

Endpoint: NONE

7. Make the following settings in the "Modification Rule" window area:

Input Type Of Number: ANY

Priority: 4

Output Type Of Number: ANY

Number Source: Input Number

Presentation Restricted: Leave the checkbox deactivated.
Prefix Required: Activate the checkbox.

Optimize Type Of Number: Extension

8. Click Save. The changes are stored and the "Display Number Modification" window is
closed.

4.13.3.2

Settings in StartCli

OpenScape Voice V4 R1 and earlier

Set the CLI parameter Srx/Main/OutGoingCallingPartyNumberType to the value 0.
This setting is needed for the phone number of the caller to be sent with the Type of Number
“International”.

OpenScape Voice V5 RO and later

The above-mentioned CLI parameter is no longer needed. The phone number of the caller is
set under "Display Number Modification".
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4.13.4 Configuring OpenScape Branch

Detailed information on OpenScape Branch can be found in the Administrator Doc-

Important: This section only contains certain specific information on HiPath 3000.
umentation found on SEN E-Docu.

Procedure
1. Start the Common Management Portal.

2. Work through the following sections in sequence.

Contents

This section describes the following topics:
e Section 4.13.4.1, "Network Services"
e Section 4.13.4.2, "VoIP"

4.13.4.1 Network Services
Proceed as follows:
1. Select OpenScape Branch -> Network Services.
2. Make the settings described in the following sections:
e Section 4.13.4.1.1, "Interface 1"
e Section 4.13.4.1.2, "Routing"
e Section 4.13.4.1.3, "NTP"
e Section 4.13.4.1.4, "DNS Server"
e Section 4.13.4.1.5, "DNS Client"
e Section 4.13.4.1.6, "DHCP"

3. After working through a section: Click Save and Commit . The changes are stored.
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4.13.4.1.1 Interface 1

In this area, enter the following values for the OpenScape Branch proxy server :
e IPaddress:e.g.10.22.113.10

e Subnet mask: e.g. 255.255.255.0

Continue with the next section.

4.13.4.1.2 Routing
In this area, enter the following value for the IP address of the default gateway:
e Default gateway address: e.g. 10.22.113.254

Continue with the next section.

4.13.4.1.3 NTP

Make the following settings in this area:

e Timezone: e.g. GMT+1:00

e Enable local NTP server: Activate the checkbox.

e Synchronize with NTP server: Select the option field.

e NTP server: Enter the IP address of the NTP server, e.g. 10.21.255.7.
e Synchronize now: Click the button.

Continue with the next section.

4.13.4.1.4 DNS Server
Make the following settings in this area:

e OpenScape Branch domain name: Enter the "DNS-SRV" name of the branch office (Do-
main Name System SERVICE), e.g. br13.sol.de

e Enable DNS server: Activate the checkbox.

e DNS configuration: Click the button; for more, see "DNS Configuration".
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DNS Configuration

Settings
Complete the "Zone configuration" table as shown in the following example:

Row Type Zone name IP Master/Forward File name
1 slave sol.de 10.22.100.100 sol.de

Procedure
Proceed as follows:
1. Complete the table as follows:
a) Click Add to insert a row in the table.

b) Complete the row; see "Settings".
2. Click Save. The changes are stored.

Forward IP

The IP address of the customer DNS server must be entered in the "Forward IP Address list".
The customer DNS server is required for queries outside of the transmitted zone. Proceed as
follows:

1. Enter the customer DNS server IP address in the entry field, e.g. 10.22.100.100 and
then click Add. The IP address is added to the "Forward IP Address list".

2. Click Save. The changes are stored.

Continue with the next section.

4.13.4.1.5 DNS Client
Enter the IP address of the customer DNS server in the "DNS server list". Proceed as follows:

1. Enter the customer DNS server IP address in the entry field, e.g. 10.22.100.100 and
then click Add. The IP address is added to the "DNS server list".

2. No further IP addresses need to be added.
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4.13.4.1.6 DHCP
Make the following settings in this area:
e Enable DHCP server: Activate the checkbox.

e DHCP configuration: Click the button; for more, see "DHCP Configuration".

DHCP Configuration

Most important setting

In the "DNS server list" of the "DHCP Server" window, the IP addresses of the OpenScape
Branch proxy server and customer DNS server must be specified. Proceed as follows:

1. Enter the IP address of the OpenScape Branch proxy server in the entry field,
€.¢.10.22.113.10 and then click Add. The IP address is added to the "DNS server list".

2. Enter the customer DNS server IP address in the entry field, e.g. 10.22.100.100 and
then click Add. The IP address is added to the "DNS server list".

Additional settings

Make the following settings in the "DHCP Server" window:

e Subnet:e.g.10.22.113.0

e Netmask: e.g. 255.255.255.0

e |P address from: e.g.10.22.113.100, to: e.g. 10.22.113.129
e Static IP address list configuration: Do not click the button.

e Leasetime: e.g. 86400

e Maxlease time: e.g. 604800

e Interface: e.g. Interface 1

e Update style: e.g. None

e Broadcast address: e.g. 10.22.113.255

e Domain name: "DNS-SRV" name of the branch office (Domain Name System SERVICE)
€.g. brl3.sol.de

e DLS server: Enter the IP address of the DLS server, e.g. 10.22.100.101.
e DLS port: Enter the port for the DLS server, e.g. 18443.
e Routers: e.g.10.22.113.254

Return to Section 4.13.4.1, "Network Services".
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4.13.4.2 VoIP
Proceed as follows:
1. Select OpenScape Branch -> VOIP.

2. Make the settings described in the following sections:
e Section 4.13.4.2.1, "SIP Configuration"
e Section 4.13.4.2.2, "SIP Manipulation”
e Section 4.13.4.2.3, "Gateways/Trunks"
e Section 4.13.4.2.4, "QoS"
e Section 4.13.4.2.5, "Codecs"

3. After working through a section: Click Save and Commit . The changes are stored.

4.13.4.2.1 SIP Configuration

The SIP connection to OpenScape Voice is only briefly described in this section by way of ex-
ample. Detailed information on this topic can be found under "How to Configure the Communi-
cation System" in the OpenScape Branch Administrator Documentation.

Important: The settings in this section refer to the settings in
SectionSection 4.13.2.1.5, "Network -> Ext. SIP", executed in Manager E.

Make the following settings in this area:

e OpenScape Branch mode: e.g. Proxy
e OpenScape Voice mode: e.g. Simplex
e Options destination port: 5060
e SIP listening ports:
— TCP: 5060
— UDP: 5060
— TLS: 5061
e Node 1:
— Target type: SRV Record
— Primary server: e.g. 10.22.14.24, Transport: TCP, Port: e.g. 5060
— Backup server: e.g. 10.22.14.25, Transport: TCP, Port: e.g. 5060
— SRV record, Transport: No settings necessary.
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Node 2:

— Target type: Binding

— Primary server: e.g. 10.22.15.24, Transport: TCP, Port: e.g. 5060
— Backup server: e.g. 10.22.15.25, Transport: TCP, Port: e.g. 5060
— SRV record, Transport: No settings necessary.

Outbound SIP Server: Node 1

Enable Far End NAT: Leave the checkbox deactivated.

Other Trusted Servers: No settings necessary.

Error codes: No settings necessary.

SIP Manipulation: Click the button; for more, see "SIP Manipulation".

SIP routing: No settings necessary.

Return to Section 4.13.4.2, "VolP".

4.13.4.2.2 SIP Manipulation

Settings

The

settings in the "SIP Manipulation provisioning" table are required for emergency handling.

Complete the table as follows:

Row |Match |Match Header |Delete/in- Number of Insert Add prefix Replace all | Call

digits | position sert position | digits to delete | digits with type
1 4 0 From + aAll
2 + 0 R-URI 1 All
3 1 0 R-URI e.g. 49695113 aAll
4 2 0 R-URI €.g. 49695113 aAll
5 3 0 R-URI e.g. 49695113 All

Explanations:

4-11

First row: The phone number must have a plus "+" at the beginning so HiPath 3000 can
recognize this as an international phone number.

Second row: The plus "+" in the Request-URI (R-URI) must be deleted, as SIP telephones
of OpenScape Voice are not registered with a plus "+".

Third to fifth rows: These settings enable SIP telephones to dial a short internal number
and not international dialing.
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Procedure

Proceed as follows to configure the SIP header:

1. Complete the "SIP Manipulation" table as follows:
a) Click Add to insert a row in the table.
b) Complete the row; see "Settings".

c) For the next row begin with step a.
2. Click Save. The changes are stored.

Return to Section 4.13.4.2, "VoIP".

4.13.4.2.3 Gateways/Trunks
Add HG 1500 as a gateway.

Settings

Complete the "Gateways/Trunks provisioning" table as follows:

Row IP Address or |Port (Interface |Trans-Routing Gateway/ |Function- [Trunk  |Output |Output |Priority
FQDN port |prefix/FQDNTrunk type|al type Profile |digit strip|digit add
1 e.g. e.g. |LAN TCP % 3k/4k All Gateway |0 1
10.22.113.191|5060 modes
Egress/
Ingress

The entries in this table are examples. Detailed information can be found under "Configuration
of Gateways" in the Administrator Documentation of OpenScape Branch.

Procedure

Proceed as follows in the Gateways/Trunks area:

1. Activate the "Enable Gateways/Trunks" checkbox.

2. Click the Gateways/Trunks configuration button. The "Gateways/Trunks provisioning" ta-
ble is displayed.

3. To add the HG 1500 as a gateway, complete the table as follows:
a) Click Add to insert a row in the table.
b) Complete the row; see "Settings".

4. Click Save. The changes are stored.

Return to Section 4.13.4.2, "VoIP".
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4.13.4.24 QoS
Set the Layer 3 priority for QoS (Quality of Service).

Settings

Complete the "QoS provisioning" table as follows, for example:

Row Protocol In Interface| Out Interface Port| DSCP Mark
1 UDP all all 5060 26
2 TCP all all 5060 26
Procedure

Proceed as follows in the QoS area:
1. Activate the "Enable QoS" checkbox.
2. Click the QoS configuration button. The "QoS" window is displayed.
3. Complete the entry fields as follows:
e DSCP for SIP: 26 (for L3 QoS Priority Diffserv AF31)
e DSCP for RTP: 46 (for L3 QoS Priority Diffserv EF)
4. Complete the table as follows:
a) Click Add to insert a row in the table.
b) Complete the row; see "Settings".
5. Click Save. The changes are stored.
Return to Section 4.13.4.2, "VoIP".
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4.13.4.2.5 Codecs
The codec priority is set up as for the HG 1500.

Settings

Complete the "Codecs" table as shown in the following example:

Priority Codec
1 G711A
2 G711U

Procedure

Proceed as follows in the "Codecs" area:

1. Complete the table as follows:
a) Click Add to insert a row in the table.
b) Complete the row; see "Settings".

2. Click Save. The changes are stored.

Return to Section 4.13.4.2, "VoIP".
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4.14 Networking HiPath 3000 V9 with External Systems via ISO-QSIG

or ECMA-QSIG

4141 Target Configuration

The target configuration involves using ISO-QSIG or ECMA-QSIG to establish a network in a
HiPath 3000 V8 system to an external system.

HiPath 3000 HiPath 4000

Stno 571XX Stno 570XX

Node 1 slave Master
Example of networking via an Sy trunk LAN switch

4.14.2 Configuring HiPath 3000 Node1

Setup is performed via Manager E.

Add trunks

1.
2.
3.

© N o O

Start HiPath 3000 Manager E and read the customer database (CDB).
Select "Lines/networking > Trunks".

Double-click the parameter field once in the row containing the required STLS or STMD
trunk.

Select the protocol in the pop-up window under "ISDN flags > Protocol: Description” (e.g.,
S0: ISO-QSIG Slave CR=2 CHI=S2 (Standard)); the protocol applies at all times to the
port; in other words, there are always two trunk assigned to an SO port.

Click Apply.
Click Close.
Select a free route in the row containing the required STLS or STMD trunk (e.g., Trk Grp 2).

Assign the same route (e.g., Trk Grp 2) to the second trunk associated with the
SO0 port.

Click Apply.
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Configure routes

1. Select "Lines/networking > Routes".

Under Routes: Click the selected route (e.g., Trk Grp 2).
Enter the route name (e.g., Tie).

Enter the 2nd trunk code (e.g., 0) for the missed calls list.
If a routing prefix is set, delete it.

Click Apply.

® 0 A N

Configure routing parameters

1. Select "Lines/networking > QSIG features > Own system data".
2. Enter the system number (e.g., 1).

3. Click Apply.

Configure QSIG features

1. Select "Lines/networking > QSIG features > Own system data".
2. Enter the system number (e.g., 1).

3. Click Apply.

Configure LCR

1. Select "Least cost routing > Codes and flags".
2. Select "Activate LCR".

3. Click Apply.

Configuring least cost routing

1. Select "Least cost routing > Dial plan > Dialed digits".

Enter the subscriber numbers for the external system, for example, -570XX.
Assign a route table to the station number (e.g., route table 2).

Select the chosen route (e.g., Trk Grp 2) for the route table.

Assign a dial rule to the route (e.g., dial rule 2).

o o M 0D

Select "Corporate network" as the network provider’s method for dial rule 2 in the Dial rule
wizard.
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7. Enter "E1A" as the dial rule format.
8. Click Apply.
9. Transfer the CDB to HiPath 3000 (delta mode possible).
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4.15 Information on Configuring Networking Routes

The following section focuses on modified or new parameters in V7. Parameters not covered
here have not changed since V4.0, 5.0, and 6.0.

4.15.1 ISDN Numbering Plan

In the version 7 or higher, ISDN numbering plan is no longer set for E.164 networks under
Lines/networking > Special > Numbering plan.

4.15.2 E.164 Network

"System check" is set under "Numbering plan" and "All others" for E.164 networks in version 7
and higher. The advantage of an E.164 network with the same format as the ISDN numbering
plan is that the same station number is dialed in both the network and the public network. This
also means that internal extensions can be assigned more than once in the network.

Prerequisite
All ISDN ports should support the feature "CLIP no screening". This feature is provider-depen-
dent and subject to a charge.

In a nutshell:

The called party number and calling party number are transmitted in international format in an
E.164 network.

The type of number (TON) is set via the dial rule in the LCR system in an E.164 network. "Coun-
ty code" should generally be selected here.

4.15.3 Configuration via Manager E

Enable E.164 numbering

Select "System parameters > Flags > E.164 numbering scheme".
This sends the internal extension as a long-format station number (international).

Configure routes

Select "Lines/networking > Routes > PABX number-incoming".

In a typical network with E.164 (ISDN) numbering plan, the called party number is based on the
ISDN station number + the extension. To reach a DID destination, the complete international
station number of the individual location must always be configured in the PBX route. This sta-
tion number is generally identical to the location number.
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The "PABX number-outgoing" only has to be configured if it differs from the "PABX number-in-
coming".

Configure routing parameters

1. Select "Lines/networking > Routing parameters".

Add direction prefix incoming: = leave active (important for IVM and E.164 networking).

Add direction prefix outgoing: = leave active.

A 0D

No. and type, outgoing: The "Type of Number" for the "Calling Party Number" is set here.
As a rule, "Country code" should always be set here.

5. Callnumber typ: "Internal / DID" should generally be set here.
If you only want to the DID number to be transferred, select the "DID" option.
Configure special networking
1. Select "Lines/networking > Special".
2. Called Party Number: leave the "System check" setting.

3. All others: leave the "System check" setting.

Note

If a node does not have a local trunk access, the "incoming" and, where applicable, "outgoing"
PABX numbers are configured with appropriate entries (customer’'s CO number) in the network-
ing route. The "Location number current” flag is also set for this route.
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4.16 Information on the Rerouting Parameter and Path Optimization
Flag
The following table shows the settings to be made, depending on the networking scenario.
Networking scenario HiPath 3000/5000 HiPath 3000/5000
Manager E: Manager E:
Settings > System parameters... >
Lines / networking... > Flags >
Routing parameters > Path optimization
Rerouting
TDM IP
HiPath 3000—TDM-HiPath 3000 active not relevant active
HiPath 3000—TDM-HiPath 3000-IP—- | not active not active active
HiPath 3000
HiPath 3000—-IP—-HiPath 3000 not relevant | not active active
HiPath 3000—-IP—HiPath 3000-TDM- | not active not active active
Xpressions
HiPath 3000—-TDM-HiPath 4000 active not relevant active
n times HiPath 3000—-IP—HiPath 4000 | not relevant | not active not active
with DMC
n times HiPath 3000—-IP-HiPath 4000 | not relevant | off / not ac- active
without DMC tive
HiPath 3000—TDM-HiPath 3000-IP—- | not active not active
HiPath 4000
HiPath 3000—-IP—HiPath 3000-TDM- | not active not active
HiPath 4000 .
active
Xpressions—TDM-HiPath 3000—-IP— not active not active (HiPath 4000 without
HiPath 4000 DMC)
HiPath 3000—IP—HiPath 4000-TDM- | not active not active .
Xpressions ___hotactive
HiPath 3000-IP-HiPath 4000-TDM— | not active | not active | ([T aih 4000 with DMC)
HiPath 3000
HiPath 5000 RSM-IP-HiPath 3000— not active not active
TDM-HiPath 4000
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417 Least Cost Routing (LCR) for E.164

Overview

Least cost routing enables HiPath 3000 to control via which route an outgoing external connec-
tion is to be switched. The calls may be routed via the public network, various network providers
(ISPs) or via a private network. With the proper configuration, this allows the most cost-effective
ISP to be used in individual cases, depending on the dialed number (LCR dial plan) and the
current time (LCR schedule).

All call numbers and codes leaving the system must be entered in the LCR dial plan (this in-
cludes stations of networked systems, for example, as well as CO codes in a single system and
possibly CO codes in the remote system).

Simplified dialing (prime line) cannot be used when Least Cost Routing is enabled.

General Operating Principle

HiPath 3000 analyses the call number dialed from the station to determine whether the entered
digits are valid. If the digits are recognized, the associated route table is examined to determine
the available connection paths. As soon as the connection path is selected, the availability of

the connection is determined on the basis of the schedule. If the connection path is also avail-
able at the required time, the LCR class of service assigned to this route is compared with the
LCR class of service of the station. If the LCR class of service assigned to the station is greater
than or equal to that of the connection path, the corresponding route can be seized. After this,
the direct trunk access tables (allowed or denied lists) are checked to determine whether dialing
the call number is allowed for the station. If this is the case, the connection is set up.
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4.17.1 Setting up Least Cost Routing

Important:
e When configuring a HiPath 3000 system for E.164, at least the following dial

plans must be set up:
— Dial plan 0CZ with outdial rule A
— Dial plan 0C00<country_code>Z, with outdial rule E3A (e.g., 0C00492)

e Forthe sake of simplicity, these requirements were not taken into account in this
configuration example. The configuration example is not binding and must be
adapted to the prevailing conditions.

This example is based on setting up Least Cost Routing in three levels.
e Section4.17.1.1, "Basic LCR"
e Section 4.17.1.2, "Extension Through a Time-dependent Component (Schedule)"

e Section 4.17.1.3, "Extension of Least Cost Routing Through LCR Classes of Service"

41711 Basic LCR

Different network providers (ISPs) are to be used for external calls, depending on the call num-
ber and time of the call.

e The digit transmission is to occur on a digit-by-digit basis.
e Dialing rules must be set up for the following ISPs:

— Deutsche Telekom (main network supplier)

— 01070 (Arcor Call by Call)

— 01078 (3U Call by Call)

— 01081 (01081 Telecom Call by Call)

For the ISP 01078, rerouting is to be set in the route table for all busy states reported by
the ISP.

e Local calls, national calls and international calls are to be routed via the following ISPs:
— Local calls: always via Deutsche Telekom
— National calls:
—  First priority via 01078
— Second priority via 01070

— Last route via Deutsche Telekom (with display and warning tone)
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— International calls:

First priority via 01081
Second priority via 01078

Last route via Deutsche Telekom (with display and warning tone)

For testing purposes, the display of the dialing rule name can be set up for all call by call

ISPs.

A Fax machine should basically always make external connections via Deutsche Telekom.

Download and save the existing HiPath 3000 CDB
Proceed as described in Section 1.1, "Transferring CDBs (HiPath 5000 RSM/AlIServe Server)".

Enabling "Least Cost Routing" and setting "Digit Transmission"

1. Go to "Settings > Least cost routing" and select the tab Flags and COS.
2. Inthe area" LCR flags" check the "Activate LCR" checkbox.
3. Click the Apply button.

Notes: No check for overlaps of call numbers between the LCR dial plan and other num-
bering plans of the system are performed.

On enabling least cost routing, all outgoing external connections are evaluated by the least
cost routing.

Line codes

Trunks can still be directly seized with line codes (trunk keys). These bypass the
least cost routing.

Note: If all line codes are deleted, no new line codes can be set up after enabling
the least cost routing. Trunk keys that have already been configured remain op-
erational.

Trunk group codes

In order to ensure that the Missed Calls List and the Name Display for speed-
dialing entries works properly for incoming calls, the seizure code (also called
routing code) for the corresponding route must be entered (under “Lines/net-
working: Routes”).

4. Digit transmission:
The setting to be selected is country-specific.

1. Go to "Settings > Lines/networking" and select the tab Routes.

2. Under "Digit transmission" area select "Digit-by-digit" or "en-bloc sending".
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Digit-by-digit

Digit transmission begins while the station is still dialing.

En-bloc sending

All digits up to the end-of-dialing are accepted and examined by HiPath 3000 before

transmission. If the end-of-dialing is not evident from the LCR dial plan, a simulated
end-of-dialing must be implemented through a waiting period (after 5 s).

Click the Apply button.

In this configuration example, digit-by-digit transmission was selected.

5. LCR - authorization codes (no entry necessary because not relevant for the configuration
examples available).

Configuring the LCR dial plan to enable different handling for local, national, and
international calls

6. Click the "Dial plan" tab.

7. Go to the upper table for configuring call number analysis.

8. Call up the "Digit analysis wizard":
Select the relevant option (City, Inland or Ausland), depending on whether you want to con-
figure call number analysis for city, national or international calls. The corresponding values
are automatically entered in the "Name" and "Dialed digits" fields.

In this configuration example, the following entries were made in the LCR dial plan:

Name Dialed digits Route table ACCT |Wako |Emergency
Ausland 0C00z 3 No Yes No
City 0C1z 1 No Yes No
City 0CNZz 1 No Yes No
Inland 0Co0z 2 No Yes No

Name column: Name of the call number analysis.

Dialed digits column: The external call numbers dialed from the station are evaluated
on the basis of the digit sequences entered here.

Note: In the case of external calls, the trunk group code ("0", for instance) must be in-
cluded in every digit sequence and separated from the remaining digits to be dialed by
a field separator ("C").

Route table column: This column is used to assign the appropriate route tables to the
dialed digits in order to enable different handling for national and international calls,
for example. The route tables themselves are configured using the lower table.

Acc. code column (not relevant for this configuration example).
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— COS column: This column determines whether or not a toll restriction check via the
Allowed and Denied lists is to be performed for the corresponding dial plan entry.

— Emergency column (not relevant for this configuration example).

LCR dial plan entries are sorted automatically. The entry specified in the greatest detail is
placed at the first position.

The entry "C" means "create simulated dial tone" and also works as a field separator. In this
example, it is used to separate the trunk group code "0" (field 1) from the rest of the digits to be
dialed (field 2).

The entry "0C00Z" is used to evaluate international calls and branch to route table 3.

The entries "0C1Z" and "0OCNZ" are used to evaluate local calls and to branch to route table 1.
1 or2 -9 ("N") is the first digit of the dialed call number.

The entry "0C0Z" is used to evaluate national calls (0 is the first digit of the dialed call number)
and to branch to route table 2.

The "yes" under "COS" means that a toll restriction check via the Allowed and Denied lists is to
be performed for the corresponding dial plan entry.

Configuring LCR path tables and dialing rules for different ISPs

9. Click the "Dial plan" tab.

10. Select the lower route table.

11. Use the drop-down list to select the route table you want to configure.

12. Call up the "Dial rule wizard":

— Edited dial rule: You can select the dial rule and assign a name comprising up to 16
characters here.

— Network provider’s method of: A suitable access procedure for each Internet Service
Provider must be selected here.

— Access code: A suitable access code for each Internet Service Provider must be en-
tered here.

— Dial rule format: This entry is automatically generated by the Dial rule wizard based on
the values entered previously. The formats entered here determine how the digits di-
aled from the station are converted by the system and on which route the dialing is to
occur. This enables access to the various ISPs.

In this configuration example, the following entries were made using the Dial rule wizard:

Rule name Procedure Access code Rule format
Deutsche Telekom Main network provider A
Internet Service Provider |Dial-in control server 01070 D01070A
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Rule name Procedure Access code Rule format
ISP 01078 MCL single-stage 01078 D01078A
ISP 01081 Dial-in control server 01081 D01081A

Note: If rerouting to an alternative route (e.g., another ISP) is to be enabled on a busy sig-
nal, "Main network supplier" should never be entered as the Procedure.

Rule format "A" sends (dials) all digits dialed at the station except field 1 (trunk group code).
The "D010xxA" rule formats dial the appropriate ISP (010xx) via parameter "D" and then
transmit all the digits dialed at the station (without the trunk seizure code) via parameter

IIAII.

For calls to be routed via the public network (Deutsche Telekom), the access procedure
"Main network supplier" is to be selected. For all busy states reported by the ISP 01078,
rerouting is to occur via the route table. This is achieved with the procedure "MCL single-
stage". With the "Dial-in control server" procedure, by contrast, rerouting via the route table

occurs only for a busy state of the ISP itself.

13. Configure the route table.

In this configuration example, the following entries were made in the dialing rules table:

Route table 1

Route Dial rule min. COS Schedule Warning
ISDN Deutsche Telekom 15 - None

Route table 2

Route Dial rule min. COS Time plan Warning
ISDN ISP 01078 15 - Display

ISDN ISP 01070 15 - Display

ISDN Deutsche Telekom 15 - display + tone
Route table 3

Route Dial rule min. COS Time plan Warning
ISDN ISP 01081 15 - Display

ISDN ISP 01078 15 - Display

ISDN Deutsche Telekom 15 - display + tone

Route table 1 = Local calls
Only one connection path exists: Seizure of the ISDN route and the dialing rule "Deutsche

Telekom".

Route table 2 = National calls
Route table 3 = International calls
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Three connection paths were entered in each case: The ISDN route is always seized with
different dialing rules for the relevant network ISPs.

Route column: A route name defined under "Lines/networking... > Routes" must be se-
lected.

Note: For the sake of clarity, meaningful names should be assigned for routes and dial
rules.

Dial rule column: A rule name defined via the Dial rule wizard.

min. COS column: The minimum LCR class of service (1-15) needed in order to use
this connection path is specified here. The LCR class of service is compared with the
LCR class of service of the station (see Level C, Page 4-137). If the LCR class of ser-
vice assigned to the station is greater than or equal to that of the connection path, the
connection path may be used.

This makes it possible to restrict one station to placing calls only via a specific ISP or
during certain times, while allowing other stations the option of using alternative
routes.

Schedule column: This column can be used to select a time zone defined in the "LCR
- schedule" (Page 4-135). The time zone is used to check whether the current time
matches the interval entered in the schedule. If this is the case and if the required class
of service is present, dialing occurs in accordance with the dialing rule entered in the
route table.

Warning column: This column can be used to set whether and which warning is to be
issued in cases where the primary connection path in the route table cannot be used.
In such cases, the station can be notified by an acoustic and/or optical signal in the
terminal display that some other, possibly more expensive, connection path that was
defined in the route table was selected. It can then be decided whether or not the con-
nection is to be established.

Note: If you select "display" and "display + tone", the rule name defined in the dialing
rules table is shown on the station’s display. If no rule name was defined, "Expensive
Connection" appears.

14. Save the CDB and transfer it to HiPath 3000.
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4.171.2 Extension Through a Time-dependent Component (Schedule)

National calls made from Monday through Friday between the times of 07:00 to 19:59 hours
are always be to handled via the ISP 01078. In the remaining times, ISP 01070 is to be used.
The overflow to Deutsche Telekom remains unaffected.

Local and international calls are not to be included in the schedule in this example.
1. Download and save the existing HiPath 3000 CDB.

2. Call up the "Least Cost Routing..." dialog via the "Settings" menu.

Configuring the LCR schedule for time-dependent ISP selection
3. Click the "Schedule" tab.

4. This enables you to define a schedule for every day of the week and for various times to
determine which dialing rule (see Page 4-129) should be applied. Double-click an area in
the schedule, for example, to configure the separate time frames.

A schedule can be defined individually for every day of the week. If no time zones are en-
tered for a particular weekday, the connection paths are used on that day without taking
the LCR schedule into account.

Caution: When defining schedules, it is important to ensure that a connection is possible
at all times (emergency calls!).

In this configuration example, the following entries were made in the LCR schedule:

Monday Tuesday Wednes- |Thursday |Friday Saturday | Sunday
day
0:00 B B B B B
B B B B B
6:00 B B B B B
7:00 A A A A A
A A A A A
19:00 A A A A A
20:00 B B B B B
B B B B B
24:00 B B B B B

Three time zones were defined for the weekdays from Monday through Friday.
Time zone 1 starts at 00:00 hours and ends at 06:59.

Time zone 2 starts immediately after time zone 1 (in other words, at 07:00 hours) and ends
at 19:59.

Time zone 3 completes the 24-hour day from 20:00 hours to 23:59 hours.
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The time from 07:00 hours until 19:59 hours was assigned time zone "A". The remaining
time, in other words, from 20:00 hours through midnight and until 06:59 hours, is assigned
time zone "B".

Transferring the time zones defined in the LCR schedule to the corresponding LCR route

tables

5. Click the "Dial plan” tab.

6. Select the lower route table.

7. Use the drop-down list to select route table 2.

8. Schedule column: This column can be used to select a time zone defined in the "LCR -
schedule". The time zone is used to check whether the current time matches the time frame
entered in the LCR - schedule. If this is the case and if the required class of service is
present, dialing occurs in accordance with the dialing rule entered in the route table.

In this configuration example, the following entries were made in the LCR route table:
Route table 2

Route Dial rule min. COS Schedule Warning

ISDN ISP 01078 15 A Display

ISDN ISP 01070 15 B Display

ISDN Deutsche Telekom 15 - display + tone
For time-based control of the ISP selection for national calls, the relevant time zones were
assigned to the connection paths in route table 2:

A = Monday through Friday from 7:00 hours to 19:59 hours = ISP 01078

B = Monday through Friday from 00:00 hours to 6:59 hours and from 20:00 hours to
23:59 hours = Internet Service Provider (ISP) 01070.

In this example, local calls (route table 1) and international calls (route table 3) are not han-
dled by the schedule.

9. Save the CDB and transfer it to HiPath 3000.
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41713 Extension of Least Cost Routing Through LCR Classes of Service
1. Download and save the existing HiPath 3000 CDB.

2. Call up the "Least Cost Routing..." dialog via the "Settings" menu.

Configuring the LCR classes of service for stations

3. Clic

k the "Classes of service" tab.

Call No. column: The call numbers of all stations in the communication system are list-
ed here.

Name column: All the station names that are allocated to the call numbers are listed
here.

Class of service column: Each station can be assigned an LCR class of service (1-15)
here. This is compared against the LCR class of service of a connection path. If the
LCR class of service assigned to the station is greater than or equal to that of the con-
nection path, the path may be used.

The lowest LCR class of service is 1; the highest class of service is 15. A higher class
of service automatically includes all lower classes of service.

In this configuration example, the following LCR classes of service were configured for sta-

tions:

Call no. Name Class-of-service
100 Ballack 15
101 Charisteas 15
102 Owen 15
103 Raul 15
104 Zidane 15
105 Totti 15
106 Makaay 15
107 Figo 15
108 Johuri 15
109 Fax 1
110 15

The Fax machine is assigned the LCR class of service 1. All other stations remain at the
default class of service 15.
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Transferring the LCR classes of service to the LCR route tables
4. Click the "Route table" tab.

Caution: When combining schedules and LCR classes of service, it is important to ensure
that a connection is possible at all times (emergency calls!).

— min. COS column: The LCR class of service (1-15) needed to use this connection path
is specified here. The LCR class of service is compared with the LCR class of service
of the station. If the LCR class of service assigned to the station is greater than or
equal to that of the connection path, the connection path may be used.

In this configuration example, the following LCR classes of service were entered in the LCR
route tables:

Route table 1

Route Dial rule min. COS Schedule Warning
ISDN Deutsche Telekom 1 - None
2 |- - 15 - None
Route table 2
Route Dial rule min. COS Time plan Warning
1 |ISDN ISP 01078 15 A Display
2 |ISDN ISP 01070 15 B Display
3 |ISDN Deutsche Telekom 1 - display + tone
4 |- - 15 - None
Route table 3
Route Dial rule min. COS Time plan Warning
1 |ISDN ISP 01081 15 - Display
2 |ISDN ISP 01078 15 - Display
3 |ISDN Deutsche Telekom 1 - display + tone
4 |- - 15 - None

In all LCR route tables, the minimum required class of service for the connection path
"Deutsche Telekom" was reduced to 1. Consequently, due to an LCR class of service that
is too low, the fax machine can no longer seize the ISP routes and is always rerouted to
the connection path "Deutsche Telekom".

5. Save the CDB and transfer it to HiPath 3000.
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Configuring a type of number (TON)

When using E.164, the type of number (TON) is added to the dial rules in least cost routing.
The types available for selection are "Unknown", "PABX number", "Local area code", and
"Country code".

1. Unknown: Used for networking without E.164 and trunk connections (analog and ISDN).
As in V4, V5, and V6.

2. Country code: Should always be used in E.164 networks. The following dial rule formats
apply here (for example, for the station number: 0049 89 722 12345)

a) Country: (e.g., E3A)
b) Location: (e.g., D49E3A)
c) PABX number: (e.g., D4989E2A)
The relevant dialed digits are:
for A) 0C00-49-89-Z
for B) 0C0-89-Z
for c) 0C722-Z

3. Asarule, "Local area code" and "PABX number" should not be used as the type of number
(TON). If they are used, however, the dial rule format and, where applicable, the dialed call
number must be adapted.

4.17.1.4 Function Check

No. Action
Test basic LCR

1. |Test local calls:

Dial call no. for local call.

In this example, local calls are to be handled exclusively via Deutsche Telekom. When
entering the digits, it is therefore important to ensure that an Internet Service Provider
does not appear in the display ("Warning" parameter in the route table).

Note: The digits should be entered slowly, since the ISP display, if any, will only appear
for a brief period and will be overwritten by the call number on pressing the next key.

2. |Test national calls:

Dial call no. for national call.

When entering the digits, pay attention to the Internet Service Provider display ("Warn-
ing" parameter in the route table).

Note: The digits should be entered slowly, since the ISP display will only appear for a brief
period and will be overwritten by the call number on pressing the next key.

A31003-H3590-M102-7-76A9, 06/2012
HiPath 3000/5000 V9 Configuration Examples, Administrator Documentation 4-139



Networking Scenarios for HiPath 3000/5000 V8
Least Cost Routing (LCR) for E. 164

No.

Action

Test international calls:

Dial call no. for international call.

When entering the digits, pay attention to the Internet Service Provider display ("Warn-
ing" parameter in the route table).

Note: The digits should be entered slowly, since the ISP display will only appear for a brief
period and will be overwritten by the call number on pressing the next key.

Test alternative connection paths:

The test for alternative connection paths in a route table can be performed by temporarily
ensuring that no route is assigned to all other paths.

The minimum required LCR class of service and the schedule must be taken into ac-
count.

After the test, the original configuration must be restored!

Test LCR schedule

5.

The LCR schedule test can be performed by temporarily changing the system time.
Note that when the system time is changed by less than 1 hour, it is automatically cor-
rected via ISDN at the next trunk call.

After the test, the original system time must be restored!

Test LCR class of service

6.

In this example, the minimum required class of service for the connection path "Deutsche
Telekom" was reduced to 1. Consequently, due to an LCR class of service that is too low,
the fax machine can no longer seize the ISP routes and is always rerouted to the con-
nection path "Deutsche Telekom".

The LCR class of service test for the fax machine can be performed by temporarily en-
suring that no route is assigned to any connection paths other than "Deutsche Telekom".
After the test, the original configuration must be restored!
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4.18 IP Networking with SPE

4.18.1 IP Networking with SPE Between HiPath 2000 /
HiPath OpenOffice EE and HiPath 3000/5000

The encryption setting for the node must be configured for SPE-based IP networking between
HiPath 2000 V2.0 MR 4 / HiPath OpenOffice EE and HiPath 3000/5000 from V7 R 4 (default:

traditional). You can set whether IP trunking is encrypted or unencrypted for SIP-Q on a node-
by-node basis.

The following example describes the encryption setting for node 1.

This setting is made via the HG 1500 WBM.

Node encryption setting

1. Start WBM.

2. Select "Explorers > Voice Gateway > PBX > Nodes".

3. Right-click "1". The menu "PBX Node / IP Addresses" is displayed.
4. Set "secure" under Security Level of Node Encryption (click).

5. Click "OK".
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4.19 E.164 Connection with OpenScape Office - General Rules

4.19.1 Gateway Node (Node with direct CO access)

—

o @ N

© © N o

"E164 numbering scheme" system-wide flag is activated.

Country code is always filled at CO route.

Location number is set at this route.

International prefix should always be filled-in.

Following pairs of LCR rules are needed:

e 0CZ LCR dial plan with Dialing Rule: A and Route: CO

e 0C00[Country code]-Z LCR dial plan with Dialing Rule: E3A and Route: CO
Numbering Plan: System check

CO route: Route prefix: 0

Networking Route: Route prefix: -

Networking Route: 2nd trunk code: 0

4.19.2 Sub node (Node without direct CO access)

© N o O

"E164 numbering scheme" system-wide flag is activated.

Country code is always filled-in at CO route (although no CO trunks are available).

e Location number flag is set at this route.

International prefix should always be filled-in.

Following pairs of LCR rules are needed:

e O0CZ LCR dial plan with Dialing Rule: E1A and Route: Networking

e 0CO00[Country code]-Z LCR dial plan with Dialing Rule: E1A and Route: Networking
Numbering Plan: System check

CO route: Route prefix: 0

Networking Route: Route prefix: -

Networking Route: 2" trunk code: 0
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4.19.3 Configuration Groups

Group 1: (e.g. proposal for Germany, UK, France, Italy)

Country code: [Country code]

Local area code: [Local area code]

PABX number: [PABX number]

International Prefix: [Country’s international prefix]
National Prefix: [Country’s national prefix]

Group 2: (e.g. proposal for Denmark, Spain, Portugal, Tunisia)

Country code: [Country code]

Local area code: -

PABX number: [National number] (Local area code + PABX number)

International Prefix: [Country’s international prefix]

National Prefix: -

Group 3: (e.g. proposal for Greece)

Country code: [Country code]

Local area code: [Local area code]

PABX number: [PABX number]

International Prefix: [Country’s international prefix]
National Prefix: -

Group 4: (MSN, Multi-Subscriber)

Country code: [Country code]

Local area code: [Local area code]
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PABX number: -

International Prefix: [Country’s international prefix]
National Prefix: [Country’s national prefix]

DID numbers: [PABX number]+[DID]

GROUP 5: (MSN, Multi-Area)

Country code: [Country code]

Local area code: -

PABX number: -

International Prefix: [Country’s international prefix]

National Prefix: [Country’s national prefix]

DID numbers: [Local area code]+[PABX number]+[DID]
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5 Sample Configuration for Xpressions Compact

Contents

This chapter covers the following topics:

e Section 5.1, "Basic Configuration of Xpressions Compact and HiPath 3000/5000"
e Section 5.2, "Configuring the Conference Server"

e Section 5.3, "Configuring and Opening Conference Spaces"
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Basic Configuration of Xpressions Compact and HiPath 3000/5000

5.1 Basic Configuration of Xpressions Compact and
HiPath 3000/5000

For basic configuration of the HiPath 3000 system and Xpressions Compact, please follow the instruc-
tions provided in the administration manual (see HiPath 3000/5000 V8, service documentation).

Ensure that Xpressions Compact is reachable via LAN.

5.2 Configuring the Conference Server

Required components

The following components are required:
e Licences

e HiPath 3000 Manager E

e Xpressions Compact WBM

Configuration overview

HiPath 3000

Xpressions Compact

Station mailboxes with "conference server"
feature

1

300 » 300

Conference
server no.

A

For conference server basic configuration, a virtual station is set up in the HiPath 3000 system and con-
figured for forwarding to the Xpressions Compact hunt group. This call number is used as the central
dial-in number in the conference server.

At least one license is required for the "conference server" feature.
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Configuring the Conference Server

Contents
This section covers the following topics:
e Section 5.2.1, "Assigning Licenses"

e Section 5.2.2, "Configuring the Conference Server Number"

5.2.1 Assigning Licenses
1. Open HiPath 3000 Manager E and load the current CDB from the HiPath system.
2. Click Systemview and then click Settings > Licensing > IVM.

3. Under CDB data, assign the required licenses for IVM Conferencing.

5.2.2 Configuring the Conference Server Number

The dial-in number for the conference server must be configured as a virtual station in the HiPath 3000/
5000 system.

5.2.2.1 Configuring the HiPath 3000 system
The necessary configuration steps in HiPath 3000 Manager E are listed here.
1. Open HiPath 3000 Manager E and load the current CDB from the HiPath system.

Virtual station

2. Inthe menu, go to Settings > Configure station > Stations and open the table for the internal
station.

3. Select a row for the new call number of the virtual station; the row must be configured as type No
Port and without Access assignment.

In this row, enter the values for Call no., DID and Name (e.g. 300).
Switch to the Station view to define the virtual station in this view.

Under Station selection, select the call number or name (e.g. 300).

N o o &

In the Flags tab, activate the Virtual station checkbox.

Incoming calls

Assign the virtual call number to Xpressions Compact via Incoming calls.
8. Click Call forwarding.

9. Inthe Call destination lists table, select a free list (e.g. List 3).

10. As the First destination, enter (*).

11. As the Second destination, enter the call number of the Xpressions Compact hunt
group (e.g. 350).
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12. Leave all other rows blank
13. Reduce the number of Cycles to 1.

In the Call destination lists - assignment to stations table, you can assign a call number to the Xpres-
sions Compact hunt group.

14. Select the virtual station’s row (e.g. 300) and enter the numbers in the call destination lists for the
statuses Day, Night and Internal, which point to the Xpressions Compact hunt group (e.g. List 3).

15. Save the data in the system.

5.2.2.2 Configuring Xpressions Compact

The required configuration steps in Web-based Management of Xpressions Compact are set down
here.

1.  Open Web-based Management using Internet Explorer on your service PC.
Example:

https://IP_address or https://server name

2. Login as the user "Service" using the HiPath 3000 system’s User ID and the PIN code to Web-
based Management on Xpressions Compact.

3. Inthe System administration menu, click Mailbox administration.
In the System administration menu, click Conference settings.
Here you can configure the following parameters:

e Speaking when on hold
e Continuing conference without conference conductor
e Maximum call duration without conference conductor (min.)
5. Open the System administration -> Conferencing server window.

In the "Function number" field, enter the number of the virtual station configured in the previous sec-
tion.
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5.3 Configuring and Opening Conference Spaces

To initiate and run conferences, "conference spaces" are required. For this, the "Conferencing server"
feature is added to station mailboxes.

Contents

This section covers the following topics:

e Section 5.3.1, "Setting up a Conference Space"

e Section 5.3.2, "Opening a Conference Space via WBM"

5.3.1 Setting up a Conference Space
The required configuration steps in Web-based Management of Xpressions Compact are set down
here. Proceed as follows:
Open mailbox administration
1. Open Web-based Management using Internet Explorer on your service PC.
Example:

https://IP_address or https://server name

2. Login as the user "Service" using the HiPath 3000 system’s User ID and the PIN code to Web-
based Management on Xpressions Compact.

3. Inthe System administration menu, click Mailbox administration.

Configure the mailbox

If a user that wishes to use the conference server does not have their own mailbox, for example, be-
cause they use OpenScape Office for voicemail, a separate mailbox must be configured for this user.
The mailbox numbers should correspond to the station extension. As forwarding to Xpressions Compact
is not required for these stations, there is no conflict with OpenScape Office.

4. To configure a mailbox, select a free Mailbox no. in the right-hand window and enter the name and
number of the mailbox.

5. Assign the class-of-service "Conferencing server" to the mailbox; see section "Assigning the class-
of-service "Conferencing server" to a mailbox".

6. Define conference settings for the mailbox; see section "Defining conference settings".

7. Click Save to end configuration.
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Assigning the class-of-service "Conferencing server" to a mailbox
If a mailbox is already configured:

8. Click Edit in the mailbox row and then, under Mailbox administration in the menu on the left, click
CoS.

9. Under "Select CoS", select User-defined.
10. Activate the Conferencing server checkbox.
11. Click Save to apply the changes.

12. Repeat steps 8 to 11 for each additional station that needs to use the conferencing server.

Defining conference settings
If a mailbox is already configured:
13. Open the Mailbox administration -> Conference settings window.

14. Activate/deactivate the "Allow recording" checkbox. If the checkbox is activated, the station can
record conferences.

mail, the "Allow recording" checkbox must be deactivated. If the checkbox were activat-
ed, the conference recording would be saved to the Xpressions Compact mailbox. This
would result in a message waiting indication (MWI) on the station device. As Open-
Scape Office is used as voicemail, the station would call up the OpenScape Office
voicemail when attempting to listen to the supposed message.

Important: In a HiPath 3000 system where OpenScape Office is being used for voice-

15. Click Save to apply the changes.
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5.3.2 Opening a Conference Space via WBM

The required configuration steps in Web-based Management of Xpressions Compact are set down
here.

1.  Open Web-based Management using Internet Explorer on your service PC.
Example:

https://IP_address or https://server name

2. Login as User with the user ID, mailbox humber and PIN code for the conference space in Xpres-
sions Compact Web-based Management.

3. Inthe Mailbox administration menu, click Conference space.

4. If necessary, configure the following parameters in the right-hand window:

Number of conference participants | Required entry

Language Language of user guidance

Code for conference space Authentication code when dialing in

Enable self-dial-in Enable or disable the option for stations to dial in

5. If necessary, enter the stations that may not enter the conference via dial-in in the following table.
These stations are called at the beginning of the conference.

Call number Call number type Name Status

6. If you wish to open conferencing for this conference space, click Open.

7. Use the Bookmark control key to save the contents of the input fields in the Favorites list on your
browser, for subsequent conferences. You can store an unlimited number of different conference
participant lists in the Favorites list and access it at any time.
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Setting Up Dual Mode Mobility Entry

6 Setting Up Dual Mode Mobility Entry

Required components:

e Mobility licenses

e Comscendo licenses

e HiPath Manager E

e SlIP-capable GSM phone

Dual Mode Mability Entry

HiPath 3000 / OpenQffice EE/ME

Basic MULAP
110

[

int. Tel

L

72110 [ Desk. Tel.

T

ext. Tel

72210 [ | '] SIP Tel

Mebility Entry
o 72210

Q@U Phone | DISA
o 555

— Inbound

A Basic MULAP is set up in the HiPath 3000 system for the basic configuration "Dual Mode". In the Basic
MULAP, both the fixed connection and the SIP station are integrated.

The assignment and the automatic call forwarding to the GSM phone when the SIP phone is logged off
occurs via the Mobility Entry list.

Dialing of the GSM phone in the HiPath system occurs via the call number of the DISA port.

one license for Mobility Entry is required.

The timeout for detecting that the SIP client is not reachable is about 120 seconds. At least
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6.1 Assigning a License

—

Open HiPath 3000 Manager E and load the current CDB from the HiPath system.

2. Click on System View and then on Settings > Licensing.

3. Assign the required licenses for the SIP station and Mobility under CDB Data.
4. Confirm the configuration with Apply.

5. Save the data and send it back to the system.

6.2 Setting up the SIP Station

6. Open HiPath 3000 Manager E and load the current CDB from the HiPath system.
7. Click on System View and then on Settings > Set up station > Gatekeeper.

8. Select the station to be configured as an SIP station in the Stations area.

9. Under Selected station..., select the itemSIP Client and click Setup.

10. Confirm the configuration with Apply.

11. Click on Station View and select the call number of the SIP client to be configured in the Station
selection table.

12. Open the Workpoint Clients tab and make any configuration settings that may be required in the
SIP Client area.

its configuration.

The required settings under SIP Client depend on the client software being used and

13. Confirm the configuration with Apply.

14. Save the data and send it back to the system.

6.3 Setting up a Basic MULAP
1. Open HiPath 3000 Manager E and load the current CDB from the HiPath system.
2. Click on System View and then on Settings > Incoming Calls > Groups/Hunt groups.

3. Select an unused row in the Group table and enter the Call No., DID and possibly the Name of the
Basic MULAP here.

4. Select the item Basic MULAP as the Type of the selected group.

5.  Mark the call number for the internal subscriber and the call number for the SIP client in the Selec-
tion table.

6. Move the subscribers from the Selection list over to the Members list of the Basic MULAP.
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7. Double-click in the Members table on the Parameters column for the individual members of the
Basic MULAP. The Member Parameters configuration window appears. Every member of the Ba-
sic MULAP must be set up as a "Master".

8. Enable the parameters Master (M), Acoustic call (R) and Automatic seizure outgoing (A) for
all members.

9. Close the configuration window and confirm the configuration with Apply.

10. Save the data and send it back to the system.

6.4 Setting up Mobility Entry
Open HiPath 3000 Manager E and load the current CDB from the HiPath system.

—_

Click on System View and then on Settings > Set up station > Mobility Entry.
Select a free row in the Mobile Connection table.

In the User column, select the SIP Port you configured in the Basic MULAP.

o & 0

Enter the call number of the GSM phone you want to use in dual mode in the Mobile Number col-
umn.

The external call number must always be entered with the seizure code.

6. Confirm the configuration with Apply.

7. Save the data and send it back to the system.

6.5 Configuring DISA
Open HiPath 3000 Manager E and load the current CDB from the HiPath system.

—_

Click on System View and then on Settings > System Parameters > Daylight saving time/DISA.
Enter the direct inward dialing number to be used for external dialing under DISA.
Under Security Mode, select the item After timeout.

Confirm the configuration with Apply.

o ok~ w0 D

Save the data and send it back to the system.
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7 Configuring FMC Parallel Signaling with IVM

Configuration overview

A basic MULAP is configured in HiPath 3000 for parallel signaling. Both the fixed connection and the
IVM hunt group are integrated in the basic MULAP. Mobile phone dialup to HiPath 3000 is via the IVM
hunt group’s call number.

HiPath 3000

Basic MULAP 110

Internal tele- Fixed con- Desktop tel.
phone 1 nection ja——|-—-

External tele- -
phone S S § s SR LT

IVM hunt
group

IVM

Mobility box

h

; + Mobile
Mobile tel. e e o ot e s i e R number

———— Incoming

Contents

This section covers the following topics:

e Section 7.1, "Required Components"

e Section 7.2, "Performing Basic Configuration"

e Section 7.3, "Assigning Licenses"

e Section 7.4, "Configuring Basic MULAP"

e Section 7.5, "Configuring a Mobility Mailbox"

e Section 7.6, "Configuring Mobility Function Numbers in Manager E"
e Section 7.7, "Configuring Mobility Function Numbers in WBM"
e Section 7.8, "Configuring a Mobility Mailbox"

e Section 7.9, "Configuring Call Pickup"
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71 Required Components

The following components are required to configure parallel signaling:
e Mobility licenses

e HiPath Manager E

e Xpressions Compact IVM

e WBM access to Xpressions Compact IVM

7.2 Performing Basic Configuration
To perform basic configuration:

1. Follow the instructions for HiPath 3000 and Xpressions Compact basic configuration as set out in
the HiPath 3000/5000 V8 service manual.

2. Ensure that Xpressions Compact is reachable via LAN.

7.3 Assigning Licenses

An FMC connection (FMC: Fixed Mobile Convergence) via the IVM always requires two B channels on
the IVM. At least one license is required for FMC with IVM.

Proceed as follows:

1. Open Manager E.

Load the current CDB from the HiPath 3000 communication system.
Click Systemview and then click Settings > Licensing > IVM.
Under CDB data, assign the required licenses for [VM mobility.
Confirm the configuration by clicking Apply.

o o0~ w0 b

Save the data and return it to the communication system.

7.4 Configuring Basic MULAP

Proceed as follows:

1.  Open Manager E.

Load the current CDB from the HiPath 3000 communication system.

Click Systemview and then click Settings > Incoming calls > Groups/Hunt groups.

@D

In the Group table, select a blank row and enter the Call No., DID and, if necessary, the Name for
the basic MULAP.

5.  Under Type, select Basic MULAP for the selected group.
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11.

7.5

Configuring FMC Parallel Signaling with IVM
Configuring a Mobility Mailbox

In the Selection table, select the call number for the internal station and the call number for the IVM
hunt group.

Transfer stations from the Selection list to the Members list for basic MULAP.

Important: The IVM hunt group call number should always be entered as the last mem-
@ ber in the list.

In the Members table, double-click the Parameters column for the individual members of basic
MULAP. The Member parameters configuration window appears. Each member of basic MULAP
must be configured as a "master".

For all members, activate the Master (M), Audible call (R) and Automatic assignment (outgo-
ing) (A) parameters.

Important: For the first member in the table and for the IVM hunt group, these param-
eters are set automatically in the Members table.

Close the configuration window and confirm the configuration by clicking Apply.

Save the data and return it to the communication system.

Configuring a Mobility Mailbox

Proceed as follows:

[y

© N o o~ 0 N

9.

10.

Open Manager E.

Load the current CDB from the HiPath 3000 communication system.

Click Systemview and then click Settings > Auxiliary equipment > Integrated voicemail (IVM).
In the Mailboxes table, select a blank row.

In the Mailbox call no. column, enter the same call number that you configured for basic MULAP.
Double-click the Parameters column. The parameter settings window for this mailbox opens.
Open the COS tab and activate the Mobility mailbox parameter in the COS table.

Confirm the configuration by clicking Apply and close the configuration window.

table under the COS column.

Important: An individually configured mailbox is designated "Type x" in the Mailboxes

Confirm the configuration in the Mailboxes table by clicking Apply.

Save the data and return it to the communication system.
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7.6

Configuring Mobility Function Numbers in Manager E

Proceed as follows:

1.
2.

Open Manager E.

Load the current CDB from the HiPath 3000 communication system.

Virtual stations

1.

@D

© N o o

7-4

Click System view and then click Settings > Configure station > Stations.
In the Stations table, select eight rows to which no physical access has been assigned.
Assign a unique Call no., a DID and a Name to each row.

Call numbers are required for the following functions:

— Request callback

— Activate forwarding to first alternative destination

— Activate forwarding to second alternative destination

— Activate forwarding to third alternative destination

—  Deactivate forwarding

— Activate e-mail notification

—  Deactivate e-mail notification

— Request call pickup

pact IVM.

@ Important: Function numbers must be entered identically via WBM in Xpressions Com-

Confirm the configuration in the Stations table by clicking Apply.
Click Station view and select the call numbers you wish to configure in the Station view table.
For each station, open the Flags tab and activate the "Virtual station" flag.

Confirm the configuration by clicking Apply.
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Incoming calls

1.

7.7

Set "Associated Dialing" for an available station where call forwarding for the virtual station is acti-
vated. In Manager E, proceed as follows:

1. Click the Station view button.

2. On the left side of the window, select a station from the Station selection table. Station set-
tings are displayed on the right side of the window.

3. For this station, activate the Associated dialing/services checkbox.
4. Click Apply to confirm the configuration changes.
5. Save the data and return it to the communication system.

Set call forwarding to the desktop phone for a virtual station. On desktop phones, proceed as fol-
lows:

1. Enter the service codes *83.

2. Inthe service for: display, enter the phone number of the virtual station (*83: associated
services).

3. Inthe subsequent Service for: <Name> display, enter the service code *11 and <No. of
IVM hunt group> (*11: call forwarding).

4. Save the changes on the desktop phone.

Set call forwarding for all eight virtual stations.

Configuring Mobility Function Numbers in WBM

The required configuration steps for FMC in Xpressions Compact Web-based Management are set
down here.

Proceed as follows:

1.
2.

Ensure that the correct Java 2™ version is installed on the service PC.
Open Web-based Management using Internet Explorer on your service PC.
Example:

https://IP_address or htips://server name

Log in as the user "Service" using the HiPath 3000 User ID and the PIN code to Web-based Man-
agement on Xpressions Compact.

In the System administration menu, click Mobility function numbers.

Enter the function numbers configured for FMC.

forwarded to the IVM hunt group.

The function numbers should be configured in HiPath 3000 as virtual stations that are
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7.8 Configuring a Mobility Mailbox

The required configuration steps for FMC in Xpressions Compact Web-based Management are set
down here.

Proceed as follows:

1. Ensure that the correct Java 2™ version is installed on the service PC.

2. Open Web-based Management using Internet Explorer on your service PC.
Example:

https://IP_address or https://server name

3. Login as the user "Service" using the HiPath 3000 system’s User ID and the PIN code to Web-
based Management on Xpressions Compact.

4. Inthe Mailbox administration menu, click Mobility.
5. Activate the Mobility activated function.

6. Inthe first row of the table, enter the call number of the mobile phone or the external station you
wish to integrate in FMC under Forwarding/administration.

7. In the Call number type column, select Call number.
8. Repeat this step if necessary for up to two alternative destinations.
9. All other parameters available here may be individually configured and modified by the user.

10. Confirm the configuration by clicking Save.
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7.9 Configuring Call Pickup

Aim of the configuration

The configuration described in this section should allow users to pick up calls from a mobile telephone
on their desktop telephones. Calls are only taken on the mobile telephone once they have been signaled
on both the desktop telephone and the mobile telephone simultaneously.

For this configuration, please note the following restrictions for a MULAP group:

e Starting a call: A MULAP station cannot start a call if the MULAP group is active. In an active MU-
LAP group, calls can only be started via DSS keys.

e Call forwarding: If a station is called using a DSS key, the communication system disregards the
configured call forwarding on the call management list. Call forwarding can only be performed if
configured under the service code *11.

Required settings

The following settings are required to configure call pickup:

e Configuring the "Associated dialing" feature for the desktop telephone to enable call forwarding to
the IVM group to be configured on a virtual station.

e Configuring a DSS key on the MULAP station for the virtual station: <NoVirtStn>.

Contents

This section covers the following topics:

e Section 7.9.1, "Configuring a DSS Key"

e Section 7.9.2, "Configuring "Associated Dialing" for the Desktop Telephone"
e Section 7.9.3, "Configuring Call Forwarding on the Desktop Telephone"
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7.9.1 Configuring a DSS Key

1. Open Manager E.

Click System view and then click Settings > Configure station > Key programming.
Activate the Key programming radio button.

In the "Key code" area, select Call number and assign the desired call number for DSS calls.

S A

Click Apply to save your changes.

7.9.2 Configuring "Associated Dialing" for the Desktop Telephone
Proceed as follows:

1.  Open Manager E.

Select Station view.

In the "Station selection" table, select the call number of the desktop telephone.

Activate the Associated dialing/Services checkbox for the desktop telephone.

o & 0 DN

Click Apply to save your changes.

7.9.3 Configuring Call Forwarding on the Desktop Telephone

Call forwarding must be configured on the desktop telephone for the virtual station. On the desktop tele-
phone, enter the following service codes:

1. Enter service code *83 <NoVirtStn> (*83: associated services).

2. Enter service code *11 <NolVMHuntGroup> (*11: call forwarding).
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