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General Information

e Hipath 3000 Configuration
— Settings Hipath 3000

OSO MX V3 configuration
— Settings OSO MX V3

Gigaset N510 IP Pro configuration
— Settings Gigaset N510 IP Pro

Troubleshooting
— Making a wireshark capture
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@% General information

e Components used
- Hipath 3000 v8
— Hipath HG1500 V8
— Hipath Comscendo licenses
— Gigaset N510 IP Pro base station
— Gigaset Handset devices

e Maximum configuration:
— Max. 6 handsets connected to the N510 IP Pro
— Max. 6 configured SIP accounts in the N510 IP Pro (6 Hipath

comscendo client licenses needed)

— Max. 4 simultaneous calls (4 Hipath HG1500 B-channel licenses needed)
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A % General information

>\

e QOverview of the supported features
— Compatible with Gigaset’s wide range of DECT handsets
— Desktop or wall mountable
- Integrated power over Ethernet (POE class 1)
— Caller ID for incoming and outgoing calls
— Missed and dialled call lists
— Call transfer using the “R” button
- Vlan tagging supported

e Recommended handsets
— C59H, C610H, SL78H, S79H, SL400H and S810H
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— Create the extension numbers
— Configure one of the HG1500 modules as gatekeeper

— Set the flag “"enable gateway resources” for at least one of
the HG1500 modules

— Define the SIP users
— Setup user security
Check the number of available comscendo licenses
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Create the extension numbers

e (Create extension numbers on ports where no hardware is
assigned to.

Station K.ey programming I Endpaoint b sw wersion I Fax / Modem I Emergency | Gatekesper |
] Gateway I b obility Entry I 050 Ports |
Call mo. (! n] | Mame | Status I Type Type | ACCEss | ;I

21310 a1 @ = Mo Part Standard

9z @ = Mo Part Standard

a3 @ = Mo Part Standard

=53 @ * Mo Part Standard |

a5 @ = Mo Part Standard

=] @ = Mo Part Standard T~

a7 @ o= Mo Part Standard | This fields MUST MNOT contain

a5 @ = Mo Part Standard any hardware port.

99 @ = Mo Part Standard

100 150 M510-1 @ = Mo Part Standard

101 151 ME10- 2 @ = Mo Part Standard

102 152 ME10 -3 @ = Mo Part Standard

103 153 H510 - 4 @ = Mo Part Standard

104 @ # Mo Part Standard

105 @ = Mo Part Standard

105 @ = Mo Part Standard

107 @ = Mo Part Standard

108 @ - Mo Part Standard —
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Define SIP users
Select one HG1500 module as “gatekeeper”

e Make sure gateway resources are enabled for at least one HG1500
e Set the created ports to “"SIP Client”

televersal

Station | K.ey programming Endpaint b =1 version | Fax / Modem | Emergency || Gatekeeper
Gateway I M aobility Entrp I 050 Parts
— Selection
Gatekeeper HF1500 I Slat & "I ¥ Enable gateway resources
— Station

Call no. | I arne | Type :I
E - } _I — Selected station...
[-] ™ System Clisnt
H (™ H.323 Client
[~] & 15IP Cheri
E - } zetup |
[-]
{ } — Selected station..
E } Delete |
1

150 ME10 -1 [ SIP Clent )

151 NE10- 2 [ SIP Client ) _ :

152 ME10 -3 [ GIP Client ) Configured station

153 HE10 -4 [ SIP Client ) System Clignts 0
- H.323 Client 0
[-] SIP Clientz &
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Setup user Security

e Always setup user security
e Make sure you choose strong passwords

. P Mame Call humber =+ CLIPALIN -+ Direct imward— Type Access fdobile code >
Spztemview | I Stationview
fNE10 1 f150 | | [S0 Estension [HxGS3 8-5IP [ -

Station selection

Flag statusl Activated features  WWorkpoint Client | Groupsl Forwardingl Template Editorl ISDN flags I:huuse a strong passwore to prevent
unauthorised access

Searchno:  Search Mame: r System Client r SIP Client ™
I j I j i~ Flags — Security /
V¥ authentication active do notf use the extension
Collw sl I xxxxxxxxxxxxxx 3 umber as UserlD
100 Asterix ~ Password Pazzword "f
1a1 bl ™| suthentization active ‘alidate password I ******************* / realm MUST be the
10z Idefix I extension nurmber
Paszsword UserlD Iuser_'l Rl x ”
_ Walidate pazsword I Frealm 150
151 M310-2
152 NS10 - 3  Tope P A
153 N510-4 £ hiobie "
160 N300 - 1 | Mo matils P Addiess [195. 0 .0 . 3
. I™ | Habile blacked
161 N300 - 2 [ Fived IP address
— Redundancy Deztination
171 Dr8004 .
IP Address ) ) ) [ SMEG register
199 [ &nalog adapter connected
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Check the availability of Comscendo licenses

A Hipath Comscendo license is needed for each IP workpoint

—LCOB Data
Licenze [D: 1
Type - Slot Port Feature Azzigned Emergency Expiration date

HG 1500 - 02 HG1500 B-channel 40 2 220611

HG 1500 - 08 HiFath ComS cendo | 40 o 220611

HG 1500 - 02 IP Sec a n

HG 1500 - 03 s functionality 1] 1] -

Hiz 1500 - 03 ComScendo Security a0 2 22 0611

HG 1500 - HG1500 B-Channel Evaluation a n
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0SSO MX V3 Configuration

e SIP clients are set-up in the “IP Telephones” setup wizard

Home ﬁdministrator4 Setup |Expertmode DataBackup License Management Service Center

Setup
w
Edit IP Telephones
Telephones [ Subscribers Set up system-specific IP and SIP telephones as well as IP/analog adapters
Central Telephonv -
Edit ISDN Devices

Unpowered ISDM ports for ISDN cards / modems and S0 stations

Edit Analog Terminals
Analog OTMF and CLIP-capahble ports for Fax and Telephone

Edit Key Programming
Mame and function key programming for system-specific IP telephones
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Setup SIP clients

e Assign a name and number for each sip client
e Assing a license to each sip client

1 1 | L = “+ 1

[T Take DID from changed call number

Box|Slot Callno Name DID Type Licence Type  |Licensed  Fax Callno | ]
1 1| F [- editable =] [System Client 7] [No Licence =] - [ |_eJ
1 1 F F [- editable =] [System Client =] [No Licence e T
# 1 1 s NE10 -1 [~ editable =l [sPclient x| [comfonUser =] ¢ [ [
# 1 1[5 [NE10 -2 [editable = [sPcient =|[ComfornUser =+ « [ [=
£ 1 1 e [NE10-3 [“editable =l [sPclient =|[comforlser = « [ [=
# 1 1 g [NE10-4 [editable =l [sPcient =] [Comfortuser =] v | e
1 1 F | [- editable =] [System Client =] [No Licence e T
1 1 F | [- editable =] [System Client =] [No Licence A - F =
/I' 1 1 F | [~ editable =] [System Client =] |r|\Ju Licence = - F I?lll
4 3
Page 1 of 3 # Edit [aflad 21213 [ ]lni] ltems per page 10 25 50 100
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Set security

e Setup a strong username and password for each extension

Box|Slot Tel.nr. Naam Doorkie

£ 1 1 I CIICK on|t e_per'lcll tq =Ta i I kan worden gev
the extensions settings

FA — imu |NE1U -1 | kan worden gev

A 1 1 151 [M510 -2 - kan worden gev

Licence Type: ICumfort User 'I

Licensed: Yes

Language: |Dl.|tc:h j
Call signaling internal: I—;,
{Ringer pitch for internal calls): Ring type 1
Call signaling external: I—L,
|"Pinnnr Ir".ifrh fnr evternal ~alls)- ng type 1

Security
Authentication active: W choose a strong passwore to pravent
unauthorised access
Password: |uu" <+
Confirm passwaord: |nnn
) do not use the extension
SIF User ID / Usemame: |L|ser_150 < nurmber as UserlD
Realm: |OSO—SIF‘ -4 Realm SHOULD be left
default
Help Abort Back OK & Next
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Gigaset N510 IP Pro
’Configuration

e Create an IP connection for each user
e Setup the designed codecs

e Assign an extension to each handset
Configure the advanced VOIP Settings
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Create an IP connection

Login to the N510 IP Pro (default PIN: 0000)
» Click “Settings”
» Click “Telehphony”
= Click on the “Edit” button behind one of the unused IP connections

N510 IP PRO

Home Settings

IP Configuration

Telephony
IP Connections
Lonnecoons
. 1. Kantine Registered
HL Other Provider

Mumber Assignment _
) 2. 151 Reqgistered
Call Divert Other Provider

Dialling Plans 3 152 Registered

Network Mailboxes Other Provider
Security L 153 Registered
Advanced VoIP Settings Other Provider

= ET L IP5 Disabled

Info Senices Other Provider

Online Directory L IPG : Disabled
Other Provider
Phonebook Transfer

Management

televersal De Televersal Group bestaat uit: Televersal BV en Televersal & TopTel BVBA.



IP connection settings

First set the basic settings and click "Show Advanced Settings” for
further options.

Home Settings Status

IP Configuration 1. 1P Connection
Telephony

Assign a connection name or actual phone number for
Connections identification.

Audio

Connection Name or Kantine

Number Assignment LTTEEE

Call Divert Profile Download

Dialling Plans
Network Mailboxes
Security Profile Version

Provider: Other Provider Select VolP Provider

Advanced VolP Settings Personal Provider Data
E-Mail

Authentication name: user_150

Info Semvices

_ . Authentication password: [T
Online Directory

Phonebook Transfer Username: 150

Management Displayname:  Kantine test

Show Advanced Settings

Delete Connection
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Advanced settings

Set the IP Address of the HG1500 or OSO as “domain” “proxy-server”
and “registration server”

Leave all other settings unchanged and press "“Set”

Username: 150
Display name: Kantine test
Hide Advanced Setfings

General data of your
service provider

Domain:

Proxy server address:
Proxy server port:
Registration server:
Registration server port:
Registration refresh time:

Network data for your
service provider

STUN enabled:
STUN server address:

STUN server port:

e Repeat the last 2 steps
for all the extensions
e you wich to register at
the N510 IP Pro

basestation.

Quibound proxy port: 5060

Set Delete Connection
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Setup the codecs

Set the codec for each extension humber according to the settings in the
HG1500/0S0

Note that codecs G.722 and G.726 are NOT supported by the HG1500 and OSO,
but can be used in HG1500/0S0 enviroments. E.g. Openstage phones do support
the G.722 COdeC. Home Settings Status

IP Configuration Settings for Bandwidth

Telephony The quality of your VoIP calls depends on the codec used for the
Cannactinne transmission. Increased quality means increased data
throughput. Depending on the bandwidth of your DSL
connection this increase - particularly with 2 concurrent VolP
NUmber Assignment calls - may lead to problems with the transmission. The
following settings enable you to adapt your Gigaset to your
Call Divert individual DSL connection.

Dialling Plans
Metwork Mailboxes
Security Voice Quality: @ Qptimized for high bandwidth

Advanced VolP Settings ¥ UpUMIZea 107 10W Danawiam
© Own Codec preference

Audio

Allow 1 VolP call only: ® Yes O No

E-Mail
Info Semnices lide Advanced Settings
Online Direct
T LH BB Settings for Connections
Phonebook Transfer
Kantine

Management

Wolume for VolP Calls: ® Low © Normal # High

Selected codecs Available codecs
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Home Settings Status

IP Configuration
Telephony
Connections Handsets
Audio INT 1
Number Assignment
Call Divert
Dialling Plans
Network Mailboxes
Security
Advanced VolP Settings
E-Mail
Info Senvices
Online Directory
Phonebook Transfer

Management

Selectthe line for outgoing calls and also one or more lines for incoming calls for the

desk phone and each handset.

MName HANDSET A

Connection for outgoing

vaiin
Kantine o
151 [
152 [}
153 [}

Select line for each outgoing call &

Name HANDSET 2

Connection for outgoing

calls
Kantine [ ]

151 o
10 .
153 [}

Select line for each outgoing call &

for incoming

Lans

=

for incoming
calls
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Set the advanced VoIP setting as shown in
the screenshot

Home Settings Status

televersal

IP Configuration
Telephony
Connections
Audio
Number Assignment
Call Divert
Dialling Plans
Network Mailboxes
Security
Advanced VoIP Settings
E-Mail
Info Services
Online Directory
Phonebook Transfer

Management

DTMF over VolP
connections

Send settings:

Call Transfer

Use the R key to initiate call
transfer with the SIP Refer
method:

Transfer Call by On-Hook:

Find target addr.
automatically:

Derive target address:

Hold on transfer target:

Hook Flash (R-key)

Listen ports for VolP
connections

Use random ports:
SIP port

RTF port

W Audio @ RFC2833 M SIPInfo

Wl Automatic

When using G.722-Codecs (wide-band connection) DTMF
Signals cannot be transmitted via audio.

O Yes @ No

9 Yes @ No

You can define the choice of target address in the SIP protocol

9 Yes @ No

® fromthe SIPURL @ from the SIP contact header

M For attended transfer
M Forunattended transfer

R key settings are disabled because the R key is being used for
call transfer.

® Yes @ No
5060 5076

5004 5020
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@ % Troubleshooting

e Activating the online RPCap deamon on the HG1500
e Activating the online RPCap deamon on the OSO

e Starting the wireshark capture
e Analyzing the wireshark capture

Creating a problem report for expert analysis.
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HG1500 online Rpcap deamon

Go to "maintenance” - “Traces”

Click on the rpcap Deamon

Press “"Apply” without changing the settings
Click "OK"” in the popup message
The rpcap Deamon is now started

Maintenance
Configuration
Software Image
Multigateway Admin
Job List

Events
SNMP
Admin Log
Actions

m Front panel mWizard m Explorerl Help mLogoff

I Traces
# Trace Format Configuration
® Trace Output Interfaces
® Trace Log
#® Customer Trace Log

#-{3) H.323 Stack Trace
#® M5T Syslog Trace

#-{2) M5T Trace Components

®-{3) Secure Trace

&) Trace Profiles

P 5

HG 1500 V9 SAPP

Start rpcap Daemon

 Address to Bind to

IP Address (either numeric or literal): 10.0.0.0 )

Port (please choose a free one): 2002

*) 0.0.0.0 binds to all local IPv4 addresses

r~ Client identification to allow access

IP Address (either numeric or literal): 0.0.0.0 )

*) 0.0.0.0 allows access from all clients

This action will start the rpcap daemon and opens a server port.

This allows direct remote access from applications e.g. Wireshark or Ethereal to the TCP/IP packets

processed by the LAN interfaces.

To capture in Wireshark (Ethereal), enter the target URI in Capture->Options (Capture->Start-
>Interface), e.g.: "rpcap://target-ip-address/eth2"

Available interfaces on the target: Interface Details

If you use eth2 interface, it is useful to add a "Capture Filter” in Wireshark e.g.: "not host PC IP

address”

SSL on 18140815 hg1500 6/27/2011 10:50:
IPsec off
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OSO MX online rpcap Deamon

Login as a user with expert rights
Click on “Expert Mode”
e Go to “"Maintenance” - “Traces”

e Click on the “rpcap Deamon”, leave all settings unchanged and click “Apply”.
/€ Traces - Windows Internet Explorer g@l

Traces
Traces rpcap

rpcap

Address to Bind to
IP Address (either numeric or literal): [0.0.0.0 *)

Port (please choose a free one): 2002

P Secure Trace Trace Internal LAN:  []
D H.323 Stac *) 0.0.0.0 binds to all local IPv4 addresses

bt ;2 Client identification to allow access

) Tr

IP Address (either numeric or literal): 0.0.0.0 *

r Daemon N
*) 0.0.0.0 allows access from all clients

This action will start the rpcap daemon and opens a server port.

This allows direct remote access from applications e.g. Wireshark or Ethereal to the TCP/IP packets
processed by the LAN interfaces.

To capture in Wireshark (Ethereal), enter the target URI in Capture->Options (Capture-> Start-
>Interface), e.g.: "rpcap:/itarget-ip-address/eth2”

Available interfaces on the target:eth0 eth2 eth7 eth7.4091 eth7.4094 eth7.547 eth8 eth9 lo Interface
Details

If you use eth? interface, it is useful to add a "Capture Filter" in Wireshark e.g.: "not host PC IP
address”

Apply
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Settings in Wireshark I o
WIRESHARK

Wireshark is a free network protocol analyzer that can be downloaded from
http://www.wireshark.org

Wireshark uses WinPcap as the driver to capture network traffice. This WinPcap
driver is included in the installer package

In Wireshark you must define the rpcap deamon interface of the HG1500/0S0 as
capture interface

The interface format for the HG1500 is always
- Rpcap://IP-ADDRESS/emacO
- IP-ADDRESS must be the ipadress of the HG1500’s LAN1 port
- EMACO is the LAN1 port of the HG1500

The interface format for the OSO is
- Rpcap://IP-ADDRESS/INT-NAME
- IP-ADDRESS must be the LAN ipadress of the OSO

- INT-NAME is the name of the interface you wish to capute packages from
e ETH1 is the OSO’s WAN port
e ETH2 is the OSO’s LAN port
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Start wireshark
In the “capture” menu select “options”

Interfaces. .. Chrl+1 B | ﬁ
Opkions. ..
Start Chrl+E Clear Apply

Shop hrl-HE
2R

Restark
- _ dost Popular Network Protocol Analyzer
Capture Filters. . ‘N R frarm frunk)

. Capre Q|

Interface List Open

Live list of the capture interfaces Open 3 prewvioushy captured fle
[counts incaming packets)

Open Recent:
Skart capture oninterface:

C:\Documents and Set ... onkent, Dot
C:\Documents and Set ... SETYN3004
C:\Documents and SetkingsiPeternE

8y Intel(R) Wireless WiFi Link 49658G0 (Microsaf |,
E Marvell Gigabit Ethernet Contraller (Microsaf ...

figl Capture Options &% Sample Captures
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e Set the rpcap interface of the
HG1500/0S0 as local
capture interface

e Disable the “name
resolution” flags

e Press “start” to start the
capture

televersal

Setting capture options

%l wireshark: Capture Options

=10l x|

_aptlre

Interface: ILDcaI ""| Irpcap:,I',I'IF‘-F'.DDRESS,I'INT_NP.ME|

1P address: yoknown

=

Link-laver header bype: Inut supported) | ¥ I

Wireless Settings

[ Capture packets in promiscuous mode

Remate sethings

[T Capture packets in pcap-ng Format (experimental)

[ Limit each packet ko |555:35 = bytes

Buffer size: I 1 = megabyteis

Capture Filker: | I

hd | Caompile BPF|

-Capture File(s)

Browse. .. |
ﬂlmegabvte{s) j

7] rdest File every |1 ﬂlminute(s} j
7] Ring buffer with |2 ﬂfiles
[71] Stop capture aftet Il —1file(s)

~Skop Capture

File: I

[ use multiple files

¥ niest File every |1

[ ... after |1 ﬂpacket{s)
[ ... after |1 ﬂlmegabvte(s) j
[ ... after |1 ﬂlminute(s} j

-Display Options

¥ Update list of packets in real time
¥ automatic scrolling in live capture

¥ Hide capture info dislog

Liame Resolution

[ Enable MAC name resolution
[ Enable netwark name resolution

[ Enable transport name resolution

Help |

Start

Cancel
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Analyzing the capture

In the capture there should be a "REGISTER"” message visible

e The first "REGISTER” is without the authentication header so the response from
the HG1500/0S0 is "401 UNAUTHORISED”

e The second “"REGISTER"” should contain the authentication information

e If the username and password are configured right the HG1500/0S0O should
respond with “200 OK”

e The extension is now registered

"I’ Marvell Gigabit Ethernet Controller (Microsoft's Packet Scheduler) [Wireshark 1.5.1 {S¥N Rev 36537 from /trunk)]

File  Edit Wiew o Capture  Analyze  Statistics  Telsphony  Tools  Inbernals  Help
oW e EEx2E| a9 TE((a/E/aaqn #0R % |8

Filter: I vl Expression... Clear  Apply

Mo, Time Length |Source Destinakion Protocol Info
30:2 540 152,168.13, 1%2.168.13. Request: REGISTER sip:l92.1658.13.100

38 10:39:22.350072 545 192.168.15.100 192.168.13.107 SIP status: 401 Unauthorized (0 bindings)

30 10:39:22,365547 747 152.168.13.107 1%2.168.13.100 SIP Request: REGISTER sip:1%2.168.13.100
40 10:30:22, 387501 414 152.168.13.100 192.168.13.107 SIP Status: 100 Trying {0 bindings)
41 10:36:22.357635 401 152.168.13.100 1%2.168.13.107 SIP Status: 200 oK {1 bindings)

Fle Edt View Go Capture Analyze Statistics Telephony Took Internals Help
« If the username or :
d. SEoes DEREL AT L|I|EE QB #EME B
pa SSWor IS Filter: Islp v | Expresson... clear ol
i n CO rre Ct th e N 5 1 O No. Tirme Lenth |Source Destination Protocol Info
7 67 11:52 88 542 162.168.13.107 192.1 SIP REfuesT: REGISTER sip:1%2.168.13.100
. . 68 11:52:03. 873233 547 192.168.13.100 19z.168.13.107 SIP status: 401 Unauthorized (0 bindings)
Wi | I try to reg Iste r 69 11:52:03.888855 747 192.168.13.107 192.168.13.100 sIP Request: REGISTER sip:192.168.12.100
70 11:52:03.004088 548 192.168.13.100 192.168.13.107 sIP status: 401 Unauthorized (0 bindings)
. 7111:52:03.919986 747 192.168.13.107 192.168.13.100 SIP Reguest: REGISTER sip:192.168.13.100
for 3 tl I |‘ les 72 11:52:03.934999 548 192.168.13.100 192.168.13.107 s1P Status: 401 Unauthorized 0 bindings)
80 11:52:06.191901 202 212.20.174.81 192.168.13.100 sIP REGUEST: OPTIONS 5ip:82.210.122.213:1024

81 11:52:06.212448 932 192.168.13.100 212.29.174.81 SIP/SDP Status: 200 oK, with session description
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We'll be available to help you out

e If you cannot get it working with this manual, contact us at
- Televersal Support Center
0900-2020173
TSC@Televersalgroup.com

« Make sure before contacting us
« The latest software versions are used in all components
« Traces are available
« Remote access is possible via Teamviewer
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