Service Partner Access
(SPA)

for Unify Remote Service Platform (RSP)

Documentation for Sales- and Service Delivery Partners

Trusted partner for your Digital Journey Am S



Service Partner Access (SPA) Ams
Version: 2.0.1 Public

Contents

1. Lol 'o 7o [ 8 T o o 1 PP
3 R = Ta LU =T 0 1= 1
2. USING SErviCe Partner ACCESS ...uuiieiiitiiiii it aaeaaneaness
A R o /=T o Y= = [0 1
2.2. Connecting to the RSP terminal server farm........ccooiiiiiiiii e
2.3. Installing root CA certificates on your client (optional) ......c.cooiiiiiiiiiiiiiiiiennn, 4
2.4. File transfer between your local machine and RSP ... 4
2 T o [ o V1] o 7] o 41 o PP 4
3. Some useful iINformMation ... s 5
3.1. Idle time and re-authentication ... 5
3.2. Active sessions and automatic 10goff...... ..o 5
4, Support info and hotline contact........ccvviiiii e 6
4.1, Sl SEIVICE ittt e 6
4.2, ONlNE SeIf-SOIVICE tu ittt 6
4.3, PasSWOIrd Change. ...ttt i i i e e e e e e 6
N - 1YYV e /== =] 6
L T o o o V=T oo | = T PP 6



Service Partner Access (SPA) Ams
Version: 2.0.1 Public

Important security information

You are not allowed to forward this information or your login data to any
other person inside or outside your company!

1. Introduction

Unify Remote Service Platform (RSP) can be accessed from the Internet using Remote
Desktop Connection via a Microsoft Terminal Service Gateway. Only Unify certified Sales-
and Service Delivery Partners are allowed to connect this way.

Unify-internal Users of the global Remote Service Platform have to use the known ways
which are given by the central IT Department.

For RSP Partner Access, you will only need the username and password for the "RSP”
domain. There is a single-sign-on mechanism that allow you to log on to the Terminal
Services Gateway and to the Terminal Server with the same credentials.

1.1. Requirements

e Workstation (preferred with Windows Operating System)

e Connection to internet over port 443 TCP (SSL)

¢ Installed Microsoft Remote Desktop Client (mstsc.exe is part of every standard
Microsoft Windows Operating System)

The actual Microsoft Remote Desktop Client can also be found here (complete-Version or
Update):

e Client update for Remote Desktop 7.0 (RDS) for Windows XP SP3, Windows Vista
SP1 and Windows Vista  http://support.microsoft.com/kb/969084

e Remote Desktop Protocol (RDP) 8.0-Update for Windows 7 and Windows Server
2008 R2 http://support.microsoft.com/kb/2592687

e Remote Desktop App for Windows 10
https://www.microsoft.com/en-us/store/apps/remote-desktop/9wzdncrfj3ps
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2. Using Service Partner Access

2.1. Preparations

Go to the RSP information website by choosing the link, or enter this URL in the Web
browser:

https://info.global-remoteservice.com/site/login

1If you have an existing RSP account and you know your password, you can |
- .\ use it tolog on to the website.

If you have a new RSP account, first you will have to do a password reset as
described in chapter 4.4 Password reset.

You can log on with your RSP credentials:

AtOS

Unify Remote Service Platform About Contact OS Webcollab Login

Home / Login

Login
Please fill out the following fields to login:

Username

[ <rsp username> v ‘

Password

Remember Me

Please note that by checking this you give your consent
for the site to store a cookie on your computer that is

essential for keeping you logged in.

If you forgot your password, or it has

expired, you can reset it.

© Unify Software and Solutions GmbH & Co. KG all rights reserved

In the upper menu open Info & downloads and select RSP downloads. Please
download the RDP files for RSP, save them on your computer and extract the contents of
the zip file.

You will find useful links, root CA certificates and the RDP file for conecting to RSP itself.
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2.2. Connecting to the RSP terminal server farm

Please double click on the RDP file to connect to RSP. You will see a warning, here you
can check “"Don’t ask me again...” and click Connect:

ﬁ Remote Desktop Connection

| g The publisher of this remot ion be identified.

This remote connection could harm your computer, Do not connect unless you know
where this connection came from or have used it before,

f Publisher: Unknown publisher

‘L“ Type: Remote Desktop Connection
Remote computer; rspwis.rsp.gsi.global-intra.net
Gateway server: spatsg1.globalremoteservice.com

™ Don't ask me again for remate connections to this computer

Connect I Cancel I Details >

Fill in your RSP credentials providing rsp\ as the domain name:
Windows Security

Enter your credentials

These credentials will be used to connect to the following computers:
1. spatsg1.global-remoteservice. com (T5 Gateway server)

2. rspwis, rsp.gsi.global-ntra.net {remote computer)

| rsph < yourRSPusername:= |

Domain: rsp

Insert a smart card

sl

[T remember my credentials

Ok l Cancel

For security reasons, please do not check "Remember my credentials”!

Please wait for the connection to initialize:

Connecting

f:"L Connecting to rspwts rsp .gsi.globalintra .net

The connection will be established.
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Note: If you connect to each WTS (1-10) for the first time, the log on process will take
longer, because your user profile has to be initialized.

At the end of the logon process, Equipment Explorer will start, and you can start working
with the tools.

2.3. Installing root CA certificates on your client (optional)

The connection between your client computer and the RSP is secured using SSL
certificates, which will be verified online during connection establishment. This
verification process can take a little while sometimes.

If you want to speed up this process you can install the certificates on your computer:

double click on one of the provided files in folder CA Certificates

click “Install Certificate...” button and the Certificate Import Wizard will open
select Store Location “Current User” and click Next

for the Certificate Store select "Automatically select ...” and click Next

Now you will see a summary of your settings. After clicking Finish the certificate
will be imported.

¢ Wait until a new message pop up says, “"The import was successful.”

You have to repeat these steps for the second certificate file.

If you experience any problems importing the certificate files, please ask your companies
IT department for assistance.

2.4. File transfer between your local machine and RSP

To copy files between your local machine and the RSP terminal server, you can use your
clipboard: copy the file on the source machine, change to the destination and paste.
Windows supports file sizes up to 2 GB with this method.

You should always use your assigned T: drive for storing files in RSP.

2.5. Finish working

If you have finished working with RSP, please always log off the WTS! There is a shortcut
on the Desktop, or you can use the usual Log off option from the Windows Start Menu.

S Command Prompt | 3 )
o
e

. l Notepad

fg Internet Explorer Dot

"~ Computer
I Log off WTS

Control Panel
Devices and Printers
Help and Suppart

Windows Security

3 All Programs:

I |search programs and files El Log off, | >|
r ‘ L @ Close programs and log off.
I TStart B |

or - e
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3. Some useful information

3.1.Idle time and re-authentication

Idle (inactive) sessions will be logged of after 240 minutes (4 hours). Disconnected
sessions (network failure, closing with “x” etc.) will end after 15min.

0Old session will be picked up if you are connecting to the same WTS System within 15
minutes.

3.2. Active sessions and automatic logoff

All active sessions are disconnected after 25 hours. The session can be renewed by
connecting to the same WTS within 15 minutes.
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4. Support info and hotline contact

4.1. Self-service
If you have problems working with Service Partner Access, please check the following:

e Is your local machine connected to the Internet?
Is the latest Remote Desktop Connection installed on the client and is it working?
o Check: START - RUN - mstsc.exe<ENTER>

4.2. Online self-service
You can change or reset your password on the following website:

https://info.global-remoteservice.com

Note: if you cannot read a captcha on a form, click on it to generate a new one.

Note: if using a narrower screen or window to browse the page, the main menu may be
accessible through a sandwich menu button:

AUOS

Unify Remote Service Platform

4.3. Password change

First, log on to the website with your RSP account. Then click on your name in the top
right corner and select “Change password”. Enter your current RSP password and the
new one twice. Finally enter the captcha and click on Change (or press Enter). If you

have entered all data correctly, you should receive a notification about the successful

password change.

Note: please take the password complexity requirements into consideration:

e Minimum length: 8 characters
e The password must contain characters from at least 3 of the following 4 groups:
o Capital letters
o Small letters
o Digits
o Special characters
4.4. Password reset

If your password has expired or you have forgotten it, you can easily reset it. On the
start page of the website you will see a “"Reset password” button. Click on it, enter your
RSP username and the captcha in the form, finally click on “Reset” (or press Enter). In a
few minutes you will get an email to your email address that is registered in RSP. Click
on the password reset link, enter your new password twice and the captcha. After
pressing “Save”, your password has been reset to the new one.

Note: please make sure the password reset email does not land in your Spam folder.
4.5. Hotline contact

For all questions and problems regarding RSP (e.g.: device management, connectivity,
tool problems, etc.) please contact your local partner support desk via the usual way
(ticketing system on Partner Portal):
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https://unify.com/de/partner/partnerportal

For Partner Portal logon you must use your Partner Portal account. You cannot log on
with your RSP account.

Important security information

You are not allowed to forward this information or your login data to any
other person inside or outside your company!
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About Atos

Atos is a global leader in digital
transformation with over 110,000
employees in 73 countries and annual
revenue of over € 12 billion. European
number one in Cloud, Cybersecurity and
High-Performance Computing, the Group
provides end-to-end Orchestrated Hybrid
Cloud, Big Data, Business Applications and
Digital Workplace solutions. The group is
the Worldwide Information Technology
Partner for the Olympic & Paralympic
Games and operates under the brands
Atos, Atos Syntel, and Unify. Atos is a SE
(Societas Europaea), listed on the CAC40
Paris stock index.

The purpose of Atos is to help design the
future of the information technology space.
Its expertise and services support the
development of knowledge, education as
well as multicultural and pluralistic
approaches to research that contribute to
scientific and technological excellence.
Across the world, the group enables its
customers, employees and collaborators,
and members of societies at large to live,
work and develop sustainably and
confidently in the information technology
space.

Find out more about us
atos.net
atos.net/career

Let’s start a discussion together
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